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Recently, there have been great advances in internet of things (IoT) and wireless sensor networks (WSNs)
leading to the fourth industrial revolution in power grid, namely, Smart Grid Industry 4.0 (SGI 4.0). In
the Smart Grid Industry 4.0 framework, the WSNs have the potential to improve power grid efficiency by
cable replacement, deployment flexibility, and cost reduction. However, the smart grid (SG) environment
that the WSNs operate in is very challenging because of equipment noise, dust, heat, electromagnetic
interference, multipath effects and fading, which make it difficult for current WSNs to provide reliable
communication. For SGI 4.0 to come true, a WSN-based highly reliable communication infrastructure is
essential for successful operation of the next-generation electricity power grids. To address this need, in
this paper a novel dynamic clustering based energy efficient and quality-of-service (QoS)-aware routing
protocol (called EQRP), which is inspired by the real behavior of the bird mating optimization (BMO), has
been proposed. The proposed distributed scheme improves network reliability significantly and reduces
excessive packets retransmissions for WSN-based SG applications. Performance results show that the
proposed protocol has successfully reduced the end-to-end delay and has improved packet delivery
ratio, memory utilization, residual energy, and throughput.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

The rise of new digital industrial technology known as Industry
4.0, has lately gained a lot of interest from researchers, manufac-
turers, and application developers [1,2]. The objective of Industry
4.0 is to connect and integrate all objects of the traditional factory
world for enabling faster, more flexible, and more efficient pro-
cesses to produce higher-quality goods at low costs. Industry 4.0
will bring great opportunities for promoting industrial upgrades
to increase manufacturing productivity, shift economics, faster
industrial growth, and integration of supply and demand processes
between the factories. This will modify the profile of the workforce-
ultimately changing the competitiveness of companies and regions
[3].InIndustry 4.0, the wireless or wired connected systems located
in different remote places can interact with one another using
standard internet-based protocols and analyze data to predict fail-
ure, configure themselves, and adapt to changes [4]. Currently,
most devices within factories are connected based on wired infras-
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tructure working over industrial protocols; however the wireless
solutions are increasingly playing a complimentary role to wired
solutions [5]. To this end, industrial wireless networks (IWNs) are
the key technology enabling the deployment of Industry 4.0, since
it can offer a reduction in energy consumption, increase economic
benefits with least maintenance and breakdowns, and enable smart
production. This does not only affect machine-to-machine com-
munication, but will also have far-reaching consequences for the
interplay of engineers and embedded system and wireless tech-
nologies [6].

In the context of Smart Grid Industry 4.0 (SGI 4.0), the cooper-
ative communication requirement is focused on multiple factors,
such as reliability, latency, scalability especially for a very large
area of coverage and longevity of communicating devices [ 7]. In this
respect, WSNs can significantly improve product quality, stream-
line operations, speed up production, make installation easier,
increase the flexibility and reduce expenditure for the infrastruc-
ture in the SGI 4.0. The current and envisioned applications of
WSNs in the SGI 4.0 span a wide range, including substation
automation, overhead transmission line monitoring, energy man-
agement, advanced metering infrastructure, outage management,
distribution automation, demand response and dynamic pricing,
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load control and energy [8]. Importantly, all these applications
would lead to new products, processes and services, improving
industrial efficiency and use of sustainable energy resources while
providing a competitive edge for in the fourth generation global
market place. At the same time, it would ensure the reliability
of the electric power infrastructure, helping to improve the daily
lives of ordinary citizens. However, the realization of all these cur-
rently designed and envisioned smart grid applications directly
depends on reliable and efficient communication capabilities of the
deployed network.

Recent field tests show that wireless channel in power grid has
many unique challenges, which do not generally exist in other com-
munication systems. These challenges, include high packet loss
rates, electromagnetic interference, equipment noise, multipath
effects and fading [7]. This leads to time and location dependent
delay and link quality variations of wireless links in harsh nature
smart grid environments. Thus, the key design issue in smart grid is
to provide reliable link quality aware data delivery under adverse
wireless communications conditions [9].

Prior to the SGI 4.0, many other advanced manufacturing
schemes have been presented in research studies [10-12] to
empower electricity industry. Some of them focus on improving
reliability and end-to-end delay performance for efficient data col-
lection in smart grid. In [13], the authors present a WSN-based
reliable routing protocol (called ETL-AODV) for smart metering
systems that is capable of overcoming a false indication caused
by temporary loss of data, signal interference, or invalid data. In
[14], the authors design a self healing routing mechanism (called
HRL-AODV) that provides energy efficient and reliable two way
communications of smart meters in the power grid. In [15], the
authors study the issue of routing criterion and provide airtime
cost metric that considers the data size and transmission rate for
reliable communication in smart grid. The authors in [16] try to
solve the issue of end-to-end transmission delay for providing data
communication in smart grid. To guarantee the reliability of the
system, an optimal sensor computational overhead mechanism
for estimating the tree delay is presented, where a sensor with
the highest capacity is scheduled to transmit its sensed informa-
tion to the sink. Recent filed tests and measurements have shown
that organizing nodes in several clusters and specifying a partic-
ular node in each cluster to perform cluster head (CH) task, not
only allows aggregation of data, but also limits data transmis-
sion primarily within and among the clusters [17]. Moreover, the
coordination provided by the CH allows sensor nodes to sleep for
extended period and aid to save more energy in each node. Thus,
clustering improves network scalability and longevity by reducing
both the traffic and the contention for the channel [18]. However,
highly dynamic nature of the WSN topology requires frequent re-
clustering in smart grid due to the variations in the environment
conditions. In recent, some other cluster based routing schemes
[19-22] have tried to improve the energy efficiency and packet
delivery ratio for smart grid applications to empower electricity
industry. In these schemes, the network is partitioned into clus-
ters with a node elected as a cluster-head (CH) within each cluster.
All the sensor nodes sense data and send it to their correspond-
ing CH, which finally send it to the sink for further processing for
smart grid applications. Although the existing studies focusing on
routing issues provide valuable insights and guide design decisions
for WSN-based smart grid applications, they generally ignore the
impact of external interference and noise on transmission relia-
bility during cluster formation in harsh smart grid environments.
Moreover, in these schemes due to inappropriate inter-cluster and
intra-cluster architecture between sensor nodes and CHs, a CH con-
sumes available resources more rapidly than others nodes in the
network. This unbalanced distribution of heavy data traffic load
among the CHs consumes more energy and may lead to early death

of nodes, which partitions the network and thereby degrade the
overall performance of the WSNs in smart grid. In addition, the
proposed schemes due to their excessive maintenance, high costs,
energy wastage, and periodic service interruptions, they cannot
distinguish the damage state of the network structure and the scope
of clusters dynamics change fail to fulfill diverse QoS requirements
for smart grid applications.

The existing studies provide valuable insights and guide design
decisions for WSN-based smart grid applications. However, these
traditional proactive methods are based on previously known
global information, which is hard to obtain or update in the
SGI 4.0. Moreover, none of the abovementioned studies consider
the effective use of limited node memory and careful resource
management in highly dynamic network topological smart grid
environments. In addition, the existing routing solutions do not
take into account the region affected by sparse or densely net-
work deployment and are unaware of the changing data path
opportunity due to lack of localization information. Therefore,
these approaches are not fully able to optimize data path per-
formance for reliable data transmission in an effective manner.
Also, an effective neighbor discovery mechanism, which is impor-
tant for robust routing is absent in most of these schemes. The
omission leads to an excessive delay at hops in the network if
a relay node dies in the routing path. Additionally, they gen-
erally ignore the impact of external interference and noise on
transmission reliability in harsh SG environments. Therefore, these
limitations of the previous studies motivate us to develop a new
QoS-aware communication framework that improves memory uti-
lization, throughput and provides reliable packet delivery with low
network delay and network energy consumption for SGI 4.0 appli-
cations.

The contributions of this study can be summarized as fol-
lows: First, a novel BMO-based dynamic clustering algorithm is
proposed to balance the data traffic and energy consumption
among cluster members while constructing even size clusters in
a fully distributed manner. Considering highly reliable links, the
proposed algorithm performs cluster formation and cluster head
selection stages concurrently which leads to low number of con-
trol packets. Second, an innovative BMO-based clustering routing
algorithm is proposed to solve the imbalanced energy consumption
among cluster heads caused by the non-uniform node distribution.
The designed algorithm balances the energy consumption among
CHs by adjusting the intra-cluster and inter-cluster energy con-
sumption of CHs. Therefore, it can achieve the balance of energy
consumption among nodes and prolong the network lifetime of
WSN-based SG applications. Residual energy, proximity degree,
number of hops through the path to the sink and actual distance
each data traverses to reach the sink are such parameters involved
in the selection of relay nodes. The designed scheme is fully capa-
ble to find robust data paths, load balancing and avoids data path
loops in the network. Moreover, it significantly decreases the prob-
ability of packet loss and preserves high link quality among CHs
in the smart grid in both sparse and densely deployment. Third,
extensive simulations are carried out to evaluate the performance
of the proposed protocol by comparing its performance with the
existing approaches under realistic smart grid channel conditions.
Performance results show that the proposed protocol has suc-
cessfully reduced the end-to-end delay and has improved packet
delivery ratio, memory utilization, residual energy, and through-
put.

The organization of this paper is as follows: The following
section briefly introduces the architecture of the bird mating
optimization. Section 3 explains the proposed routing approach.
Section 4 reports the network and path loss model, and simula-
tion parameters. Section 5 provides experimental results where the
effectiveness of the proposed routing scheme is compared to the
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existing routing schemes. Finally, section 6 concludes this paper by
summarizing our results, significance, limitation and open issues
for the potential future work.

2. Bird mating optimization (BMO) working principal

BMO is a new member of the nature inspired metaheuristic
approach is composed of population-based and evolutionary-based
searching mechanisms, initially introduced by A. Askarzadeh in
[23]. Since then it has been successfully applied to solve highly
nonlinear combinatorial optimization problems in several science
and engineering domains [24,25]. In BMO by observing the mat-
ing and offspring producing procedures of the bird life helps to
develop the algorithm by mapping them into mathematical com-
ponents. In BMO, birds are observed as social insects where the
male, female and broods are the most important members of the
population called society and each of them represents a feasible
solution is called bird. At each generation, in society female birds
are categorized into two groups based on their most promising gene
structure called polyandrous and parthenogenetic. In each society,
a predefined number of parthenogenetic birds having the worst fit-
ness values are replaced by using a chaotic sequence mechanism
with the new ones. The key role of the female birds is to pro-
duce new individuals and behave as mother of the current broods.
On the other hand, male birds of the society are considered as
father of the current broods. They only act as an amplifier for its
female genome and can be categorized into main three classes,
namely, monogamous, polygynous as well as promiscuous. In the
population, monogamous are the birds containing superior fitness
values than polygynous and promiscuous types. The main purpose
of the male birds is to provide security and search food sources.
In society, the polyandrous and promiscuous type birds have low
percentage while the monogamous and polygynous types birds
have great portion of the society which can be determined man-
ually.

Generally, during modelling the mating process, several birds
employ a variety of intelligent behaviors, including, singing, tail
drumming or dancing to attract potential mates and try to reach
partner sooner. Here, it is important to note that the quality of
a bird is determined by its ability to get more food and memo-
rize data paths over long distance towards the destination. Then,
using a probabilistic approach each bird evaluates the quality of
his/her interested bird and mates with the one having most promis-
ing genes than others. In the case of fruitful mating, male sperm is
stored in the female spermatheca where the individual genome is
attached to one solution to find the best solution in a d-dimensional
search space for the studied optimization problem. In the begin-
ning, both male and female birds energy to find partner is very
high, which gradually decreases after each mating. This entire pro-
cess repeats until a feasible solution of the problem or energy is
diminished. Subsequently, during mating process each bird of the
society selects and attempts to pass on better genes to their broods
probabilistically. In the next stage, to enhance the next generation
each bird is responsible to feed the elite selected brood with the
best food. At last, a best individual (brood) converts to best feasible
solution and replaces the old one based on the parent’s decision
in case of its supremacy to the present’ solution. Otherwise, the
new born brood dies and the entire process repeats iteratively.
Consequently, the superiority of the bird’s society improves as the
algorithm progresses.

Generally, BMO consists of five types of bird species and each
of them is equipped with its own updating pattern to provide a
candidate solution as described below in detail.

2.1. Monogamy mating model (M?)

In this system a male bird .jﬂm(l) tends to mate once his own

. - f .

interested female 7 from the parthenogenetic and polyandrous
society [23]. The probabilistic approach is used to generate resul-
tant brood. In the first phase of this approach male combines his
genes with the genes of his own interesting female while in the sec-
ond phase male employ the mutation probability function P, (M3)
to improve the quality of the brood is given as follows

%b(l) _ (j/))m(l) + w X Py x ((j/,f(’) o ‘j/}m(z))

if(i)rl > ¢mcf (1)
Fe) = ¢i(€) = Bra x (d1(€) — pul©)) € Po(M3);
end

2.2. Polygyny mating model (PMz)

In this system a male bird 7m0 tends to mate with two or more

- f(i) = f(j - fi .
females ( 3 (1), B (J), +...+3B ™ from the parthenogenetic and

polyandrous society. The probabilistic approach is used to gener-
ate resultant brood in which a male shares his gene with multiple
females to raise quality broods. However, herein, the behavior of
BMO is considered as metaphorically which means that only one
brood with better fitness value will be raised in the system can be
described numerically as:

. - ni . .
D= 4 xS g x (< H) € pyM?)
j=1

if(prl > ¢mcf (2)
F(e) = gi(c) - pra x (A1) — u(©))
end

2.3. Promiscuity mating model (Per)

This system follows the chaotic social structure in which there

is no stable relationships between the male 5™ and female 7"
birds in one time event. In this type of mating most likely male will
not see the female for another brief visit and will almost certainly
never see his brood or the nest. Although, the promiscuous birds
generation follows chaotic sequence, however, the promiscuous
bird breeding process is similar to that of monogamous birds.

24. Polyandry mating model (PoM?)

In this model a female .%fm tends to mate with two or more
than two males (;%m(l), .%’mo), +...+ :%m(n)) from the monogamy,
polygyny or promiscuity society. Similar to M3, in PoM2, probabilis-
tic approach is used to generate resultant brood in which a female
share her gene with multiple males to raise better fitness quality
broods. The resultant brood creation is similar as in Eq. (2).

2.5. Parthenogenesis mating model (PrM?)

in this system a female tends to raise brood without the help
of males by passing on better genes to her brood to make a small
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change in her genes probabilistically. The new generated brood can
be numerically expressed by the following process as:

fori=1:n

if¢r1 > ¢pmcf

FP0) = B (i) + o x (B2 — dr3) x B(0); € Py(PrM2)

else (3)
i) = B (i)

end
end

This entire natural phenomenon has been mapped into mathe-
matical components where the number of matings is the number of
iterations, a bird with highest fitness value is the best solution and
birds sperm is the decision variable to study the optimization prob-
lem of the developed algorithms. In each mating, the birds energy
gradually decreases which can be calculated by taking into account
the following equation as:

ODEe+1) =0¢ xE(t) (4)

After completing the mating process, all died society members
position is swapped by the new breeding ones and assumed to be
the responsible one for feeding and improving the next generation
of the broods. In addition, the simulated functions limit include
the prior define number of society bird types, female spermatheca
capacity in which the information of utmost number of mating’s in
each mating, and the number of broods related to each individual
bird (Table 1).

3. Proposed routing protocol (EQRP)

This section introduces a new clustering routing protocol for
WSN-based smart grid applications inspired by the real process
of bird mating. In society, the male, female and brood birds have
their own genome composed of genes. This genome is attached to
each individual solution during modelling the mating process of
our proposed scheme to study the optimization problem. A list of
numerical values is used to describe one genome where each value
is attached to a decision variable that indicates an unknown of the
problem solutions. The fitness function is the one who is respon-
sible to present the genome associated solution in a stronger or
weaker manner. This genotype representation presents a solution
with several unknowns equivalent to the total number of clusters
that form the essential for designing algorithms studied as clus-
tering solution at the lowest cost (the best performance clustering
solution). Here, the best performance clustering means to gener-
ate a high quality clustering solution, which exploits the fitness
function for each individual cluster generated in the network. The
superior quality solution adopts the minimum Euclidian distance
information between each set of pair of node to find effective and
energy efficient clustering in the smart grid. This includes the low
transmission energy consumption cost and low clustering com-
plexity as well as preserves the link quality between sensor nodes in
the harsh smart grid environment. The entire process of our scheme
consists of seven different phases are shown below:

Phasel. Defining Input Data

In this phase, we define the input data, including the number of
monogamous (Bm ), polygynous (Bpg), promiscuous (Bpc), polyan-

drous (Bpq), parthenogenetic (Bpag), broods (.Jﬂb(l)), female bird’s
spermatheca capacity (38F), bird’s allure factor (Bamax.||Amin. )» initial
energy (%)), decreasing factor (o), number of iterations (% maxis
transmission loss matrix coefficients and other different parame-
ters as shown in Table 2.

Phase2. Network Initialization

Py (M3)
n;

Py, M

P, (PMZ) Py (PrMZ)

Table 1
Notations used in EQRP
Notation Description
3" male bird i from the monogamy mating system
.7/)’“1'” female bird i or j from the parthenogenetic and
polyandrous birds
- b(i . .
7z & resultant brood i generated after mating ¢;
bw time varying weight to adjust the importance of
the interested female
br 1 x d vector whose each element are distributed
randomly between 0 and1
Dmes mutation control factor varying between 0 and1
c is the random number between [0,n], where n
denotes the problem dimension
m is the mutation control factor between 0 and 1
T is the random number whose value is between
[0,1]
&1, Gu upper and lower bound of the element,

respectively

Py (M3) =1 — e is the probability of mutation
in one brood’s gene

is the number of interested birds

denotes the jthinteresting bird for mating

Py and M indicate the probability and mutation
process

is the probability of a bird whose value is selected
randomly between [0,1]

Jo—— is the parthenogenetic mutation control factor and
¢o denotes the step size

Prer1) indicates the bird’s energy decreases at each event
time ¢

¢P L) 50 denotes the sperm adding probability of a male

b( T ) 7™ to female .%f(l)spermatheca

o« B,y shows the decay rate whose value is randomly
selected between][0, 1]

t, Ba(t),A(t) represents the allure factor at time event t
€[0,1,2,...,n]

AE shows the allure and energy of a male 7™ and

- f(Q) | . .

female " bird, respectively.

S, S}”i“ allure factors whose maximum value is set to 1
and minimum value to 0

D miy -s0) illustrates the successfully mating

Py ( v ) probability e random [0, 1]

f (.7/3(')) andf (.%’m(')) the performance functions of 7" and
?;m(') e (i=1,2,...,n)are the ith fitness function
values for the female and male bird, respectively.

B indicates the decay coefficient belongs to [0.1,0.5]

yHE is the energy loss after each iteration

N is bird attracting factor whose value is set to 1 for
both male and female birds

DTyop is the defined distance threshold value

CTyop is the calculated value of threshold distance in the
deployment field

27/3and the switching angles, Pioy, and Pyigp, denotes the
low and high transmission power

Emax & Erq indicates the maximum available energy and
remaining energy of the node

RN; is arelay node i

Rd represents the satisfied routing destinations and R
is the routing table in a node j

G is a directed chain rooted at the source node S

The designed scheme takes into account the advantage of a
centralized control mechanism to start the clustering process for
partitioning the set of nodes into multiple clusters. In the beginning,
a sink is responsible to initiate the cluster formation process by
disseminating initiation message (init _msg) in the network. After
receiving information from the sink each sensor node is respon-
sible to disseminate init _msg to its neighboring nodes by taking
into account the CSMA (Carrier Sense Multiple Access) mecha-
nism. This init _msg contains information about the sender sensor
node identity (id), residual energy (R.) and angle of transmit-
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ting (AOT). Then after receiving init _msg successfully each receiver
sensor node replies to the sender node by sending an acknowl-
edge message(ack_msg), which guarantees that a message has been
received successfully. This ack _msg contains the information of the
receiver sink node identity, residual energy and angle of receiv-
ing (AOR) measured during receiving information. In our scheme,
it is also possible that a sink node may receive multiple init _msg
copies from the same or different senders sink neighbors. In this
case, each receiver sink node follows first come first serve (FCFS)
based policy, which means that a receiver node only replies to that
sender node to whom it receives the message first while the rest of
the init _msg will be ignored. Initially, throughout the sending and
receiving process each node is responsible to maintain informa-
tion about the AOT, AOR, neighboring node id, residual energy and
distance information (D;) in its routing table in decreasing order.

Phase3: Initialization of population

In this phase, after receiving init _msg by all birds (sensor nodes)
in the problem space an initial set of the population is randomly
generated by using a random number generator between 0 and 1
for the potential solutions of the problem. A population consists
of a group of individuals (sensor nodes of size=300) that exem-
plify an entire solution to a defined problem where each individual
is represented by a sequence of Os or 1s. During initializing, the
generational Genetic algorithm (GA) and steady-state GA are the
two popular methods used to generate a new population of the
individuals. The generational GA replaces all members of the pop-
ulation, whereas the steady-state GA swaps one or two population
members at each generation of the evolution. In this paper, we
adopt the generational GA method in which designed algorithm
is responsible to preserve a certain amount of the best individuals
at each generation and copies them to new generations as stud-
ied in [26-30]. This results a new population that will have the
current individuals as a result of crossover and mutation as well
as numerous individuals from the previous generation to optimize
the solution in problematical search space. The initial population of
individuals (¢;) generated for the potential solutions of the problem
can be numerically formulated as:

1
2

¢initialjociety = [ . ] (5)
&n

bi=[¢7 + 2+ 7. ...+ . Vi=1.2,...n (6)

Each genome randomly builds within admissible range of
the variables by considering its genome list of similarity of the
unknowns. Then, based on the fitness function values an initial
population of the birds (¢;) is ranked decreasingly can be written
as:

b= (9] + 80+ 7. +]] )

Thus, entire society containing various types of bird can be
numerically indicated as

&m1 dpg1 dprl Ppal Ppagl

¢m2 ¢pg2 ¢Pr2 ¢P02 ¢Pag2
¢society = . . . . . (8)

Om, Ppg Ppr Par Pager

The one with the best quality solution is selected as initial indi-
vidual monogamous (fb;n,-) birds in the existing population for the
current round i is formulated as:

¢monogamous = [(p,]ﬂi, ¢72"i’ (]52mi, coey +¢,’},1J (9)

After employing a set of monogamous birds some of the remain-
ing solution forms a list of polygynous birds (%&-) are ranked in
decreasing order can be numerically shown as:

¢polygyn0us = [¢113g,- + ¢§g,- + ¢13;gi» CERT) +¢Zg,.] (10)

The remaining solution with lower fitness value forms a list of
promiscuous birds (qb;,,i) are ranked in decreasing order can be
shown as:

¢promiscuous = [¢Il)ri + ¢§r,» + ¢gri PR +¢gﬁl (1 1)

In society, the best quality solution among the female types
is called polyandrous (qﬁ;,ai) can be numerically formulated in
decreasing order as:

¢promiscuous = [¢;lmi + ¢;27a,» + ¢gaiv SR} +¢Eai] (12)

while the parthenogenetic female birds (¢} ) with lower fit-
ness value can be numerically expressed as:

1 2
¢parthenogenetic = [d’pagi + ¢pagi + ¢gagi7 ) +¢Egai] (13)

In addition to its genome, each female bird is characterized
by her spermatheca capacity (Qn) as well as her allure values
((Bamax) / (Bamin)) and/or energy(:%’E(i)) .The spermatheca capacity
is equal to the maximum number of males that may mate with the
female is set as constant during all mating and can be numerically
expressed as:

¢82/f 1

b2
¢femalebird5;permatheca = . ( 1 4)

¢6.f/}fn(sprem)
_ 1 2 3 n
Poonf = [¢6.'/;fi + Pt T P +¢8/‘/;fi} (15)

where § is the spermatheca capacity set to constant for all the
female birds ¢2 .

Phase4: Mating Process

In the beginning of the mating process, each individual bird 3;
based on the available energy (EM™™, EM") and allure (SM2*, S/min )
parameter values is initialized as:

P, = rand(-) x (E"™ — E™M) (16)
and
Pss, = rand(:) x (ST — gmin) 4 gmin . 4 (17)

Initially, during the mating process a number of polyandrous
birds are generated randomly and monogamous, polygynous, and
promiscuous birds are positioned over those females. The transition
made by each bird depends on his/her allure values. If the allure is
higher then a bird can make extremely large steps in the search
space, which signifies the flipping probability of individual gene
in the partner bird allele. At each step in the search space, we use
simulated annealing method to choose the best male at random to
mate with the female at that step. Then, according to the fitness
function value of the male and elected female mating probability
is evaluated. After that, we generate a random number between
0 and 1 to compare with the calculated probability. If generating
probability is less than the computed probability, then male can
successfully mate the female and his genome stored in the female’s
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spermatheca otherwise discarded. The probability of a male 30

. - f(i
successful mate with the female 7 0 can be calculated as:

¢>Pb (l};m(l’)vj/)f(i)) =exp (Lf (-j/)’(i)> -f <<j/3m(i)) \/JJ/)’A(f)> (18)

\/<f1 ~f}, ())2+ (f_ fm())2+,...,+<;i— ‘;mm)(zlg)

The above function is highly associated with the bird allure fac-
tor and offers superior values when bird allure factor is greater or
when the mating partner fitness function is closed to the bird fitness
function. During the first mating process, among the available the

best male Best.jﬂm(l). with the largest annealing functions of prob-

ability Py .Jﬂf(i), J/)m(i) are selected randomly from the male list
ranked in decreasing order as the object of mating for the female

B f )can be formally written as:

¢
¢

Best 3
¢Best,malesociety = . (20)

Best%m( D

m(2)

¢

Best /m(")

3
|:¢ ~m(1)+¢ m(l) ¢ ~m(i)"' ’+¢ <mn] ’

-m =
¢Best. %1 BA

letBest = B (21)

For each individual best quality female bird 5m0

process m! with randomly selected male %
numerically written as:

, the mating
i) from the list can

Pom =
n . 22
+¢B.7/€m(1) x rand(-)] (22)

[¢;%m(l) x rand(-) +¢;;/m(1> x rand(-)+, .. .,

For entire mating process the best set of males ¢B ;/),m“‘ and female
¢5‘¢)f(“‘) birds can be numerically denoted as:

n

J| sl 2 3 n
¢B.7/)’" ¢B;Am(i) + ¢B.;/}m(i) + ¢B‘7/;m(i)7 ce +¢B‘7/}m(i) ,
—Vj=1,2,...n (23)
1 2 3 n
Gsnf(m) = [¢5%,f(i) + ¢(Wf(i) + ¢5.,/}f(i) RERY +¢g¢f(i)] (24)

If the male bird’s genes are selected randomly for mating from
the female’s spermatheca, then selection can be written as:

¢ i = 19! ! X Tand() 2 rand( ) g rand()]

rand(-) € [0, 1] (25)

Since the number of mating males are constant in all mating
process thus as a sum entire mating process can be formulated as:

i) X rand(-)) + 7@

H(H) = J/fl)z

n

S (@, o x rand( N+, + AV (@) x rand()' (26)

i=1 i=1

The above equation in sum may be formulated as:

GV = A DY () x rand()) (27)

i=1

The bird’s energy decay iteratively depending on the time t; even
if the mating processes succeed or not can be numerically indicated
as:

@B (tiy1) = B x B S(t)andpBE(ty,1) = (BE(;) - y#E)  (28)
The entire process repeats either until each bird allure/energy
factor reaches to the minimum given value of 'S, and %'Eyi, or
until the female’s spermatheca is full (maximum capacity %! (5,,) ).
Phase5: Breeding Process
After completing the mating process all birds start breeding pro-
cess where each female bird is mated with an arbitrarily chosen
male sperm stored in her spermatheca with her own genome for the

desired number of broods. The genome of each individual female
bird ™ can be numerically expressed as:

1 1 2 3
P50 = [X1¢wf<f> + X205 iy + X3Py gyt oo HXndg nf('} :

forX e 2 (genome) (29)

The male sperm stored in the female %) spermatheca can be
formally expressed as:

1 _ 2 1 3 n
by i) = [Y@B;ﬂmm + Ysz’mmm + Y3¢B_;ﬁm<i)+’ +Y"¢B_;/gm<n} ,

foryY e ™9 (sperm) (30)
In decreasing order above equation can illustrated as:

1 1 2 3 n
¢8‘,/;f(i) = I:Y2¢B‘/—/:m(i) +Y1 ¢B‘/—/zm(1’) + Y3¢B‘7/:m(i)+’ () +YH¢B.7/:mU)} (31)

For each individual female %, the number of mating males
may be formally indicated as:

1
Pt ZX *(YQ m (32)

For each individual male ™, the number of mating females
may be formally indicated as:

Lot Zy* (X)) (33)

For each individual female ) more than one mating process
can be expressed as:

k n
Oy = DD X (V) o),

j=1 i=1

whereVj=1,2,...,k (34)
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Similarly, for each individual male 2™® more than one mating
process can be expressed as:

1/;"'(0 ZZY* (Xo" Af(l) (35)

j=1 i=1

In sum, for all the female birds in the network the equation can
be formed as:

n

b= @) D X (" )] (36)

i=1 i=1

Similarly, for male birds above equation can be modified as
below

o —Z(as/)m. 1Y YxgD )] (37)
i=1

In the problematic search space, to produce a pair of offspring
strings, crossover operator is responsible for partial swapping of
the bits between two individual strings with a single heuristic
crossover operator numerically can be shown as:

Py = A+ Pe(r(A W+ 7)) (38)

Generally, crossover is also known as recombination of com-
ponent materials is a process of choosing a random position in
the string and swapping the characters either left or right of this
point with another similarly partitioned string. For more simple,
a crossover is a binary genetic operator acting on two parents at
random points to alter the genome of individuals in the current
population. This random position is called the crossover point. It is
a simulation of the sexual reproductive process where the outcome
of crossover heavily depends on the selection of chromosomes
made from the population for the transfer of genetic inheritance.
In recent, a number of crossover operators have been proposed.
However, in this study we use the simplest one called single-point
crossover operator whereby a point is selected at random and the
two parent chromosomes exchange information after that point.
To generate a new population of individuals we define a decreasing
individual crossover rate probability as P. =0.99, P.=0.95, P-=0.90
is the parameters that affect the rate at which the crossover opera-
toris applied. This high crossover rate introduces new clusters more
quickly into the population by eliminating low quality clusters then
selection can produce improvements rather than low crossover rate
which may cause stagnations due to the lower exploration rate.
Furthermore, this decreasing probability helps to find the optimal
solution in more robust and accurate manner even when a set of
sensor nodes die in the ending rounds of the deployed network in
the smart grid. To generate a new bird N7y ;y (a new clustering

solution including cluster heads), the male birds 2™ is randomly
(rand € [0, 1]) selected from the spermatheca where n helps the
rounding solution toward the nearest integer. For a given crossover
probability each pair of strings from the new brood population
is randomly picked out by proposed algorithm. Then a uniformly
distributed random number is generated in the predefined range
between 0 and 1. If the generated random number is less than the
predefined value, then the developed algorithm is responsible to
apply the crossover operator for producing swapping new bird gen-
eration. Otherwise, it does not apply crossover operator on these
two particular strings. Through applying the crossover operator
along with the strings a crossover point is also randomly gener-
ated. The crossover operator plays an important role for swapping
individual bird values from one string to another pairwise string in
the population.

First, a single or a list of male

genome(Y1¢> - m(i \Y2¢> i Y3¢ Q) Y4¢> ) Y5 «mx) are
randomly selected from the female S spermatheca w1th genome
Y], Yz, Y3, Y4 and Y5 where Y] * Yz + Y3 + Y4 * Y5. Then, an
improved solution in the entire problem search space by applying
the crossover operator can be numerically expressed as:

1
//f [(Xd) A +X¢ J/,fU ” +X¢§//;f("))
1 3 n
® (Y¢B.;/}m(,-) FYPD e YR m(n))} (39)

subjected to
T xl =Y ¢! + rand(-) x (Y2¢? —Y303_ )
8o “improved = T1% 5 5 m(i) 2Vpgn0) T 3V pgymto

X(Y4¢;A7/;m(1) - Y5¢Z‘j/;m(e)) (40)

1 _ 1 2 5
s = led)a.f/ﬂ“ + X5 gyt - +X2¢s.l/ﬂf>)

1 2 >
® (Yl ¢B.7/;m(i) + Y2¢B_7/;m(i)+ v +Y5¢B?/:'”(e))} “n

1 1 1 1 1
¢8‘//;f = [(Yl ¢B.7/)m(i) ®X1 ¢8_)/}f(i) + Y2¢Bl:/;m(i)®x3¢5.,/;f(i) + Y4

O o BXsPL gt +Y20] m(,.)®x4¢;,/ﬂ,.))] (42)

1 1 1 1 1

1 1 1 1
®X5¢B‘7/}m(i)¢5%f(i)+7 s Y3 ®X4¢B.j/}m(i)¢8‘,/;f(i))i| (43)

¢;/J = [(m‘ﬁz%m(k)(ﬁ;/ﬂi} +m¢;.%m<e>¢§_m)
RS IN SIS o e (| (44)
Finally, we get
¢;,/J = [(m‘l&;%m(k)(ﬁ;ﬂ(i} + mﬁ%m(e)d’;w)

V_v. 41 3 V. X~ Al n
HYsXad om0 o HYXaB iy wﬂ”)ﬂ (43)

The new generation introduced as a result of the crossover will
only have the traits of the parents, which sometimes lead to a prob-
lem where no new genetic material is introduced in the offspring.
Mutation is the process of random modification of the value of a
string position with a small probability by allowing new genetic
patterns in the new generation [31]. It is basically a secondary
search operator, which increases the diversity in the population
with which each bit position of each string in the new population
undergoes a random change after the selection process. Mutation
introduces a new sequence of genes into a chromosome by ensur-
ing that the probability of searching any region in the problem
space is never zero. This prevents complete loss of genetic mate-
rial occurs through reproduction and crossover. However, it does
not give guarantee to produce desirable features in the new chro-
mosome. The selection process will retain it if the fitness of the
mutated chromosome is higher than the general population. Oth-
erwise, selection will ensure that the chromosome will not live to
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mate in the future. Unlike crossover, the mutation rate is consid-
ered very low which prevents any bit position from getting stuck
to a single value whereas a high mutation rate results in essen-
tially random search and depends on how often it is applied. In this
paper, we consider a uniform mutation operator with the proba-
bility of (P, = 0.01), to perform the mutation operation with the
assertion that no important genetic material is lost. The new gen-
eration, which is the result of the crossover, the designed algorithm
takes into account each string bit by bit (i.e. node by node), by gen-
erating a uniformly distributed random number between 0 and 1.
If the random number value is less than the predefined value, then
the developed algorithm is responsible to apply the mutation oper-
ator to the new individual else it does not ponder mutation operator
to that particular node. This genomic type representation trickily
eases the creation of dynamic clusters in the whole network in the
smart grid. In a uniform mutation operator where the value of a
gene for mutation is modified can be mathematically expressed as:

- s . s .
s = (X107 iy b5 g + X2 Y20 w550

1 3 n n
+Y4X4¢B‘;/3m(i)¢5.,/;f(k)+’ sy +Y3X3¢B_;ﬁm(n)¢5_//f(n))] (46)

Then after applying crossover operators the population of the
broods can be indicated as

1 1 2 3
b 5 (B) = [( «//;,,(,-)+¢.n +¢b(k)+,...,+¢;}(n))} (47)

b(j)
The best broods in the population of broods can be sorted
according to their fitness as

1 1 2 3
By s (Bloest = {( iy T Py T Poiiy T +¢E(n))} (48)

A new generated brood, which has a great probability to com-
pare with the existing parent birds can be numerically written as

1 _ 1 2 43 4 _ 45
8H (Byqy) _%bm+a)><( R0) -”b(k))( 0] i)

(49)
i=1,2,...,Ngandw € rand[0, 1]

Phase6: Fitness Function

The fitness function interprets the chromosome in terms of
physical representation and evaluates its fitness to identify how
good a potential solution is relative to other potential solutions.
It is responsible to perform this evaluation and return a fitness
value that reflects the performance of an individual with regard
to the current optimum, so that different individuals can be com-
pared. This fitness value is used in the process of selection to choose
which potential solutions with better quality will survive and con-
tinue on to the next generation. However, the designed fitness
function must guarantee that the individuals can be differentiated
according to their suitability for solving optimization problems by
accurately measuring the quality of the chromosomes in the popu-
lation. Therefore, the definition of the fitness function is very critical
in most of optimization scenarios. Usually, an extent of solutions
exists, ranging in fitness from extremely poor to good where the
chance of survival is higher for good fitness values. In this scheme,
in each generation a fittest bird (sensor node) receives a higher fit-
ness value and thus has a higher chance of surviving in the resulting
generation. Here, the better fitness function means the low clus-
tering cost, which includes the stable link quality for reliable data
transmission with low energy consumption as well as proficient in
load balancing. Therefore, the probability of fitness function that

involves computational efficiency and accuracy at low cost for a
cluster C; is defined as follows

n

Do) = Wcj/zlﬂci (50)
i=1

in which ¢p(Cj) is the probability of a cluster C;, 1//cj is the is the

n
fitness value of an individual cluster ¢;, and Ztﬁci is the fitness
i=1
value of a set of clustersj € [1,2, ..., n] in the smart grid. In our
scheme, the probability of anindividual sensor node i being selected
as a member in a cluster ¢; with the highest fitness value is given
as:

Bsny) = Ysn /Y _ s, (51)
i=1

where ¢(Snj) is the probability of an individual (sensor node) Sn;,
n
‘/’Snj is the fitness value of an individual Sn;, and Zwsm is the set
i=1

of sensor nodes in the smart grid.

Phase?: Termination criterion

In the last phase, the new generated broods population is
ordered according to the calculated fitness values and a superior
brood is selected based on its rank in each region R;. Thus, the new
generated best broods replace the worst parents having low fitness
values until no new broods that are better than any of the parent
in the current population of individuals. The remaining best broods
are then marked for the new mating process by ensuring that the
broods with lower fitness values have been slayed. This helps to
minimize computation and energy consumption cost, and delay in
the network. If the improved solution belongs to an individual in
a region R; cannot be found in a given time interval or over a pre-
defined number of cycles then that individual is supposed to be
abandoned. Then, the existing best bird solution will be considered
as a better solution in a region R;. This entire process (from phase4
to phase7) repeats iteratively until all defined mating process is
completed or a convergence criterion is satisfied. Consequently, by
modifying the above Eq. (48) and Eq. (49), we can conclude for the
society birds as:

1 1 2 3
¢ i (Bbest = K’/”m‘ﬁnb(,.) + Ppg @y, ;) + Pocbpy

»

FBpabhy,  + Fpagbys +¢g<n))] (52)

The decision variables to select the best birdifor the current
round j from the current population in the entire network region
Ri123,...n can be expressed as:

. ) .

%{(n) - {"ﬂ)f(new} Phiprevious) < P, )
‘J/J)i(previous) otherwise

in which ;%’f(new)is the new generated brood,%’[‘,(i)(prekus) is the

old brood and ¢fj/;;"" is the sum of broods. Rewriting the Eq. (52),

for the current solution based on the above mentioned decision
variables in Egs. (1), (2) and (3), we have the following equation.

1 T _ 1 F 2 3
¢Bi (‘)/’Parent”%)brood)best = [(Bm(z’Bb(i)U'%)qus(//;bg)u‘%l?cd)b(k)

U:%’pa(ﬁz

3
//}b(j)u‘%)l’agqbb(k)"" EEED) +¢g(n)):| (54)
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in Which Bm, Bpg, Bpc, Bpa and Bpag, are the parent birds while

1 3 2 3
Iy’ /'bm &, by , @ i and qbb(k), are the resultant broods. After

a best bird B; (CH) selection in a region R;, it broadcasts associa-
tion message to its neighboring birds (sensor nodes) for completing
clustering process by taking into account the CSMA mechanism.
The sensor nodes having high residual energy and small distance
joined the neighboring cluster heads by sending cluster head join-
ing (msg_ch_join) message. Herein, each cluster head in region R;
assigns a unique time to its member nodes using TDMA (Time Divi-
sion Multiple Access) mechanism in the smart grid.

Now, we briefly address the routing problem where multiple
data path routing optimization problem is decomposed into sev-
eral single path routing optimization problems. In our approach,
cluster heads nodes form a network among themselves where each
fittest bird (CH) in the initial population corresponds to a valid rout-
ing solution. Here, our main objective is to figure out a chain like
optimal route from a starting location (origin) to an end location
(sink). The developed scheme selects the next-hop relay node in
such a way that it requires less energy consumption by offering dis-
tributed data paths. Further, it considers the node over-assignment
cost and loop free delay aware data path between each set of pair of
relay nodes in harsh SG environment with obstacles under various
kinds of constraints such as noise, interference, etc. The construc-
tion of the initial routing is based on the measured angles (AOT,
AOR), residual energy, hop-to-hop distance (E;), and over assign-
ment cost (OAC), information of the relay nodes as well as the total
length of all the routing (MOD), without repetition in routing table.
Initially, throughout the routing process each relay node creates a
list (i.e., routing table), Nj, 1<i <n that holds all the one-hop neigh-
borsj such that the linki— j, Vj € N; satisfy the hop restriction that
Hop (i) < Hop (j), can be used to route data packets fromithrough
Jj towards the destination in the chain like structure. Based on the
given information for the potential routing solutions (best bird, i.e.,
the best next hop relay node), an initial population of individu-
als (CHs) is generated using a greedy approach and fitness of each
individual is measured. Then, based on the fitness function value
eachindividual in ranked in the bird list from decreasing to increas-
ing order. The best bird (i.e., the best next hop relay node)ifor the
current round j is selected in greedy manner from the society, the
decision variable for choosing the best bird can be expressed as:

- ;
RQ;(Ri) _ {‘%i‘(new) ‘)/};(new) = ¢//3,—(Lisr) (55)

0 otherwise

Herein, we used a non-uniform crossover probability called
as decreasing crossover probability (P.=0.98, P.=0.95), on aver-
age crossover in each individual generation are given as P, =
100x0.98 = 98, andP., = 100x0.95 = 95 and mutation operator
with the probability of (P, = 0.001)to perform the mutation oper-
ation with the assertion that no important genetic material is
lost. Here, it is important to note that this crossover probability
varies over time, which means that in the beginning probability is
assumed to be very high and decreased with the number of relay
nodes die in the network. This mechanism leads to more robust and
accurate routing solutions in the harsh smart grid environment.

In nature, a bird is represented as a genotype marker, which
can be randomly employed to mark half of the genes by ensuring
that the rest of the leaving genes are half unmarked. In our illustra-
tion, only those unmarked genes that create sperms are arbitrarily
used in the mating process. After mating, each bird is responsible
to take care of the brood and among the available the best brood is
selected and compared with the existing bird. The decision variable
for selecting a best bird (i.e., relay node)i as a valid routing solution

for the current round j from the population randomly between 0
and 1 in region R; can be expressed as:

7 7 i
‘/){'(new) '/}i'(previous) < ¢./‘/}i

RAR)=1{
: »

' )l(previous)

(56)
otherwise

This entire process repeats until the defined criteria satisfied or
best solution becomes abandoned. The sum of the fitness function
used in routing can be numerically indicated as:

Fop = Fio; + Fa; + F3p, + Fap, + Fs., (57)
n
Fi, = Fit, /> Fit 5, (OAC) (58)
j=1
n
Fy, = Fit, /Zm,;j (Eq) (59)
n
F3.5, = Fit,,,/y Fit ;,(AOT + AOR), VRN{(9) € 273z (60)
j=1
n
Fa.s; = Fity,/y _Fity,(MOD), DTuop = || = CTyop (61)

j=1

E.q
Fs, = Fit; 11/21:"% (E), whereE = Eron
Jj=1

VRN; € TPiow || TPhign (62)

€ [1,0],

Moreover, in routing table each entry is assigned a calculated
probability in order to find an optimal routing solution in robust
manner can be expressed as:

Fu,

P;: =
/) Era /F )
RdeR/" 7

(63)

In EQRP, for measuring CH; over-assignment cost, the entire net-
work is divided into internal and external traffic by considering
M/M/1 and M/M/N queuing models as discussed in [32], respec-
tively. The sensor nodes in the same cluster generate internal traffic
while the external data traffic cost is from the other cluster heads
can be numerically indicated as:

Ci=> GAr(1-Pp) (64)

where A; is the packets arrival rate from a neighboring cluster
C; with probability Py. The packets arrival rate from k number of
clusters to a cluster C; can be indicated as:

=33 o

=1 r=1

(1-Pp), kel1,2,...,n (65)

4. Network model

In this section, we provide a definition of the considered smart
grid environment where a power grid station under 500KV is con-
sidered as the local power distribution area (LPDA). The primary
substation including a base station and primary data management
center reveals an important role for regional power management
and controls substations. A power distribution network in which
fewer than 300 transmission grids are involved is considered to
test the effectiveness of proposed scheme. The distance between
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each individual transmission grid is assumed to be 15-20 meters
inlocal power distribution area. In this scenario, the performance of
the randomly deployed wireless communication among the sensor
nodes located in the transmission area brings an ultimate challenge
to provide more reliable, scalable and flexible cost-effective solu-
tion with quality and accuracy by providing timely fault detection.
The deployed sensor network is divided into basic three layers. The
lower layer consists of sensor nodes and cluster heads. In the lower
layer, nodes transmit observed data to their cluster heads. Clus-
ter heads pass the data to the next hop cluster head relay nodes
and this process continues till the data is transmitted to the sink
at the middle layer. The middle layer is comprised of a sink which
is connected to the internet. The IoT considers the various objects
installed at the application layer. This allows a user to interact and
collect the data from various regions, and must have unlimited
power supply. Therefore, the upper layer includes the base sta-
tions which are interconnected and have unlimited power. In our
performance evaluations, we consider some assumptions given as
follows: First, we assumed that all sensor nodes are deployed in an
ad hoc manner and are incapable to change their position. Second,
all deployed sensor nodes are aware of their positions which can be
estimated using localization mechanism presented in [33]. Third,
each randomly deployed sensor node has the same level of initial
energy. Fourth, omnidirectional antenna model is considered. Fifth,
we assumed that the arrival time follows Poisson distribution while
the service time is considered exponentially distributed.

4.1. Path loss model

In the current study, we used log-normal shadowing path-loss
model and smart grid channel model parameters presented in [34].
The main reason to adopt this model is due to its more accurate
multipath channel estimation results compared to the Nakagami
and Rayleigh models in a smart grid environment. The mathemat-
ical form of the log normal shadowing model can be numerically
expressed as:

d
y(d)gp = Pr — PL(do) — 1Onlog10% —Xo =Py (66)

4.2. Simulation parameters

The network simulation tool called EstiNet9.0 [35] is used to
evaluate the performance of this study. In our simulation study,
we consider the total number of 300 sensor nodes equipped with
the physical layer standard IEEE802.11 g deployed in 2D(length x
width) with values (550 x700) meters. The performance evalua-
tions consist of 51sets of simulations. The further parameters used
in this simulation are given in the following Table 2.

5. Simulation results and discussion

The smart electricity industry is expected to be a game changer
for the developing countries, in the growth of their power sector
to be more manageable, reliable, and scalable. In this section, we
present the effectiveness of our proposed scheme against the exist-
ing routing schemes, such as ETL-AODV [13] and HLR-AODV [14] by
considering various metrics in the smart grid environment which
are defined below:

5.1. Packet delivery ratio (PDR)

In our experimental studies, packet delivery ratio can be numer-
ically as:

_ DP, received
PDR = Dot (67)

Table 2

Simulation and log normal shadowing model parameters values and description.
Simulation Model Parameters Values
Initial sensor node energy 23]
Maximum hop distance 80m
High transmission power 0.87W
Low transmission power 0.81W
Packet receiving power 0.035 watts
Ideal listening 0.013watts
Sleeping power 3x10°°W
Data aggregation 0.011W

Antenna Beam width (Omni direction) 360°

Packet length 43bytes
Transmission grid distance 12to15m
Antenna Beam width 360°
Topology random
910w 271’/3
ghx’gh T
Path loss Model Parameters Values
Grid Station (outdoor) 500 kV
Noise power measured in dBm Py
Transmit power in dBm P;
Path-loss exponent mn
Shadowing deviation (o) for both LOS, NLOS 3.12,2.95
Signal to noise ratio y(d)
Path loss exponent (n) for both LOS, NLOS 24
Zero mean Gaussian random variable with standard Xy
deviation
Line of sight LOS
Non-line of sight NLOS
Noise floor for both LOS, NLOS —88,-93
Path loss at reference distance d, PL (do)
Shadowing deviation (o) for both LOS, NLOS 3.12,2.95
BMO Model Parameters Values
Number of monogamous 130
Number of polygynous 80
Number of promiscuous 50
Number of parthenogenetic 25
Number of polygynous 15
Maxi. capacity of spermatheca 10,4
Allure factor of the birds [1,0]
The breeding ratio 0.90,0.87,0.85
Mutation variation 0.001
Random selection values (rand) [0,1]
Maxi. number of iterations 15

where DPq,,,g and DP;,civeq are the total number of data packets
send by a source node and data packets received successfully at the
sink, respectively.

5.2. Delay(De)

Delay can be numerically defined as:

n
Thi, = DPSOUree 4 TZRDP + DPs (68)
i=1
n
in which Tf,, DP32U"ee, TZRDP and DP;, are, the average time
i=1
tosend a data orrequest packet, the time when a source sensor node
Sn; generates data or request packet, the time(T) taken by relaying
data packet (RDP), and the time when data packet (DP) reached
successfully at the sink (s), respectively.

5.3. Residual energy (Re)

It is the amount of remaining energy after energy consumed
during successful transmission of data packets by the nodes.
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5.4. Throughput (Ty)

It is the number of data packets processed in a given amount of
time (bits per second) at each sensor node and successfully trans-
mitted to the sink.

During experimental studies, it is revealed that PDR in all rout-
ing schemes rapidly increases between round numbers 1 and 3000
as shown in Fig. 1(Q). Initially, between round numbers 1 and 500
when network size is small, the PDR performance of HRL-AODV
is observed superior compared to ETL-AODV routing scheme in the
smart grid. However, the PDR of ETL-AODV becomes more superior
compared to HRL-AODV routing scheme between round numbers
700 and 1500 and similar behavior is observed between round
numbers 1600 and 3000. In general, the PDR performance of ETL-
AODV is observed to be higher compared to the HRL-AODV routing
scheme. Herein, it is witnessed that the PDR performance of the
proposed EQRP is higher compared to both ETL-AODV and HRL-
AODV routing scheme. This also leads to high network throughput
of EQRPin the smart grid as shown in Fig. 1(b). There are a number of
possible reasons which lead to low performance of both ETL-AODV
and HRL-AODV routing schemes in the smart grid. First, one of the
main challenging issues in both ETL-AODV and HRL-AODV routing
schemes are their unstable link quality between each set of pair
of nodes, since they are not considering the excessive interference
in the smart grid. This brings data packet collision and data refuta-
tionissues due to extreme RF interference in the smart grid. Second,
the data path looping in these routing schemes is another challeng-
ing issue causing packet invalidations in the smart grid. Therefore,
a notable amount of packets generated becomes invalid because
of not reaching at the sink/end user in a timely manner. Third, in
most of the simulations HRL-AODV failed to find an appropriate
next hop relay node having the minimum communication distance
to convey data packets in the smart grid. If an appropriate next hop
relay node is not found during conveying information then it sim-
ply stops to forward data packets towards the sink/end user. Thus,
a significant amount of valuable data packets generated becomes
invalid which consumes limited node energy resources rapidly for
finding another appropriate relay node in the smart grid.

Fig. 1(c) shows that the delay profile in all routing schemes.
It clearly shows that the delay rapidly increases between sensor
nodes 1 and 100 and decreases when new sensor nodes between
100 and 200 are added to the network. When network size is small
between 1 and 50 sensor nodes, the better delay performance of
ETL-AODV is observed compared to the HLR-AODV. However, when
the network size becomes large between 60 and 100 sensor nodes,
the low delay performance of HLR-AODV is observed more signifi-
cant compared to ETL-AODV routing scheme in the smart grid. Here,
we have noticed that the delay performance of EQRP is outstanding
in terms of small, medium and large size network compared to both
ETL-AODV and HRL-AODV routing schemes in the smart grid. This
is due to its adaptability network dynamics when finding optimal
routes towards the sink. Moreover, it takes into account the mem-
ory overrun issues during forwarding data or request packets to
the next hop node in appropriate way compared to ETL-AODV and
HRL-AODV routing schemes as shown in Fig. 1 (d). Thus, it mini-
mizes the data packet loss due to node buffer overflow. There are a
few reasons which may cause increasing delay in both ETL-AODV
and HRL-AODV routing schemes in the smart grid. First, both rout-
ing schemes are suffering from effective and efficient routing table
management mechanism in terms of updating and finding opti-
mal route to convey information. Second, both routing schemes
are facing the problem of data path loops in the smart grid. Third,
unnecessary multi-hop data packet transmissions also increase the
network delay, which is found more in ETL-AODV compared to the
HRL-AODV.

Fig. 1(e) shows that the residual energy in each scheme
decreases rapidly with the increase in round numbers between 1
and 3000. At the beginning, when network size is small between
round numbers 1 and 100, the performance of ETL-AODV is
observed better for achieving a high level of residual energy pro-
file compared to the HRL-AODV. When the network size grows up
between round numbers 800 and 1400 and then between 1600 and
3000, the performance of minimizing energy consumption is found
superior in ETL-AODV leading to high network residual energy
compared to the HRL-AODV routing scheme. In the meanwhile, we
observed that the performance of high residual energy in EQRP is
found superior in terms of small, medium and large network size
compared to all other routing schemes in the smart grid. This is
due to its low energy consumption profile at each node leading to
high network lifetime time as shown in Fig. 1(f). During experi-
mental studies, we observed a number of possible reasons which
may result in increasing energy consumption in both HRL-AODV
and ETL-AODV routing schemes are: As mentioned earlier, one of
the major challenging issues in both routing protocols is their lack
of considering the efficient memory utilization during forwarding
packets to the next hop relay node in the smart grid. Thus, a number
of data packets lost due to memory over run issue which consumes
a significant amount of network energy during retransmitting the
same data packets with great accuracy in the network. Second, poor
link quality in HRL-AODV compared to ETL-AODV brings several
new challenges such as data packet collision and data refutation
problems due to extreme high ecological interference in the net-
work. Thus, a significant amount of energy is consumed when these
corrupted packets travel through the network at each individual
node in terms of receiving, processing and forwarding. Third, data
path looping and unnecessary multi-hop data packet transmission
is another challenging issue, which also consumes a signification of
energy at each individual node during receiving and sending data
packets in the network.

In EQRP, to attain high PDR profile, clustering mechanism offers
a robust and stable load balancing architecture by providing reli-
able link quality among each pair of nodes in the smart grid. This
provides strength to our designed scheme for robust data gather-
ing at extremely low interference in the smart grid. As a result,
small numbers of corrupted data packets are generated compared
to other routing schemes in the smart grid. To provide robust data
packet delivery from the source node towards the sink, the behavior
of routing mechanism is remarkable in EQRP. The designed routing
mechanism is responsible to route data packets by offering a robust
rotating combinational structure of the cluster heads relay nodes
in the chain like network. In a chain, a next hop relay cluster head
node is selected based on its node assignment cost, inter distance
and highly stable link quality based on distance information in a
greedy manner in the smart grid. Moreover, the role of the AOT,
AOR and MOD is remarkable and provides loop free robust data
delivery from the source node towards the sink in the smart grid.
In addition, the use of AOT and AOR guarantees that the data pack-
ets always movies towards the sink over minimum zonal area by
exploiting location information and switching technique (min. and
max. angle) of the relay nodes in the smart grid. Furthermore, in
EQRP each relay node is equipped with dual transmission power
mechanism to deal with the dense and sparse network deploy-
ment in the smart grid. In sparse network deployment, if a next
hop relay node is not found in the range with the predefined prob-
ability then a sending relay node can choose an appropriate next
hop relay node by utilizing its minimum angle information with
higher transmission power. However, in the worst case, it can also
utilize its high angle information with high transmission power for
robust data delivery in the smart grid. During routing, the MOD
behaves as a double check mechanism to avoid data path loops
in the network. If the measured data path from the source node
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Fig. 1. (a) shows the packet delivery ratio vs total number of rounds between 1 and 3000 (b) indicates the throughput vs sensor nodes between 1 and 300 (c) denotes the
delay vs number of sensor nodes between 1 and 300 (d) represents the efficient memory utilization vs sensor nodes between 1 and 300 (e) depicts the residual energy vs
number of rounds between 1 and 300 and finally (f) illustrates the number of sensor nodes die vs number of rounds between 1 and 3000, respectively.

towards the sink is greater than the defined distance threshold
value then entire chain formation repeats until the data path less
than defined threshold is obtained. This entire mechanism guar-
antees that there is no path loop exit in the network. Thus, data
packet generated in the network reached at the sink/end user in
a timely manner leading to high PDR in the smart grid. In addi-
tion, routing table at each relay node plays an important role for
robust data delivery in the network. Since each entry in the rout-
ing table is assigned a certain probability selection and listed in
decreasing order, therefore after receiving information each relay
node immediately looks into its routing table and selects an appro-
priate next hop relay node with highest probability. To cope with
route failure issues, the designed routing scheme is equipped with
a backup route finding mechanism. Thus, in a case of a route node
failure a relay node with second higher priority in the routing table
is selected to route information by avoiding delay in the smart grid.
To sum up, our results show that the proposed protocol has suc-
cessfully minimized the end-to-end delay and has improved packet
delivery ratio, memory utilization, residual energy, and throughput
with the expense of computational complexity. Thus, the designed
scheme helps end users to achieve its effective control objectives
in the smart grid. This promotes the use of the proposed approach
in electric power industry for effectiveness and efficiency of smart
grid operations.

6. Conclusion

Recently, the proliferation of Internet of things (IoT) and
wireless sensor networks (WSNs) introduces the fourth stage of
industrialization, commonly known as Industry 4.0. One of the
key features of Industry 4.0, is the wireless integration of var-
ious components within a factory to implement a flexible and
reconfigurable manufacturing system for increasing manufactur-

ing productivity. The Smart Grid Industry 4.0 (SGI 4.0) has recently
been embracing the advances in WSNs as a promising candidate
for efficient monitoring of the smart grid, given their capability to
cover large geographicregions at low-cost. However, for an efficient
SGI 4.0, reliable WSNs-based communication framework is essen-
tial. In this paper, we proposed a novel dynamic clustering based
energy efficient and QoS-aware routing protocol inspired by the
real behavior of the bird mating optimization (BMO) for smart grid
applications. The proposed distributed scheme improves network
reliability and reduces excessive packets retransmissions in both
sparse and dense network deployment. We evaluate the proposed
scheme by using a network simulation tool called EstiNet9.0 based
on smart grid field measurements. Our results show that the pro-
posed protocol has successfully minimized the end-to-end delay
and has improved packet delivery ratio, memory utilization, resid-
ual energy, and throughput. To sum up, the proposed scheme is
validated in comparison to the traditional WSN schemes and found
to be more favored for various applications of SGI 4.0.

As for the future work, one direction is to further explore oppor-
tunities to improve the latency for robust data delivery of our
routing scheme by studying the effects of mobile sinks. Another
direction is to introduce new swarm intelligence based cross-layer
communication framework equipped with parallel computation
characteristics in order to provide robust data delivery for WSNs-
based smart grid applications.
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