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Abstract: Network security is an important component of
today’s networks to combat the security attacks. The pas-
sive optical network (PON) works at the medium access
layer (MAC). A distributed denial of service (DDOS) attack
may be launched from the network and transport layers of
an Optical Network unit (ONU). Although there are various
security techniques to mitigate its impact, however, these
techniques cannot mitigate the impact on the MAC Layer
of the PON and can cause an ONU to continuously drain
too much bandwidth. This will result in reduced band-
width availability to other ONUs and, thus, causing an
increase in US delays and delay variance. In this work
we argue that the impact of a DDOS attack can be miti-
gated by improving the Dynamic bandwidth assignment
(DBA) scheme which is used in PON to manage the US
bandwidth at the optical line terminal (OLT). The present
DBA schemes do not have the capability to combat a
security attack. Thus, this study, uses a machine learning
approach to learn the ONU traffic demand patterns and
presents a security aware DBA (SA-DBA) scheme that
detects a rogue (attacker) ONU from its traffic demand
pattern and limits its illegitimate bandwidth demand and
only allows it the bandwidth assignment to it as per the
agreed service level agreement (SLA). The simulation
results show that the SA-DBA scheme results in up to
53%, 55% and 90% reduced US delays and up to 84%,
76% and 95% reduced US delay variance of T2, T3 and T4
traffic classes compared to existing insecure DBA schemes.
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1 Introduction

With an exponential increase in ICT infrastructure, the
cyberattacks have also been increasing continuously and
are expected to increase further in future [1]. There are
different kinds of cyberattacks in networks such as
Masquerading, Replaying the packets, Modification of
messages and Denial of service (DOS) attacks. Each type
of attack has its own consequences and are detrimental for
the network or network nodes. For example, masquerad-
ing may result in hacking of a personal login credentials or
a website and the modification of messages may result in
malfunctioning of a network device [1]. However, the DoS
attack is even more dangerous and may result in crashing
of a network node or may lead to a reduced availability of
network resources. It has various forms with different
impact on the network and a particular network node.
For example, in a IP spoofing attack the attacker gets the
knowledge of the source IP address of a network node and
floods the network with useless packets and leads to
increased congestion in the network and may even lead
to complete denial of service to other legitimate nodes.
Due to this excessive flooding the victim (destination)
node may be inaccessible to other network nodes or
some web page may not be available [2]. Another variation
of such attack is DDOS attack in which multiple compro-
mised nodes flood the resources of a particular host node
and is also termed as a reflector attack [3].

The masquerading and modification of messages
attacks may be avoided by using message encryption
algorithms such as advanced encryption system (AES)
and access control schemes such as secure hashing algo-
rithm [4]. However, combating DOS attacks is not easy
and straightforward. Several techniques have been pre-
sented in literature to combat these network attacks. For
example, the IP spoofing DOS attack may be mitigated by
marking the IP packets and tracing back their source at
the edge routers [5, 6]. Another technique is to filter such
spoofed packets in the edge routers on the basis of hop
count or time to live [3].

Brought to you by | provisional account
Unauthenticated
Download Date | 1/12/20 7:04 PM



2 —— R. A Butt et al.: Attack Aware Dynamic Upstream Bandwidth Assignment

The PON is an optical fiber-based emerging access net-
work topology that offers very high bandwidth. It works in a
point — to — multipoint tree topology access to users, where
the root of the tree is the OLT. The simple optical splitter
(0S), connected to root via optical fiber, splits the optical
signal from single fiber into many fiber points to connect to
ONUs and vice versa [7]. Transmission of data could take
place in both directions i. e. Upstream (US) — from ONUs to
the OLT and Downstream (DS) - from OLT to ONUs.
Generally, PONs utilize Time Division Multiple Access to
allow US channel sharing between ONUs. Simply, all US
traffic is partitioned into transmitting time slots and each
ONU is allocated a specific amount of non-overlapping time
slots either statically or dynamically by the OLT to ensure
collision free transmissions. Use of a DBA mechanism for
the US bandwidth management offers an efficient and as
per need bandwidth utilization of the US link.

The PON network is considered very secure due to its
passive nature and difficult for an attacker to get access
to the optical signal. However, the recent study in [8]
shows that now the attackers have devised several meth-
ods such as splitting attack and bending attack to get
unauthorized access to a PON network. as it is not easy to
tap in uses non — cooperative, confidential users with a
broadcast DS channel which can be ultimately accessible
to any malicious group willing to take advantage of
changing the normal behavior of the ONU on the MAC
layer. Then malicious ONUs may collect sensitive infor-
mation intended for some other ONUs and may even
result in traffic collision [9]. PON standards consequently
enforce the use of cryptography to safeguard user infor-
mation [10]. However, at the other side, US transmission
channel is generally not susceptible to eavesdropping
attacks owing to the characteristics of the OS, which
allows US traffic accessible only to OLT and not to the
ONUs. However, US channel is susceptible to attacks that
control and manipulate the channel’s shared nature.

Since PON is an access network technology and
works at the MAC, a DOS attack at the Network and
transport layer will also result in a massive increase in
traffic frames in DS and US link of PON. Specially, the
ONU under attack will have in increased bandwidth
demand in the US shared link. Its excessive bandwidth
demand will result in reduced share of bandwidth for the
other normal ONUs. A normal DBA scheme used for US
bandwidth management will not be able to handle this
situation. This problem is studied in this work and a
machine learning based detection mechanism for the
ONUs under attack (Rogue ONUs) is presented. A secure
DBA scheme is also presented to restrict the assignment
to a rogue ONU, the ONU under DDOS attack.

DE GRUYTER

Rest of the paper, Section 2 presents the literature
review, Section 3 explains the DDOS attack scenario on in
PON, Section 4 presents the security aware DBA (SA-DBA)
scheme, the simulation setup and the results are dis-
cussed in Section 5. The study is concluded in Section 6
with a future outlook.

2 Related work

Four types of security attacks are possible in PON. The first
is the eavesdropping, DOS attack, masquerading and serv-
ice theft (ToS). The PON standards have an option of using
encryption algorithm which can provide effective defense
against eavesdropping and, thus, block the path toward a
masquerading as well as the TOS attack [11]. The PON
standard supports the AES encryption algorithm using a
symmetric key mechanism [12]. However, the exchange of
key is not encrypted which may be compromised. The
study in [13] proposed an improved mechanism with
secure key exchange using Diffie-Hellman key exchange
protocol. Another work in [10, 14] stressed on the use of the
quantum cryptography in PON networks with fiber Bragg
grating implementation for a robust secure mechanism for
PON networks. They presented a secure key establishment
protocol with both way encryption and mutual authenti-
cation in GPON. The cryptographic specifications are
transferred via PLOAM messages. In addition, this
approach employs the characteristics of signal propaga-
tion that define the relation between OLT and ONU pairs.
Although the DOS attack is possible from within the PON
network itself [15, 16] in addition to a network layer attack.
However, a DDOS attack is purely from the network and
transport layer, therefore, the mitigation methods pre-
sented in literature such as packet marking [6], IP source
tracing [5] and cloud based mechanism [17] also work at
the network and transport layers.

A detailed description of these PON related security
issues were initially investigated in [18] and then in a
recent study [19] in a very comprehensive and detailed
manner. Different types of security attacks on PON are
explained in these studies such as simple eavesdropping
monitoring, DoS, masquerading and service theft (ToS).
Although there are specific DoS attacks on PON from the
physical layer through a light signal injection from the
remote node (Splitter/Combiner) which can only be miti-
gated through physical layer protection mechanisms [15,
16]. However, these are very targeted and specific attacks
and their probability of occurrence is very low. In fact,
the impact of a DDOS attack on a MAC layer of PON needs
investigation and has not been earlier studied. Such an
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attack will result in a flooding of packets toward a partic-
ular ONU which will increase the DS and US bandwidth
requirement of the ONU under attack.

In this work we study the impact of a DDOS attack on
the US performance. Since, the US bandwidth is managed
dynamically through a DBA scheme, therefore, a secure
DBA scheme is presented in this work that mitigates the
impact of a DDOS attack on PON without violating the
SLA. Although the DBA schemes for PON [20-22] have
been widely studied but they are not designed keeping in
view the security requirements in PON. For the Rogue
ONU detection, machine learning-based algorithm is
used as machine learning has been shown to be very
useful in data and traffic analysis of the optical access
networks [23].

3 DDOS attack in PON

The DDOS attack is a very common type of network attack
that is launched from the application layer from different
sources toward a specific ONU, typically, on some UDP or
TCP logical port. The attacker flood the network with too
many packets, which may lead to very high network
congestion and may even lead to complete service failure
for that ONU.

The PON frame works at the MAC layer and thus any
attack at the higher layer will be reflected in PON at the
MAC layer. The attack will be from some user connected
to an ONU that we term as rogue ONU throughout this
paper. Assuming a Poisson traffic arrival rate the mean
delay of an ONU can be given by eq. (1), where A is the
traffic arrival rate of the ONU, X2 is the second moment of
the service time and the p is the service utilization ratio of

OLT
1310nm
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the PON link and it depends upon the ONU service rate
and is defined in eq. (2). Thus, the average US delay (Dys)
and the DS delay can be expressed by eq. (3) and eq. (4).
degrade the US bandwidth availability to other ONUs and
may significantly degrade the US link performance.
Figure 1 shows a DDOS attack scenario on an ONU. It
can be seen that this attack scenario leads to an
increased traffic A of the ONU which will lead to reduced
u of the other ONUs due to heavy bandwidth utilization
by the rogue ONU. Thus, the Dys and the Dps will
increase.

W= zfp) W
p=- ()

Dps = Wps + R_;"T 3
DUS=WUS+¥+% (@)

4 Security aware DBA

The SA-DBA scheme comprises of two stages; the Rogue
ONU detection and the attack defense stages which are
described in the following sub sections.

Figure 1: DOS Attack scenario in PON.
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4.1 Rogue ONU detection

Although each ONU user has a specific bandwidth utiliza-
tion trend which requires deep and complicated learning
model. However, differentiating between a normal ONU
and an ONU suffering from a DOS attack can be achieved
with a simple regression model-based learning. For this
purpose the SA-DBA scheme accumulates the buffer occu-
pancy reports of the T2, T3 and T4 traffic classes of each
ONU in a vector variable Load(i) during a service interval
(SI). At the end of SI, the regression model comprising of
eq. (5) to eq. (7) is used to compute the predicted values of
the ONU bandwidth demand (Dy(i)) for all ONU “N”.
Where moyy is the slope of regression line and Coyy is
the y-axis intercept for the regression line. Then the is
used to look for the presence of Rogue ONUs. The algo-
rithm first computes the predicted load values using the
regression model and then computes the error vector Err|i]
by taking the difference of the D, (i) and the Load(i). The
regression model is based on the eq. (5) and eq. (6) which
are used to compute the moyy and Cony from the recorded
traffic load (i) of each ONU during a SI. Figures 2 and 3
show the recorded average ONU bandwidth demand trend
of the ONUs from simulation and the corresponding trend
line predicted by the regression model using , during a SI
for low and high traffic load conditions. It is evident from
these results that the ONUs suffering from DOS attack,
ONU numbers 3 and 12, have very high bandwidth
demand compared to all other ONUs which causes their
error values to be always positive and very high in the
range of 50 % to 90 %. Therefore, we set the threshold for
a rogue ONU detection to 50 % in Algorithm 1.

%108

-
[+ ]

=
-4
-4

gt ¢ Load=0.12

+ Trend Line

ONU Bandwidth Demand (Bytes)

0

01 2 3 4 5 6 7 8 9 10 11 1213 14 15

ONU (i)

Figure 2: ONU Bandwidth demand in an Sl at a Traffic Load of 0.12.
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Figure 3: ONU Bandwidth demand in an Sl at a Traffic Load of 0.60.

Algorithm 1: Rogue ONU detection.

Input: ONU(i), Load]i]
Output: RogueONU List

If (Flagsw =1)
For(i=0toN)

MeanX+ = ONUJi|

End For

MeanX = MeanX

End If

For(i=0toN)

9 MeanY + = Load]i]

10 End For

11 Meany = Mean¥

12 For(i=0toN)

13 VarX = ONU(i) — MeanX
14 VarY = ONU(i) - MeanY
15 SqVarX[i] = (x[i] - meanX)®

0NNV~ W

16 Num+ = varX(i] * varY|i]

17 Dnum+ = SqVarX|i]

18 End For

19 mony =Num/Dnum

20 Conu =MeanY — moyy * MeanX

21 For(i=0toN)

22 Loadp[i] = (mony * (i+1) + Conv)

23 Err[i] = (y[i] - yPredicted[i]) /y[i] * 100
24 End For

25 If (Err[i] >50)
26 Push ONU(i) — RogueONU
27 End If

- i <<Dp - M)* (ONU(i) - %))
i (ONU(i) _ w)

)
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C= (L(i) - M) —my* <0NU(1') ~ w>

(6)

Dp(i) = mONu*/\(i) + CONU (7)

4.2 Security aware DBA algorithm

The main challenge in DBA assignment in this study was
how to defend the DDOS attack by the Rogue ONU after
it has been detected. We cannot simply stop assigning
bandwidth to such an ONU as the user of that ONU has
signed an SLA with the service provider which needs to
be abided. Therefore, we limit the bandwidth assign-
ment to such an ONU to the average bandwidth demand
of all the other ONUs having the same SLA in both the
guaranteed phase allocation (GPA) to T2 and T3 and in
surplus allocation phase (SPA) to T3 and T4. For this
purpose we modified the EBU scheme [24, 25] as it an
improved form of earlier presented IACG [26] and GIANT
[27] DBA schemes. The bandwidth assignment process
uses Algorithm 2 to look first for an ONU to be a Rogue
ONU or a normal ONU by checking the RogueONUs list.
If the ONU is found to be in the list then it is only
assigned the bandwidth as per the average bandwidth
demand AvgT, for its traffic class T, that is computed
from queue reports received in the last SI. The queue
report Report,, is set to zero to stop any further assign-
ment to T, during the current SI. If ONU is not found in
the list then the normal bandwidth assignment process
is followed. Since, the EBU scheme also divides the
excess bandwidth uniformly to all the ONUs. In SA-
DBA scheme, the modified algorithm (Algorithm 3) is
used to distribute the surplus bandwidth in the excess
bandwidth assignment phase. This algorithm do not
assign surplus bandwidth grant (Suplus_Grant) to a
RogueONU. Where Frame_ Bytes is the total US bytes
for XGPON and RAW is the remaining unassigned band-
width left after the GPA and SPA phases. The restriction
of bandwidth for the RogueONUs leads to higher band-
width assignment to the other ONUs.

5 Simulation setup

A PON network with comprising of 16 ONUs was designed
using OMNET++ simulation environment. The main

R. A. Butt et al.: Attack Aware Dynamic Upstream Bandwidth Assignment =—— 5

Algorithm 2: DBA assignment algorithm for T2, T3 and T4 TCONTSs.

Input: Report,, AvgT,, VB, k|, Frame_Bytes
Output: Bandwidth Grant for TCONTs

N=16,Start=0,End=16,p=2,3,4

1 For(i = Start to End)

3 k=(i%N)

4 If (Fram_Bytes > 0)

5 {

6 If (VB,[k] >0)

7 ONUno = Find(RogueONUs.begin(), RogueONUs.end(), k);
8 if (ONUno! = RogueONUs.end())

9 Grant = Min(VB, k], AvgT,, Frame_Bytes);
10 Report, = 0;

11 Else

12 Grant = Min(VB, k|, Report,, Fram_Bytes);
13 Report, =Report, — Grant

14 End If

15 Frame_Bytes = Frame_Bytes — Grant

16  EndIf

17 End If

18 Start+ +;

19 End+ +;

20 End For

Algorithm 3: Surplus bandwidth assignment algorithm for T2, T3
and T4 TCONTs.

Input: Frame_Bytes,RogueONUs List
Output: Surplus Bandwidth Grant for TCONTs

1 If (Frame_Bytes >0

3 RAW = Frame_Bytes;

4 RogueSize = RogueONUs.size();

5 Extra_Bytes = RAW /(N-RogueSize);
6 For(i=0toN)

8 ONUno = Find(RogueONUs.begin(), RogueONUs.end(), k);
9 If (ONUno! = RogueONUs.end())

10 Suplus_Grant = Extra_Bytes

11 Else

12 Suplus_Grant=0

17 End If

18 End For

19 End If

simulations parameters are shown in Table 1. The net-
work performance is studied with a Poisson distribution
based traffic generator. The traffic is generated by com-
puting the inter-arrival time (I.I.T) using an exponential
function according to the desired traffic load. The traffic
generator computes the traffic arrival rate R per ONU
using eq. (8), where the Link_Capacity is 38,880 bytes
for US link of the XGPON. Then the LLT is computed by
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Table 1: Simulations parameters.

Parameter

Values/Details

US/DS Line rates
US/DSTrafficLoad
ONU to OLT Line rate

10 Gbps/2.5 Gbps
Varied from 0.1 to 1
200 Mbps

Follows the Broadcom CATV
distribution as in [28, 29]

ABpin = 7812 bytes with Sl = 5
(100 Mbps)

ABpin = ABgyr = 7812 with

Slnax = Slmin = 10 (50 Mbps
Assured and Non-assured
portions).

ABs,r = 15,624 and Slpe = 10.
(100 Mbps)

Average traffic frame size Fgyq
Bandwidth Assignment for T2

Bandwidth Assignment for T3

Bandwidth Assignment for T4

eq. (9). The Fg, is the average packet size of the gener-
ated traffic frames and the ‘N’ is the total number of
active ONUs. The Traffic_Load is the ratio of total traffic
bytes sent by all the ONUs and the Link_Rate. The DDOS
attack is modeled on two ONUs by increasing their traffic
load five times of their actual load value.

R- Traffic_Load*Link_Capacity @®)
- N*F gy
. 1
I.1.T = Exponential (Z) 9)
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6 Results and discussion

The performance of SA-DBA scheme is compared with
normal DBA which cannot detect a rogue and assigns
bandwidth equally to all ONUs. We choose EBU DBA
scheme for comparison as it is an improved version of
earlier IACG [26] and GIANT [27] DBA schemes and its
unused bandwidth assignment algorithm was further
improved in our earlier work in [30]. The US link perform-
ance results including average US delays of T2, T3 and T4
traffic classes and the delay variance results are shown in
Figures 4 to 6. All the results are recorded for the normal
ONUs and not for the Rogue ONUs to only study the
impact of the DDOS attack on other ONUs and the
improvement contributed by the SA-DBA scheme.

From the delay results it is evident that the EBU DBA
cannot differentiate between a normal ONU and a Rogue
ONU and, thus, cannot combat with the DDOS attack on an
ONU which leads to very high bandwidth utilization by the
rogue ONUs. This results in reduced bandwidth availability
for the other ONUs. Thus the US link performance is
severely degraded, resulting in higher delays of all T2, T3
and T4 traffic of all the other ONUs. The impact of the DDOS
attack increases at lower traffic loads due to very high
utilization of the excess bandwidth by the rogue ONUs,
leaving only little excess bandwidth for the normal ONUs.
On the other hand the SA-DBA limits the guaranteed and
surplus bandwidth assignment to the rogue ONUs to the
average bandwidth demand of the other ONUs with the
same SLA which results in higher bandwidth availability
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Figure 5: US Delay Variance of T2, T3 and T4 traffic excluding Rogue ONUs.

to other ONUs compared to EBU scheme. Moreover, the SA-
DBA scheme completely stops the excess bandwidth assign-
ment to the rogue ONUs which further boosts the US per-
formance of all the T2, T3 and T4 traffic of the other ONUs
not under attack. Thus, it completely fails the DDOS attack
and avoids the performance degradation of US link. Thus,
the US delays of T2, T3 and T4 in case of SA-DBA are up to
53 %, 55 % and 90 % times lower compared to EBU scheme.
The SA-DBA scheme also reduces the delay variance of T2,
T3 and T4 traffic classes by 84 %, 76 %, 95 % respectively.
The T4 class is most severely hit by the DDOS attack
because it works on best effort basis and works only on
the unused bandwidth of other traffic classes. The DDOS

attack results in exponential increase of bandwidth demand
by the rogue ONUs which leads to shortage of unused
bandwidth and, thus, the performance of T2 traffic is
severely degraded in case of EBU scheme. At traffic loads
higher than 0.7, the surplus bandwidth is not available,
thus, the performance of both DBA schemes become quite
close.

The SA-DBA scheme also reduces the frame loss rate
of the normal ONUs compared to EBU scheme due to
higher bandwidth availability as evident from Figure 6(b).
Since the DDOS attack made by the ONU is on US link
only, thus, the performance of DS link remains unaffected

and as evident from Figure 6(a).
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Overall, SA-DBA scheme proves to be a secure DBA
for PON by successfully defending the DDOS attack on
any ONU by limiting the bandwidth demand of that ONU
so that the bandwidth assignment to other ONUs is not
disturbed. A normal bandwidth assignment to the Rogue
ONUs also ensures compliance to the SLA and also limits
the traffic load of the Rogue ONU.

7 Conclusion

In this study, a novel DDOS attack resilient DBA scheme is
presented. The presented scheme can detect rogue ONUs in
the DBA process by learning the traffic demand pattern of
all the ONUs using a machine learning algorithm, similar
to the earlier work in [31]. The presented scheme combats
the attack by limiting the bandwidth assignment to such
ONUs to the average bandwidth demand of other ONUs
with the same SLA. Thus it counters the DDoS attack with-
out violating the SLA signed with the user. The proposed
scheme is evaluated through an OMNET++ based simula-
tion testbed for PON. The simulation results verify our
claim and show the success of the presented DBA scheme.
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