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Summary

The vision to connect everyday physical objects to the Internet promises to create
the Internet of Things (IoT), which is expected to integrate the diverse technolo-
gies such as sensors, actuators, radio frequency identification, communication
technologies, and Internet protocols. Thus, IoT promises to transfer traditional
industry to advance digital industry known as the Industry 4.0.
At the core of the Industry 4.0 are the wireless sensor networks (WSNs) and
wireless sensor and actuator networks (WSANs) that led to the development
of industrial wireless sensor networks (IWSNs) and industrial wireless sensor
and actuator networks (IWSANs). These networks play a central role of con-
necting machines, parts, products, and humans and create a diverse set of new
applications to support intelligent and autonomous decision making.
The IWSAN is a promising technology for numerous industrial applications
because of their several potential benefits such as simple deployment, low cost,
less complexity, and mobility support. However, despite such benefits, they
impose several unique challenges at different layers of the protocol stack when
deploying them for various monitoring and control applications in the Industry
4.0. In this article, we explore IWSAN, its applications, requirements, challenges,
and solutions in the context of industrial control applications. Our main focus is
on the medium access control (MAC) layer that can be exploited to satisfy such
requirements. Our discussion presents extensive background study of the MAC
schemes and it reviews the MAC protocols of the existing wireless standards
and technologies. A number of application-specific MAC protocols developed to
support industrial applications, which are not part of these standards, are also
elaborated. We rationalize to what extent the existing standards and protocols
help in solving such requirements as laid down by the Industry 4.0. In the end,
we emphasize on existing challenges and present important future directions.
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1 INTRODUCTION

A wireless sensor and actuator network (WSAN) is an extension of the wireless sensor network (WSN)1,2 and it serves as
ubiquitous infrastructure for several emerging paradigms such as the Internet of Things (IoT),3 the Industrial IoT (IIoT),4
the cyber-physical system (CPS),5 and the Tactile Internet.6,7 These technological advances put together sensing, comput-
ing, and control along with wireless networking and information and communication technologies (ICT) to revolutionize
the fourth industrial revolution, the Industry 4.0.8 The Industry 4.0 promises to make existing factories smart enough for
producing high-quality products with lower manufacturing costs. Therefore, it has exerted a considerable impact on con-
trolling and realizing the physical production processes in a real-time to achieve greater productivity, worldwide.9 It will
enable a variety of desired quality level products with a high degree of freedom at a constant price which will be avail-
able for customers anytime and anywhere in the world. Currently, all manufacturers demand an autonomous interaction
and highly stable local and global interconnectivity among various systems and subsystems in their factories to overcome
the growing interconnectivity issues of operators, machines, and products.10 Presently, all devices within the factories are
connected through wired or wireless communication technologies working over traditional industrial protocols for pro-
viding stable networking. However, the wireless communication technologies, because of their number of advantages,
can play an important role to streamline management of operations in Industry 4.0. 10

In particular, the use of WSNs and WSANs in industries has gotten increased attention because of low cost, simple
deployment, and flexibility reasons and has given rise to industrial WSNs (IWSNs) and industrial WSANs (IWSANs).
These networks target to decentralize the decision-making process so as to attain autonomous operation and involve less
human interaction. Such autonomous aspect is of high significance for diverse industrial applications to support smart
systems and processes. This in turn increases the production reliability and economic benefits. However, the unique
nature of the industrial environment due to equipment noise, heat, dust, fading, multipath effects, and electromagnetic
interference11 bring a number of challenges to these wireless networks at different layers of the protocol stack. As a result,
the performance of quality of service (QoS)-aware data delivery for various IWSN-based industrial applications can be
hampered. To eliminate such challenges, over the last few years, we witness diverse low-power wireless standards and
technologies to address those challenges.12 Primarily, the IEEE 802.15.413 standard has undergone significant improve-
ments to meet the requirement of industrial applications. This is the reason that most of the wireless standards and
solutions in the market such as ZigBee,14 THREAD,15 Z-WAVE,16 6LoWPAN,17 LoRa,18 WirelessHART,19 International
Society of Automation (ISA),20 and WIA-PA21 are based on this standard. All these developments have accelerated the
adoption of IWSN and IWSAN in safety and time-critical process control and automation applications.22-24 Particularly,
an enormous focus has been devoted in the design and development of efficient medium access control (MAC) proto-
cols to accomplish an improved network performance while satisfying the application QoS. Since, MAC directly impacts
multitude of performance metrics such as reliability, scalability, low latency, energy efficiency, and security.

In this paper, we present a comprehensive discussion and review on the IWSANs in the context of Industry 4.0 mainly
focusing on their MAC layer schemes. We primarily emphasize on industrial applications, requirements, and challenges
in the context of wireless sensor nodes. We present and compare various MAC protocols and mechanisms of existing
wireless standards and technologies such as WirelessHART and ISA 100.11a. Finally, we address key research challenges
and elucidate future directions. The key contributions of the paper can be summarized as follows:

– discuss the evolution of Industry 4.0 and present communication technologies that play crucial role towards achieving
the Industry 4.0 vision.

– Discuss benefits of wireless technology in industry and highlight its impairments and challenges compared with wire
counterpart. We give an overview of the open systems interconnection (OSI) protocol stack with reference to WSN
perspective, which is a simplified version of OSI model.

– Explore WSNs in the context of industrial applications, especially the networked control system (NCS). Discuss the
architecture of IWSN and IWSAN in general with reference to industries and particularly discuss the characteristics
of IWSAN.

– Highlight differences between WSN and WSAN and rationalize how such differences impose additional constraints
on MAC protocol design.

– Present industrial application categories and classes and discuss sensitivity, criticality, and importance of the traffic
under each category. Discuss major impositions laid down by each category and address how important it is to fulfill
them. In case of failure to comply with these impositions how the application QoS parameters are affected.

– Analyse the characteristics and influence of the MAC layer and how it can effectively be exploited to solve the issues
pertaining to IWSN and IWSAN.
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– Review existing wireless standards and technologies with particular focus on their MAC schemes. We explain how
their MAC design choice helps solve the challenges that previously remained unsolved.

– Give an overview of the important industrial standards especially WirelessHART, ISA100.11a, and WIA-PA and their
MAC schemes. In addition, other nonstandard protocols that have been developed to support IWSAN applications
are part of our discussion. We critically discuss their operation and highlight their advantages and disadvantages.

– Determine important challenges that should be taken into account while proposing new protocols for IWSAN. We
emphasize, to what degree, recent protocols and standards solve these challenges and what further improvements
are needed.

– Finally, we elucidate future directions that enlighten what research needs to be conducted to meet the requirements
of IWSAN for the Industry 4.0.

The remainder of the paper is organized as follows. Section 3 focuses on the Industry 4.0 and presents the key commu-
nication technologies to be used in industries. Section 3.1 describes the benefits of wireless technology and challenges
associated with the use of wireless medium. Section 5 explains WSN and highlights the role of WSN in the Industry
4.0. Section 5.1 explains the general architecture of IWSN and IWSAN and presents their distinctive characteristics. It
highlights the unique differences between WSN and WSAN. Important applications and requirements of IWSAN are dis-
cussed in Section 6. Section 7 explains the MAC layer, its characteristics and influence, and gives the classification of
MAC schemes. Section 8 covers the MAC schemes employed by existing wireless standards and technologies. Section 9
provides details on the nonstandard MAC protocols proposed for IWSAN applications. Section 10 presents key challenges
and future directions. Finally, a conclusion is drawn in Section 11.

2 KEY DRIVING TECHNOLOGIES FOR INDUSTRY 4.0

The IoT focuses on undertaking common objects and turning them into connected smart objects with the help of sensing,
computing, and communication capabilities.3 IoT interconnects billions and even trillions of daily objects to the Internet
to construct a networked feedback loop of sensing, transmitting, and communicating with one another so as to realize
a common goal.4 In this way, its promises to transform and improve home, business, and industrial applications and
move forward to a more sustainable, safe, and secure society. The recent proliferation of IoT in industrial domain has
been termed as the IIoT, which focuses on machine-to-machine (M2M) and industrial communication technologies and
focuses mainly on the transfer and control of mission-critical applications.25 Whereas, the CPS are considered to be the
integral parts of the IIoT, which focus more on the smart factory, industrial automation, actuators, etc. 5

All those terms are closely related and serve as the key drivers for the fourth industrial revolution coined as the Industry
4.0. The Industry 4.0 encompasses all above technologies that are expected to play a pivotal role in promoting manufac-
turing to be more digital, information-led, customized, and green. It involves humans, machines, networking, physical
process, product, machines, and embedded systems with interactive software such as sensors, actuators, radio frequency
identification, intelligent controllers, computers, laptops, tablets, mobile devices, smartphones, and several others. 26,27

The main ideas of the term Industry 4.0 were first discussed in 2011 at the Hannover Fair as a high-tech strategy for 2020
in Germany.28 Similar ideas have been discussed in other industrial countries, such as “Internet +” in China, “The Fourth
Industrial Revolution” in Korea, “Factories of the Future” in Europe, and “Industrial Internet” in the United States.29,30

Despite the great interest in the concept of Industry 4.0, it has become a hot spot for most global industries in recent years.
The charm of Industry 4.0 paradigm is twofold. First, it promises huge economic impact, substantially increased oper-
ational effectiveness, and the development of completely innovative products, services, and business models. Second, it
offers a number of great opportunities for research institutes and corporations to actively shape the future.

However, all these technology drivers are incomplete without the core foundation of IWSN and IWSAN, as the sensing
and actuation are integral aspects of them. Thus, ensuring reliable, scalable, energy efficient, safe, and secure commu-
nication among these networks is crucially important. Only then can the QoS aspects of the industrial applications be
guaranteed. However, to meet all these performance goals puts a great deal of challenges that need to be addressed. First
and foremost, the issues associated with wireless technology are dynamic channel conditions, link quality variations,
fading, etc. Second, issues pertaining to ensuring deterministic and low latency communication. The third challenge,
which is to ensure low-energy operation is of vital significance as the sensor nodes have constrained resources. Therefore,
more research efforts are required to overcome these challenges so as to ensure an acceptable network performance and
accelerate adoption of IWSAN.
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3 WIRELESS TECHNOLOGIES IN IN INDUSTRIAL APPLICATIONS

In this Section, we briefly discuss how industrial applications can benefit from the wireless technology compared with
wired technology. The discussion considers the important challenges induced by the wireless technology and how they
impact different aspects of the industrial applications.

3.1 Benefits
• Cost reduction. The main operational expenditure and capital expenditure in industries are of wiring, whose instal-

lation and maintenance incur huge costs. Using wireless solutions greatly reduces these costs. They have appealing
benefits, for instance, rapid installation, easy maintenance, easy system reconfigurations, etc. In this way, they not only
contribute to cost reduction but also save time.

• Flexible architecture/design. Wireless technologies offer a great deal of flexibility compared with wired solutions. There
is no additional expenditure involved due to addition and removal of wireless sensor nodes and other necessary wireless
equipment. Certain processes in industries such as robots and rotating equipments are severely hindered by hard and
fixed locations of wired solutions, but wireless solutions can flexibly handle such processes. In addition, wired solutions
are not appropriate to be deployed in dangerous areas because of surrounding temperatures, whereas wireless solutions
can flexibly work in such areas.31

• Safe procedures. Reconfiguration and maintenance of processes in dangerous areas are carried by humans, which can
endanger their lives because of potential hazards. Wireless solutions make it safer by remotely reconfiguring and main-
taining processes and systems, avoiding humans to be involved in hazardous locations. Moreover, mechanical failures
of connectors is a common problem in industries, which affects the reliability and causes downtime of industrial appli-
cations. Wireless solutions are free from the wear and tear kind of failures, which make them more safe and less prone
to failures.32

3.2 Challenges
Despite the offered benefits of wireless technologies, they simultaneously induce several nontrivial challenges that require
serious efforts to deal with.33 The imperfect and error-prone wireless medium results in packet losses and variable com-
munication delays. Wired networks also exhibit such losses but in case of wireless networks, they are more amplified
because of varying channel conditions, limited spectrum, multipath propagation, and fading.34 Besides, an important
issue is to efficiently utilize and provide access to the shared wireless medium, which is handled by the MAC sublayer,
which is a part of the data link layer. An inefficient MAC scheme can actually waste scarce communication resources.
Below, we discuss important challenges induced by wireless medium.

• Packet losses. Packet losses are common in the wireless medium due to various channel impairments like multipath
fading, collisions, and weak channel gains.35 Buffer overflow causes congestion, which renders packets to be lost in
transit. Long transmission time results in packet reordering, which causes packet dropouts.

• Variable communication delay. Network conditions invariably induce random delays and cause an uncertain amount of
time for data to reach the destination. Data have to be sampled, encoded, and transmitted. The same have to be decoded
on a receiver side, which adds delay.36,37 For WSNs applications, the packets transmitted are time stamped, which helps
the receiver get an estimate of the delay and take appropriate measures. For instance, under contention-based MAC
schemes (see Section 7), main causes of variability in delay arise when multiple nodes try to access same wireless link
simultaneously, which results in collision and then each node has to wait a random amount of time before reaccess-
ing the medium. This reaccessing of the medium increases the delay. Link quality between nodes also affects delay to
increase. With poor link quality, retransmissions are more frequent, which increase delay as well as energy consump-
tion. Delay is a crucial performance indicator whose variability should be as minimum as possible. An adequate upper
bound for delay should be ensured so that negative impacts on application QoS can be avoided.

• Data rate. Limited bandwidth of the channel imposes the constraint on the number of devices sharing the medium,
which may impact the network capacity.36,38 The packet size and its overhead influence the data rate of the communi-
cation network, thus, an efficient protocol scheme may help minimize the overhead. Since WSNs have low data rates,
this may be a constraint for certain industrial applications.

All aforementioned imperfections of the wireless medium may cause performance degradation for IWSN applications.
Therefore, efficient protocols are required to compensate for these losses and minimize adverse affects.
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FIGURE 1 A general wireless sensor network
(WSN) deployment scenario

4 ROLE OF WSN IN INDUSTRY 4.0

At the core of Industry 4.0 are the WSNs, which consists of low-cost multifunctional nodes (also called motes) that, along
with sensing, have the capabilities of processing and communication.39 These small and low-cost sensor nodes have
embedded processors and transceivers to communicate wireless over short distances.40-42 They are densely deployed in
an area of interest to collect sensory data (temperature, pressure, or vibration, etc.) by collaboratively coordinating and
exchanging information by forming wireless ad hoc networks. The resulting networks are known as WSNs as shown in
Figure 1. Sensor nodes are constrained in terms of power, processing, and communication because of their small size and
use of batteries.

A unique feature of WSNs is their in-network processing39 attribute, whereby sensor nodes do not send raw sensed
data directly to the gateway but instead fuse it locally to make it more consequential to save extensive communication
costs. Because of their unique attributes, their application domain is diverse and they are now ubiquitous components of
smart environments. Their diverse application domain covers military,43,44 surveillance,45,46 home automation,47,48 smart
city,49,50 patient health monitoring,51-53 etc. In patient health care monitoring scenarios, WSNs are used in tele-health
applications.54 For example, to monitor chronically ill patients and to regularly check their different parameters like
glucose level, heartbeat, and send that information wirelessly to a remotely located doctor for further diagnosis. WSNs are
also used to assist elderly and disabled people in their daily routine tasks. Over the past few decades, they have undergone
large deployments in diverse applications, including transportation,55,56 agriculture,57 industrial process automation and
control,58-60 and supply chain management.61 Because of their ubiquitous presence and considering potential benefits
leveraged by these networks—such as simple deployment, cheap installation cost, no wiring cost, less complexity, and
mobility—they are increasingly used in industrial applications,58 which have resulted into IWSNs.

WSNs can be deployed in industrial environment such as industrial monitoring,60 process automation and control,62

and emergency and safety63 applications. In process automation and control applications, certain tasks may require act-
ing nodes known as actuators that have the capability to autonomously act on the physical environment based on the
sensed measurements. Over the last decade, sensors and actuators have been used together to perform autonomous tasks.
The integration of industrial sensors and actuators has resulted into IWSANs. For example, in feedback-based chemical
process automation and control, sensors measure the temperature; if the temperature crosses a certain threshold value,
they inform actuators (eg, connected to a valve) to reduce the temperature to a desired value so that the process remains
in a stable state. Such applications impose strict constraints on reliability and low latency64 because measurements of the
sensors have to reach the actuator timely and reliably so that the act of controlling valve is performed on time.

5 INDUSTRIAL WIRELESS SENSOR NETWORK

Compared with early resource constrained sensor nodes, today's sensor nodes—because of recent improvements in
technology—have more processing power, memory, and prolonged battery life.65 This has enabled them to be used in
industrial applications and resulted into IWSN.59 IWSN makes processes independent and autonomous, especially in
harsh areas to obtain sensory, actuation, and control information.31 Figure 2A depicts the general architecture of IWSN
that consists of WSN field, network manager-cum-security manager, process controller, and host application manage-
ment. The sensor nodes in WSN field sense the process variables (eg, temperature, pressure, etc.) and transmit it to the
sink or gateway. The sink then forwards it to the process controller whose job is to control the process variable under
certain desired value. The sink is responsible to manage the sensor network and is managed and controlled by the host
application management. The network-cum-security manager is responsible to look after the over all network along with
ensuring security against attacks. The arrows in Figure 2A indicate the direction of the communication flow where sensor
data is transmitted to the sink in a multihop fashion via intermediate sensor nodes. IWSN has the potential to improve
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(A) (B)

FIGURE 2 General architecture of the industrial wireless sensor network (IWSN) and industrial wireless sensor and actuator network
(IWSAN), depicting IWSN and IWSAN field together with sink. The sink is then wire-connected to the rest of the industrial network (dashed
line)

production processes and quality of products without compromising the QoS. Thus, making the concept of smart factory
a reality. In most of the industrial applications, along with sensing, actuation and control are also imperative aspects. In
these applications, sensors sense data and actuators act on the data based on certain control decisions made by the process
controller. Below, we describe more about the sensor and actuator networks.

5.1 Industrial wireless sensor and actuator network
Because actuation is an integral part of the industrial processes and systems, therefore, the increasing trend is to integrate
sensors and process controller (actuators or actors) to perform sensing and actuating tasks, ie, sensor nodes have been
equipped with actuators. Succinctly, the actuators are transducers that have the capability to convert an electrical signal
into a physical action, a typical actuator example includes a valve that controls flow of the water or gas in a tank. 1

Actuators are also called as actors* in the context of WSN. Here, the actors not only act on the physical environment but
also possess networking capabilities such as receive, transmit, process, and relay data. For example, a robot working in the
industries may act on the physical environment by means of various motors and servo-motors (actuators). However, from
a networking perspective, the robot may be considered a single networking entity, which we call as actor.66 Thus, an actor
may involve more than one actuators, which means they encompass heterogeneous devices. This hybrid combination of
sensors and actuators has developed a new class of research known as WSAN.1 Figure 2B shows WSAN in industries also
known as IWSAN. Here, WSAN is a distributed sensor/actuator field where the sensors have direct communication with
the actuators and the actuators can also communicate among themselves. Hence, unlike WSN, where sensors always com-
municate sensed data to the sink, WSAN involves sensor-to-actor and actor-to-actor data communications via single-hop
or multihop transmissions.

WSAN has the capability to perform distributed sensing, data fusion, collaboratively making decisions, and performing
appropriate actions on physical environment.2 For example, sensing water level or flow and sending data to the actuator,
and actuator controls level or flow of water. In this way, the information that is sensed can be efficiently utilized to perform
appropriate actions. A distinct characteristic of actuators is that they are usually rich in resources like computational,
communication, and battery power. In some cases, actuators may also perform sensing tasks. However, compared with
normal sensor nodes, they impose strict constraints on reliability, predictability, and availability.59,60 Since actuators have

*Throughout this text, we use the terms actuator and actor interchangeably.
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FIGURE 3 Wireless closed-loop control
realized through wireless sensor network
(WSN). Sensor measurements are sent to the
controller through the gateway, which is
wire-connected to controller

WSN WSAN
Resource constrained nodes Resource resource rich nodes like actuators
Short distance communication Long distance communication due to actuators
Flexible in terms of real time requirements Strict real time requirements
Not complex coordination Complex coordination among sensors & actuators
Homogeneous environment Heterogeneous environment

Abbreviations: WSAN, wireless sensor and actuator network; WSN, wireless sensor network.

TABLE 1 Comparison of WSNs
and WSANs in nutshell

rich capabilities, they are not as densely deployed as sensor nodes. A few actuator nodes would suffice with different
coverage requirements. Additionally, the sink or gateway is required to monitor the overall network.

One of the most promising applications of IWSANs is in the industrial NCS, including closed-loop or feedback control
system. Figure 3 shows IWSANs in a typical industrial closed-loop control application. Here, the whole control loop is
realized through WSN. Another interesting application of WSAN is the smart home, where based on some user prescribed
settings, sensors send data to appropriate actuators to perform an action. For instance, to turn on and off light bulbs or
control air conditioning based on settings already prescribed. WSAN is a promising class of research, where not only the
data is sensed and communicated but is also acted upon, which is an interesting feature.

5.2 Characteristics of WSAN
Generally, actuation activity is a bit complex compared with the sensing. Besides, depending on the application, there may
be an immediate response to a sensor input required, which further imposes certain real-time constraints. Therefore, with
WSAN, the requirement of real-time communication comes into play. WSANs are characterized by some of the following
unique features.

• Real-time guarantee. Real-time requirement is interchangeably dealt with latency and delay bound, ie, there are strict
timing constraints involved between sensing and acting. This means that as soon as data is sensed, it should timely
trigger actuators to act. If the required data encounters latency and actuation command is performed late, it makes
data less effective, meaning sensing data must be valid at the time of acting.2 For example, in a fire detection and extin-
guishing application, once the sensors sense fire, it requires timely action from actuators to trigger fire extinguishers
so that fire can be controlled before it gets further deteriorated. Table 1 highlights the comparison between WSN and
WSAN in a nutshell.

• Reliable coordination. An interesting feature of WSAN is that sensors not only communicate among themselves but
also with actuators. Thus, there are sensors-to-actuator and actuator-to-actuator coordinations involved.2 These coor-
dinations involve selection of the suitable actor to perform the action based on different metrics such as its available
energy, coverage, distance, location, etc. These coordinations are of fundamental importance to maintain the required
reliability, self-organization, and QoS of the network, but at the same time, they impose new challenges on networking
to provide robust and delay tolerant protocols and solutions.

• Traffic differentiation. With the presence of resource-constrained sensors and resource-rich devices like actuators, the
environment is heterogeneous. Therefore, efficient resource allocation and utilization techniques need to be developed.
Energy efficiency for sensor nodes is a big concern but for actuators is of less concern. Moreover, actuating messages are
more delay sensitive than normal sensor measurements, so message priority differs in both. Therefore, heterogeneity
needs to be exploited intelligently in protocol design so that application QoS requirements and constrained resources
of the sensors are not at stack.
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6 IWSAN APPLICATIONS AND REQUIREMENTS

Industrial domain encompasses applications, ranging from monitoring and control to safety or emergency, process
automation, factory automation, closed-loop control, predictive maintenance, etc. Different applications require differ-
ent priorities. Moreover, frequent streaming updates related to configuration changes, alarms, and command instructions
keep refreshing. On the basis of the criticality of data, six application categories are defined by ISA67 as given in Table 2.60,68

Next, we give a brief discussion of each application category along with its traffic type.

6.1 IWSAN applications
In this section, we discuss different application categories in the industry and present the nature of the traffic generated
in each category. We emphasize how these categories vary in terms of criticality, reliability, timeliness, and importance of
data. Subsequent description talks more about each category in detail.

• Safety systems. These systems are directly related to emergency actions. They are always critical in nature and require
immediate action to be taken, ie, real-time communication is desired. These systems are extremely delay sensitive
and require low latency and high reliability. But in terms of bandwidth requirements, they tend to have moderate
bandwidth.

• Control systems. The major part of the industrial applications requires control operations. Several control systems exist
such as closed-loop control systems,69 open-loop control systems, process control systems, etc. Generally, closed-loop
control systems monitor processes and act accordingly as per the control decision. These systems are generally
autonomous and do not involve humans in the loop. Examples of such systems include process control systems and
factory automation systems. Open-loop control systems do not have feedback and require humans in the loop, ie,
adjustments are done by humans. Each control system imposes different delay requirements, for example, closed-loop
control data is more critical than open-loop control data. Specially processed control systems can tolerate delay greater
than 100 ms, but on the the other hand, factory automation requires even less delay (2-50 ms),60 ie, robot coordination
involvements.

• Alerting systems. These systems are characterized by the features, such as regular events/alerts, as a result of
continuous monitoring. They indicate short-term operational consequences at different stages of processes or system.

• Predictive maintenance and automatic fault detection. This is useful in industries as it ensures the prediction of a
machine failure before it actually occurs.70,71 This is basically driven by the condition monitoring together with possible
automatic maintenance utilizing advanced algorithms.72 This is a crucial challenge because the unexpected shutdown
of machines or equipment lead to unscheduled downtime, which incurs huge losses. Therefore, a reliable sensor and
actuator network is required to precisely predict the machine failure. The collaborative nature of sensors and actuators
networks can jointly predict detection of faults and help avoid worst-case situations.

• Monitoring systems. This includes monitoring process variables, equipment condition monitoring, and structural
health monitoring, etc. The general goal of monitoring is to continuously gather data from an area of interest for long

TABLE 2 Different classes of applications as defined by ISA,67 the traffic categories are listed according to traffic priority where 0 being
the highest priority traffic and 5 being the lowest priority traffic68

Category Class Application Latency Description
Safety 0 Emergency action 10 ms (deterministic) Always critical, eg, instrumented protective sys-

tems/safeguarding systems
Control 1 Closed-loop regulatory control Often critical, eg, regular control loop control

2 Closed-loop supervisory control 10 ms to 100 ms Usually noncritical , eg, set point manipulation
for control system optimization

3 Open-loop control Human in loop, eg, manual human actions on
alerts

Monitoring 4 Alerting Short-term operational consequence, eg,
event-based maintenance

5 Logging and downloading/uploading 100 ms on average No immediate operational consequence, eg, his-
tory collection, sequence-of-events, preventive
maintenance

 10991131, 2019, 15, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/dac.4074 by A

bdullah G
ul U

niversity, W
iley O

nline L
ibrary on [28/05/2024]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



RAZA ET AL. 9 of 32

durations, analyse the data, and use this data to make better decisions so as to derive certain conclusions. These systems
cover almost every aspect of the industrial applications.

6.2 IWSAN requirements
This section elaborates the requirements of IWSAN applications, their characteristics and interdependencies in the
context of MAC protocol design.

• Reliability. The wireless medium is unreliable and link quality varies over time. It is assumed that bidirectional links
do not have the same link quality in both directions. Poor link quality can deteriorate transmission and cause latency,
which can deteriorate control decisions to be taken on time, which, in turn, can lead to system failures and economic
losses.73 The reliability can be treated at different levels. For example, it can be a function of energy efficiency, ie, the
network lifetime should be adequate enough to perform reliably over that period. Reliability can be characterized in
terms of packet reception rate, ie, packet reception rate should be above a certain threshold to guarantee a certain level
of reliability in which processes and systems work without further degradation.

• Packet priority and heterogeneity. Industrial domain is heterogeneous, different types of packets are generated like
sensing measurements, controlling commands, actuation tasks,74 etc. Each of the traffic has a different priority to be
treated. Therefore, adding packet priority ensures a certain degree of timely action performance. Some actions require
immediate execution, while others can tolerate a certain level of flexibility for execution. For example, in closed-loop
control systems, controlling and actuation commands are more critical than sensor data. So, a level of priority difference
should be embedded in protocol design so that in case of faults, system should respond appropriately.

• Energy efficiency and power consumption. Since for battery-powered sensor nodes, it is almost impossible to replace
battery especially in inaccessible areas in industries. Nevertheless, energy efficiency is also a major concern as reli-
ability and latency. Improving energy efficiency also adds value to reliability in the same manner as reliability in
terms of low latency and packet reception rate. However, reliability and low latency demands may cause significant
energy consumption.75 Therefore, careful tradeoffs need to be taken care of under existing metrics tradeoffs' complexity.
Analytical or experimental evaluation to analyse the tradeoffs will lead us to develop robust and flexible protocols.

• Adaptation. Often the traffic requirements of control applications change dynamically with respect to different states
of the process controller. In addition, varying wireless medium and network topology changes may impose further
requirements. To cope with such dynamic traffic behavior, communication protocol must adapt its parameters as per
the requirements of control application as well as wireless medium.

• Scalability. Scalability refers to the ability of a system to scale well or provide a high degree of flexibility.76 It supports
adaptivity to changes with respect to addition and removal of nodes or functionality without degrading its existing
performance. Generally, IWSAN may require hundreds or even thousands of nodes, therefore, communication proto-
cols need to be scalable to comply with such requirements. However, the development of scalable MAC protocols is
a nontrivial task and imposes a huge challenge. Existing wireless standards such as WirtelessHART and ISA100.11a
largely utilize time division multiple access (TDMA)-based protocols, which impose strict constraint on the number
of participating nodes and at the same time satisfy application QoS requirements. Therefore, in order to achieve better
performance, IWSANs require protocols that can support scalability at different layers of the protocol stack.

• Multihop communication. Industrial applications usually undertake large-scale network deployments because of big-
ger plants spanning over a large area. Thus, a large number of sensor nodes are deployed at different floors and
locations. In this case, sensor nodes need to transmit not only their own data but also relay data of nodes which are mul-
tiple hops away from the sink. Therefore, establishing a multihop communication is inherently part of such scenarios.
This allows further flexibility of adding new nodes in the existing network in case of structural changes in industrial
plants.77 It also adds redundancy. In case of primary communication path failure, nodes can utilize alternative path to
reach the sink. However, this also imposes challenges of how to select a particular relay node if there are multiple relay
nodes available so as not to overload a particular path and ensure timely delivery of data.

7 MAC LAYER CHARACTERISTICS AND INFLUENCE

Because of the broadcast nature of wireless medium, two nodes transmitting within their effective communication range
can severely interfere with each others' transmission, resulting in collisions and wastage of the resources.78 MAC is a part
of the data link layer within simplified communication stack of WSN as shown in Figure 4. It specifically administers
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10 of 32 RAZA ET AL.

FIGURE 4 Simplified communication stack for wireless sensor network (WSN)

access to the shared wireless medium, avoids collisions, and manages resources. Depending on application requirements,
it coordinates a communication schedule among nodes. MAC influences many application performance metrics such as
latency, reliability, energy efficiency, and security. For example, by intelligently reducing collisions, it can control latency
and energy consumption. Several MAC protocols have been developed for conventional wireless networks,79,80 but none
of them suits low-power requirements of WSNs because all those protocols were designed without taking into account the
energy constraints of sensor nodes. Several protocols tailored to traditional WSNs78,81 are not suitable for WSANs, because
of the complex coordination among sensors and actuators. On the basis of application classification given in Section 6,
closed-loop control systems often require critical data delivery with low latency and high reliability. This urges to design
MAC protocols that comply with these performance metrics so as to maintain the application QoS parameters.

The performance requirements for traditional wireless networks are latency, throughput, fairness, delay, etc. However,
because of the unique properties of WSN, such as resource constraints, distributed nature and different traffic character-
istics posed unique challenges. For WSN, the requirement of energy efficiency is of utmost importance, which ensures an
adequate network lifetime. Therefore, for IWSAN, the requirements of reliability and latency are of equal importance as
of energy efficiency.

7.1 State of the art MAC schemes
MAC protocol development has been an active area of research. A large number of MAC protocols exists in literature
and can be found in Bachir et al, Zhao et al, and Suriyachai et al.78,81,82 Each application imposes different require-
ments for MAC, therefore, in response to fulfilling those requirements, several protocols emerged. Fundamentally, each
protocol, with its different design, tries to define a way to access the medium and achieve application-specific require-
ments. Generally, MAC schemes can be classified into three broad categories known as schedule based, contention
based, and hybrid schemes83,84 as depicted in Figure 5. These schemes fundamentally utilize two major multiple access
approaches: carrier-sense multiple access (CSMA) and TDMA. Other known approaches are code division multiple access
(CDMA),85-87 frequency division multiple access (FDMA),88 orthogonal frequency division multiple access (OFDMA),89

and space division multiple access (SDMA). A brief explanation of some of these categories is presented as follows.

7.1.1 Schedule-based schemes
These are also called fixed assignment or reservation based schemes. Each node is assigned available resources for a fixed
duration of time which are used exclusively by the node. The protocols in this class are TDMA, FDMA, and CDMA as
described below.

• TDMA. Time is divided among sensor nodes and each node gets a specific portion of time, in the form of time slots, to
access the medium and transmit data. Most of these schemes follow a superframe structure, which contains time slots
for each network node and keeps repeating for a defined duration of time. For a successful TDMA slot assignment,
synchronization among nodes is crucially important. A simple TDMA scheme with superframe is shown in Figure 6.31

• FDMA and CDMA. In FDMA, the available frequency spectrum is divided into a number of subchannels. Each node
is allocated a specific subchannel. In CDMA, the signal is sent via spread spectrum technology and a special encoding
scheme is used to allow multiple signals through the same channel. Although FDMA and CDMA are two important
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RAZA ET AL. 11 of 32

FIGURE 5 Classification of medium access
control (MAC) protocols

FIGURE 6 A simple time division multiple access (TDMA)
medium access control (MAC) procedure through superframe
representation

medium access schemes, they are generally less suitable for WSN because of their complex design and extremely high
energy consumption.83,84

There are several advantages of schedule-based schemes like collision-free communication, inherent duty cycle, over-
hearing, and idle listening avoidance.90 All these aspects are contributing to save energy. These schemes tend to be more
predictable and can offer deterministic end-to-end delay. However, with the increasing number of nodes, the queuing
delay is much higher because nodes have to wait for their dedicated time slots to access the medium. Synchronization is a
big concern and causes high complexity in these schemes, which generate extra traffic because of control packet exchange.
Generally, these schemes are less flexible and scalable, they are less suitable where dense deployment of WSN is a prime
requirement.

7.1.2 Contention-based schemes
In this approach, nodes compete with one another to gain access to the medium and transmit data. They access the
channel by first sensing it before transmission. The act of channel sensing is performed independently of one another.
The channel is allocated for the duration required to communicate data in hand. Once data communication has been
completed, the channels are freed. Protocols under this class are:

• Additive Link On-Line Hawaii System (ALOHA). The pioneering protocol in this class is the ALOHA91 protocol, in
which each node initiates transmission whenever it has data regardless of the other nodes' transmission at the same
time and results into collisions. Another variant of ALOHA is the slotted ALOHA, which is more efficient than pure
ALOHA, in which nodes initiate transmission only at the beginning of the slot which decreases the chance of collisions.

• CSMA. It allows nodes to be more modest in terms of accessing channel. Nodes first sense the channel to determine if
any other transmission is already in progress (channel busy) if so, they have to wait a random amount of time and try
again later. However, if a channel is sensed free, they immediately proceed with their transmission. A simple CSMA
scheme is depicted in Figure 7. There are different variants of CSMA scheme like nonpersistent CSMA, persistent CSMA,
p-persistent CSMA, and I-persistent CSMA. Each of these variants tries to minimize collisions and achieve better
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12 of 32 RAZA ET AL.

FIGURE 7 A simple carrier-sense multiple access (CSMA)
medium access control (MAC) scheme procedure

TABLE 3 Different medium access control
(MAC) schemes with their features, strengths,
and limitations

MAC Schemes Metrics Comparison
Metric Pure-ALOHA CSMA TDMA FDMA CDMA
Collision probability ✓ ✓ ✗ ✗ ✗
Bit rate flexibility ✗ ✗ ✓ ✗ ✓
Synchronization overhead ✗ ✗ ✓ ✓ ✗
Energy efficiency ✗ ✗ ✓ ✗ ✗

performance by modifying some parameters. Other variants are CSMA/collision detection (CSMA/CD) and
CSMA/collision avoidance (CSMA/CA).

The consequential benefits of contention-based schemes are that they are adaptive towards change in network condi-
tions and adjust their performance according to traffic loads.92 They are more flexible to topology changes and scalable to
node density compared with the schedule-based approach. Because of independent channel accessing decisions, they do
not require extra message exchange overhead. Their main drawback is of energy inefficiency, which is caused because of
collisions, idle listening, and unfair load distribution. With increased node density, the probability of collisions increases,
which causes retransmissions and limits throughput and wastes energy. The protocols in this class can follow both
centralized control and distributed control approaches similar to schedule-based schemes. 39,83

7.1.3 Hybrid schemes
These schemes combine both schedule-based and contention-based techniques to offer potential improvements. They
usually have two modes, one utilizing schedule-based and other contention-based approaches. They jointly maintain
switching between the two as per the requirements. Certain examples of protocols based on hybrid scheme are Z-MAC,93

ER-MAC,94 and a hybrid MAC protocol for WSN.95 Table 3 shows the comparison among all the aforementioned MAC
schemes based on different performance metrics highlighting their strengths and limitations.

8 EXISTING WIRELESS STANDARDS AND SOLUTIONS

In this section, we give a detailed overview of the IEEE 802.15.496 standard which is widely known as low-power wireless
standard for WSN. We also present different low-power standards based on IEEE 802.15.4. Subsequently, we discuss three
industrial standards: WirelessHART,19 ISA100.11a,20 and WIA-PA.21 The discussion mainly focuses on their PHY and
MAC layers.

8.1 IEEE 802.15.4
The IEEE 802.15.4 standard was developed in 2003.96 It was designed targeting low-rate wireless personal area network
(LR-WPAN) and offers simple, low-cost, short-range, and low-energy characteristics. The standard mainly defines PHY
layer and MAC sublayer specifications. It supports different topologies such as star, peer-to-peer, and mesh as shown
in Figure 8. The standard introduces two types of devices on the MAC, full-function devices (FFD) and reduced-function
device (RFD). FFDs are more powerful and support three functional modes; they can serve as personal area network
(PAN) coordinator, a coordinator only, or an end device. An FFD can form a PAN after obtaining a valid PAN iden-
tifier, it can talk to other FFDs and RFDs. Whereas, RFDs have constrained resources—they can only talk to a single
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FIGURE 8 Different network
topologies supported by the
IEEE 802.15.4 standard

2.4 GHz 915 MHz 868 MHz
Allowed region Worldwide America Europe
Data rate 250 kbps 40 kbps 20 kbps
No. of channels 16 10 1
Modulation O-QPSK BPSK BPSK

TABLE 4 Different frequency bands supported by the IEEE 802.15.4 standard

FIGURE 9 Superframe structure of
IEEE 802.15.4 beacon enabled mode

FFD at a time. RFDs are used to cater extremely simple tasks like turning on and off an electric switch or sense the
temperature. However, it should be noted that the FFD, which serves as the coordinator, does a lot of work com-
pared with the RFD. FFD can carry out full protocol implementations, whereas the RFD can run minimal protocol
implementations.

• PHY Layer. The PHY layer operates in unlicensed industrial scientific and medical (ISM) bands. There is a total of 27
channels available across all the bands. Different bands are allocated to different regions as mentioned in Table 4.96

PHY performs transceiver activation and deactivation, energy detection (ED), link quality indication (LQI) tasks,
channel selection, clear channel assessment (CCA), and transmission and reception of the packets across the physical
medium. ED and LQI serve as measurement functions, which help indicate the interference level. The CCA capability
also provides protection against interference and collisions by allowing the devices to defer transmission in case of
channel occupation by another device. CCA is a way to detect any activity on the channel prior to making a transmission
attempt. CCA is used as a part of CSMA/CA algorithm and has three modes:

1. CCA with energy above ED threshold: whenever CCA detects any energy above ED threshold, the medium is
reported as busy.

2. CCA with carrier sense only: CCA reports a busy medium if the detected signal has the modulation and the spreading
characteristics of the IEEE 802.15.4, regardless of the signal being lower or higher than ED threshold.

3. CCA with carrier sense and energy above threshold: the medium is reported busy by CCA upon detecting the signal
with the modulation and spreading characteristics of the IEEE 802.15.4 and having energy above ED threshold.

• MAC Layer. The MAC flexibly handles traffic requiring bounded latency or guaranteed bandwidth and the ordinary
traffic. Two MAC modes are defined by the standard, beacon-enabled (BE) and nonbeacon-enabled (NBE), as described
next.
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14 of 32 RAZA ET AL.

• BE mode. In this mode, the PAN coordinator utilizes the superframe structure as shown in Figure 9. The superframe
comprises of the active period and inactive period. The active period can be subdivided into 16 equally spaced time
slots. The beacon occupies the first slot, and the remaining slots make up the contention access period (CAP), contention
free period (CFP), and the inactive period. After the beacon slot, CAP begins, where nodes that have data to transmit,
compete using slotted CSMA/CA scheme to gain access to the channel. A typical slotted CSMA/CA procedure is shown
in Figure 10. CFP includes a number of contiguous guaranteed time slot (GTS). During CFP, devices use their dedicated
GTS to transmit or receive data. GTS mainly handles time-critical or bandwidth reservation traffic of the nodes. In this
way, the standard provides a flexible way to handle normal and high priority traffic. A GTS can occupy more than one
slot and at most seven GTSs are allowed at a time. The inactive period allows duty cycling where nodes, including the
PAN coordinator, can switch-off their transceivers to save energy. The superframe information is broadcast by the PAN
coordinator through the beacon frame. This information includes superframe duration, number of GTS allocations,
and other network-related information such as synchronization, etc. Every node that receives the beacon joins the PAN
through association request and synchronizes with it.

• NBE mode. In this mode, PAN coordinator neither makes use of beacons nor GTS and there is no superframe structure
implementation. Rather, the whole active period can act as CAP and implements unslotted CSMA/CA for channel
access. The unslotted CSMA/CA procedure is depicted in Figure 10. Devices do not need to synchronize with the PAN
coordinator having no synchronization to back off boundaries.96 Moreover, unslotted CSMA/CA implements a single

FIGURE 10 Slotted and unslotted
carrier-sense multiple access/collision
avoidance (CSMA/CA) procedures96
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CCA operation. The PAN coordinator remains switched on all the time, and every node can follow a different wake-up
and sleep schedule. Nodes can only wake up to transmit a data or control packet to the PAN coordinator or receive data
through data request and data acknowledgment handshake procedure.83

• Limitations of the IEEE 802.15.4 MAC. Although the IEEE 802.15.4 has continued to be the preferred standard across
many application domains of WSNs, it severely lacks to support time-critical, energy, and bandwidth-critical industrial
applications for medium access. Several limitations of the MAC have been investigated in previous studies.97-101 For
example, Khanafer et al97 showed that the use of slotted CSMA/CA in beacon-enabled mode results in nondeterministic
communication and unpredictable delay for mission-critical applications because of the random distribution of back
off period. They provided a comprehensive survey of many MAC protocols, which attempt to solve problems caused
by their default MAC design.

Pollin et al100 analysed the performance of slotted CSMA/CA both with saturated and unsaturated periodic traffic.
They showed how the default MAC parameters of the standard such as MAC minimum binary exponent and number
of back offs parameters cause energy waste and low throughput. The evaluation of the protocol was done through a
Markov model. On the basis of evaluation, the authors suggested to tune the MAC parameters for better energy saving
and high throughput.

An investigation on the MAC unreliability problem through extensive simulation and experiments was presented
by Anastasi et al.98 The authors concluded that the behavior of power management mechanism effects energy con-
sumption and results in low packet delivery ratio (PDR). The cause was known to be the contention-based MAC and
the default values of the parameters associated with it. They suggested more appropriate tuning of MAC parameters
for the better reliability in terms of PDR but at the expense of increased energy and delay.

Anastasi et al102 studied the performance of the MAC in a multihop scenario. They showed that the MAC in its
current form has poor performance for energy efficiency, low delivery ratio, and reliability for time-critical industrial
applications. They suggested alternative MAC parameters to achieve better results in a multihop scenario. Moreover,
the limitations of the GTS scheme in terms of energy efficiency, reliability, and bandwidth utilization were investigated
in Koubaa et al, Shrestha et al, and Na et al.103-105 For example, Koubaa et al103 argued that GTS is limited to seven
which is very small and supports explicit allocation, which results in unfairness and bandwidth waste. They suggested
an alternative implicit GTS allocation scheme based on delay and traffic requirements of the communication flows.

Chen et al106 provided analytical and simulation of the MAC for real-time operation in industrial automation. The
authors showed that the GTS-length limits the number of devices to transmit their delay sensitive data and induces
delay until all the allocated GTSs are released. Allocation and deallocation of GTSs incur additional delay for real-time
operation. Fixed length of CAP adds further constraints on the allocation of GTSs.

Other studies107-111 analysed BE mode for multihop scenarios, and identified the problem of beacon collisions from
different PAN coordinators. This results into loss of synchronization for nodes, thus, they cannot properly follow the
superframe structure. Another problem occurs with the overlapping of superframes from two coordinators, which
may result in collisions in CFP. Therefore, to avoid these problems, various methods such as beacon scheduling and
superframe scheduling are considered. Further studies related to the performance analysis of IEEE 802.15.4 MAC can
be found in previous studies.112-116

8.1.1 ZigBee
The ZigBee Alliance14 is a group of leading companies actively working together to design and develop cost-effective,
low-power, reliable wireless networking solutions for WPANs. It is the most widely used standard enabling applications
across consumer, commercial, and industrial markets worldwide. It is built on top of the IEEE 802.15.4 PHY and MAC
specifications but defines its own network layer. It supports star, tree, and mesh topologies. The standard can be con-
sidered as an enhancement to the IEEE 802.15.4, maintaining, supporting, and developing sophisticated protocols for
residential and commercial applications. Therefore, these two standards are often confused. ZigBee provides different pro-
tocol features from network to application layer. The routing supports mesh networking along with node authentication,
encryption, and security. The mesh capability has an added advantage of reliability. Nodes can also serve as intermediate
relays to forward and relay traffic to destination forming a multihop network. This makes it suitable for large deploy-
ments. ZigBee networks can have three types of devices: ZigBee coordinator, ZigBee router, and ZigBee end devices. ZigBee
coordinators are responsible to manage their own network as well as maintain connections with other ZigBee networks.
ZigBee routers are like FFDs equipped with additional functionality of routing and maintaining multihop communica-
tion. ZigBee end devices can act as RFDs or FFDs, and they only collect and transmit the sensory information towards
the router or coordinator.
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16 of 32 RAZA ET AL.

ZigBee has its own application-level framework for application layer. The application layer defines application support
sublayer (APS) comprising ZigBee device objects (ZDOs) management and manufacturer-defined application objects.14 The
manufacturer-defined objects are used to implement applications which are based on the requirements as suggested by the
standard. It supports 240 application objects. Although ZigBee has potential market share especially for home and office
applications, the standard has not been adopted by the industrial applications because it cannot provide deterministic
delay and high reliability.117 It shares the same frequency spectrum with IEEE 802.11 and bluetooth, which generate
potential interference and cause MAC to frequently back off. This renders the nodes devoid of easy channel access, causing
delay for the delivery of time-critical data. ZigBee employs the same MAC as the IEEE 802.15.4, thus it suffers from the
same limitations as described in Section 8.1. Therefore, ZigBee has developed its variant called ZigBeePRO118 to support
industrial process and control applications.

8.1.2 IEEE 802.15.4e
IEEE 802.15.4e13 is the enhanced extension of the IEEE 802.15.4 standard. It improves upon reliability, deterministic
latency, network capacity as well as energy efficiency. The standard does not make any changes in the PHY but only mod-
ifies the MAC sublayer. Therefore, it can be used on any IEEE 802.15.4 compliant hardware without any amendment. The
standard introduces different methods of channel access in the form of MAC behavior modes namely time-slotted chan-
nel hopping (TSCH), Deterministic and Synchronous Multichannel Extension (DSME), Low Latency Deterministic Network
(LLDN), Asynchronous Multichannel Adaptation (AMCA), and Radio Frequency Identification Blink (BLINK). Among
these, we focus on TSCH MAC mode because it is considered the most suitable119,120 for industrial process automation
and control applications because of its time diversity and frequency diversity features as explained next.

• TSCH MAC. TSCH employs time-slotted access and channel hopping which offer deterministic channel access and
resilience against interference, respectively. The idea of TSCH was first developed by the Dust Network121 in its propri-
ety MAC called Time-Synchronized Mesh Protocol (TSMP),122 which was later used by the WirelessHART for its MAC
operation. Several industrial standards also adopted TSCH as the core technology and adapted the upper layers and
frame formats to meet their specific needs. TSCH follows the slotframe structure as shown in Figure 11, which shows
time divided into fixed length slots known as time slots and depicts a typical sequence of events taking place between
a sender and receiver pair for an acknowledged communication. With the use of channel hopping, each transmission
occurs on a different channel; for instance, in case of IEEE 802.15.4, 16, channels are available to hop through. A slot-
frame groups a number of time slots. A time slot is long enough to handle a transmission of maximum length packet
and receive an ACK from the receiver. Slotframes are repeated over time to enable participating nodes to have periodic
access to the channel. Each node in the network follows a schedule which tells the nodes when to transmit, receive, or
sleep. During the sleep period, nodes can turn off their transceivers to conserve energy.

A TSCH link is essentially represented by a time slot (TS) and a channel offset (CO), ie, Link = (TS, CO). A frequency
for a given link can be computed through Equation (1).

𝑓 requenc𝑦 = F[(CO + ASN)modnFreq], (1)

where absolute slot number (ASN) acts as a time slot counter shared by all the devices. ASN is initialized to 0 at the
start of the network and is incremented globally in the network at every time slot.13F contains the set of available
channels, nFreq is the size of F. Channel offsets can be as many as there are available frequencies, even if the two
nodes have the same channel offset, but a different ASN will translate into a different frequency. Figure 11 shows a
slotframe which contains eight time slots and 16 channel offsets. A slot represents a TSCH schedule, which is similar
to a matrix of width equal to the slotframe size and of height equal to the number of available channels. Nodes only
care for the cells in which they participate. For example in Figure 11, when node n9 has a packet to send to node n6,
it waits for slot numbered 4, and sends it on channel offset 15. It can stay off for the other cells. If n6 has packet to
send to n7, then it uses slot numbered 6 and channel offset 0. Moreover, there are two kinds of slots, shared slot and
dedicated slot as depicted in Figure 11, for example, the nodes n1 and n3 use a shared slot in which both nodes try to
transmit at the same slot offset and channel offset. Collision can occur in shared slots, which is resolved by a simple
back off mechanism as defined by the standard. Besides, synchronization is the crucial requirement to maintain the
connectivity with the neighbor nodes. Therefore, TSCH uses acknowledgement-based synchronization and frame-based
synchronization methods. Acknowledgement-based synchronization involves receiver calculating the delta between
the expected time of frame arrival and its actual arrival time, and providing this information to the sender in the
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FIGURE 11 A, Time-slotted channel
hopping (TSCH) slotframe showing
dedicated and shared slots for the
associated topology in B, It also depicts
typical sequence of events taking place
within a slot between a sender and a
receiver

acknowledgment. This way, the sender adjusts its clock based on the receiver's clock. In frame-based synchronization,
the receiver synchronizes with the clock of the sender by calculating the delta between the expected time of a frame
arrival and its actual arrival time and adjusting its clock by the difference.

Although TSCH MAC design goals are technically promising, more studies need to be conducted to test the practical
performance of the MAC before using it in commercial deployments across the industrial domain. Some recent studies
have been conducted,119,123-125 but they only focus on analytical models and simulations. They do not provide realistic
performance in experimental set-ups. Only very few test bed studies have been conducted, which can be found in Vilgelm
et al and Yaala and Bouallegue.126,127 More experimental studies are required to test the performance of the MAC to be
successfully deployed in IWSAN applications.

• TSCH MAC deficiencies. One important feature that is missing in TSCH is the provision of communication schedule.
There is no mechanism that can help to build and maintain the communication schedule. Although TSCH defines
how to execute centralized, distributed, or hybrid schedule, building and maintaining an optimal and reliable commu-
nication schedule is still an open research problem.128 Several studies related to link scheduling have been carried out,
which can be found in previous studies.129-134 Further, TSCH network formation involves transmission of enhanced bea-
cons (EBs). EBs work similar to beacons like in IEEE 802.15.4 network and help maintain synchronization, topology,
and other network parameters but the standard does not mention and specify mechanism related to the EB adver-
tisement and configuration.135 To overcome this issue, a model-based optimal beacon scheduling algorithm has been
proposed in De Guglielmo et al.136

Other works137,138 studied the performance of TSCH protocol in co-located environments, where multiple instances
of the protocol were run in different neighboring networks taking clock drifts into account. Authors revealed that the
protocol faces periodic interference that results collision from other nearby networks, which deteriorates its perfor-
mance for reliability. They showed that as the density of the network increases or the number of networks grows, the
collisions occur more frequently.

Further, the recent efforts are to integrate IPv6 with TSCH as explained next.
• IPv6 over TSCH. Standardization efforts in the 6TiSCH (IPv6 over the TSCH mode of IEEE 802.15.4e)139 workgroup at

Internet Engineering Task Force (IETF)140 aim to integrate IPv6 into TSCH to foster convergence between low-power
wireless networks and the Internet Protocol (IP). The workgroup defines a new sublayer 6top (6TiSCH Operation
Sublayer),141 which provides support for central, distributed, and hybrid scheduling. 6top makes a network connectivity
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18 of 32 RAZA ET AL.

graph and accordingly allocates resources to the nodes. It issues commands to upper layers to set specific schedules
based on the latency and bandwidth requirements.141

8.2 Industrial standards
Several industrial standards have been developed over the last decades, such as WirelessHART,19 ISA100.11a,20 and Wire-
less Networks for Industrial Automation-Process Automation (WIA-PA).21 These standards employ two major existing
wireless technologies; IEEE 802.1113 and IEEE 802.15.142 The former is widely recognized as Wireless Local Area Net-
work (WLAN) and the latter as Wireless Personal Area Network (WPAN). Both technologies target different application
scenarios with their corresponding merits and demerits.142 Initially, these technologies were not conceived to be target-
ing industrial automation. Generally, IEEE 802.11 was designed to offer high data rate up to tens of Mbps, requiring
transceivers to operate with large energy consumption, whereas, IEEE 802.15 offering low data rate from Kbps to several
Mbps and requiring low energy transceivers. Because of high energy budget of WLANs, their application to IWSNs is not
suitable as sensor nodes are energy constrained and cannot withstand such a large energy budget.84 Therefore, standards
targeted IEEE 802.15 based solutions.

The IEEE 802.15 is further divided into two groups; IEEE 802.15.1 and IEEE 802.15.4. The IEEE 802.15.1 is known as
bluetooth, it falls between IEEE 802.11 and IEEE 802.15.4 with respect to data rates and energy consumption. Although
bluetooth supports higher data rates compared with IEEE 802.15.4, its energy consumption is higher and is, therefore,
less suitable for low-power requirements of wireless sensor nodes. One of the protocols based on IEEE 802.15.1 is Wireless
Interface for Sensor and Actuators (WISA),143 developed by ABB targeting strict real-time requirements of communi-
cation among sensors and actuators and is considered an IEEE 802.15.1 based standard solution. In comparison with
IEEE 802.15.1, the IEEE 802.15.4 is designed targeting WSNs and meeting their low energy requirements, offering moder-
ate to low data rates. Therefore, it is widely used standard for WSNs in general and IWSNs in particular. Several industrial
standards like ZigBee, WirelessHART, ISA100.11a, and WIA-PA use IEEE 802.15.4 as the core technology to support
different applications in industrial process automation.

In the following discussion, we give an overview of two well-known industrial standards based on the IEEE 802.15.4
standard.

8.2.1 WirelessHART
WirelessHART19 is the first attempt to provide a complete standard solution for industrial process control applications.
A basic network architecture of WirelessHART is shown in Figure 12. The major motives behind the development of
WirelessHART were precisely to offer viable solutions to meet strict timing and heavy interference issues in the industrial
environment. It is a complete protocol suite developed by the HART foundation and is backward compatible with the
HART legacy systems, it is self-organizing and self-healing. As compared with wired HART, most of the modifications
in WirelessHART have been made in PHY, MAC, and network layers. WirelessHART network consists of eight different
types of devices such as network manager, security manager, gateway, access points, and field devices, adapter, router,
and hand-held devices. All devices except field devices are employed to support network-related activities like network
formation, configuration, maintenance, routing, reliability, and security. The field devices (sensors, actuators) are directly
connected to the plant equipment or processes and can be organized in star or mesh topologies. Mesh topology provides
additional reliability by providing redundant paths.

• WirelessHART MAC. On top of the IEEE 802.15.4 PHY, WirelessHART uses its own MAC protocol, which uses a
TDMA-based superframe structure along with frequency diversity and is known as TSMP.122 The MAC uses the same
principle as TSCH as mentioned in Section 8.1.2. The time slot has a fixed duration of 10 ms to transmit a maximum
size packet (133 Bytes including header) and receive an acknowledgement. A single slot can utilize 15 channels, so in
theory, a total of 15 devices can transmit/receive packets simultaneously.

Numerous enhancements like security and reliability have also been embedded. It also includes built-in time syn-
chronization. The standard introduces a network manager, which takes care of a lot of heavy computational tasks and
employs several significant attributes like communication schedule assignment and maintenance, routing manage-
ment supporting redundant routing paths to increase reliability. This way, the network manager has the global view of
the network, which makes it easier to efficiently look after transmission and security of the overall network. A dedicated
security manager exists which collaborates with a network manager in order to protect the network from intrusions
and attacks by generating session keys and network keys for all the devices. Thus, provides end to end data integrity144

at MAC and network layer. To cope with the unreliability issues of a wireless channel, the standard utilizes channel
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FIGURE 12 WirelessHART network architecture19

hopping and channel blacklisting to mitigate multi-path fading and interferences. Blacklisting is the way to disable
certain channels that have poor performance; the channels which are blacklisted cannot be used in channel hopping,
in this way, nodes do not use those channels. Although these features are the most preferred standards, it is still emerg-
ing and requires improvements. For instance, the nodes cannot directly connect to the Internet without gateway.145

The standard lacks improved scalability because of TDMA-based MAC protocol, which limits the number of nodes
participating in the network due to latency, synchronization, and other QoS requirements.31 The standard supports
centralized architecture, which also imposes further constraints on the scalability. Further, the standard operates in
ISM band which is already crowded, making it more vulnerable to interference.

8.2.2 ISA100.11a
The standard has been developed by ISA20 to offer secure and robust communication for industrial process automation
and control applications. The PHY layer of the standard is IEEE 802.15.4-compliant and employs frequency hopping and
channel blacklisting to improve robustness against interference from other coexisting networks.20

The MAC sublayer utilizes a combination of contention-based and schedule-based approaches. The network layer sup-
ports IPv6 over Low Power WPAN (6LoWPAN)17 protocol to enable it to be connected to the Internet. The transport
layer supports flow control, segmentation, reassembly, and also security. It has the ability to support both end-to-end
acknowledged and unacknowledged communications.146 Mesh and star topologies or combinations of both are sup-
ported by the standard. The ISA100.11a network comprises of sensors and actuators known as input/output (I/O) devices,
which are basic field devices for sensing and actuating tasks. Routing devices ensure selection of routes towards the
destination in mesh networks in multihop fashion and in case of primary routes failure, alternatives routes can be
selected to guarantee reliability. The backbone routing device is responsible to connect to external networks by perform-
ing ISA100.11a-compliant packet encapsulation. The gateway device serves as an interface between the plant network
and ISA100.11a field network. The system manager performs network run time configurations, monitors communica-
tion configurations, including slot allocation and scheduling. Finally, the security manager executes policies of security
standards. 148

• ISA100.11a MAC. The MAC takes a hybrid approach combining TDMA and CSMA/CA, together with additional spa-
tial, frequency, and time diversity to achieve real-time performance. However, in case of strict delay requirements,
CSMA/CA can be disabled.146 TDMA exploits frequency hopping to enable multiple devices to transmit simultaneously
on different channels provided that only a single device may communicate on one channel per time slot.149 TDMA sup-
ports configurable time slots, which means the duration of slot and superframe can be changed flexibly by modifying
the two MAC parameters; TsDur and SfPeriod. Typical time slot duration ranges from 10 to 12 ms.147 Time slot config-
uration employs slotted hopping, slow hopping, or hybrid hopping as shown in Figure 13. Slotted hopping enables nodes
to transmit at prescheduled TDMA slots and the channel offset, thereby avoiding interfering channels.60 While in slow
hopping, a single channel employs a collection of successive time slots in a period between 100 to 400 ms as configured
by the system manager.147 Slow hopping does not use TDMA but uses nondeterministic CSMA/CA to provide imme-
diate channel bandwidth on demand, which supports event-based traffic in which certain events may cause the need
for a device to immediately transmit an alarm or data packet. While in slotted hopping, a device is forced to wait—it
is only allowed to transmit in the next scheduled slot—which causes latency to increase for event-based data
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20 of 32 RAZA ET AL.

FIGURE 13 Medium access control (MAC) with slotted and slow hopping in ISA100.11a60,147

transmissions. 149 Slow hopping results in more power consumption than slotted hopping since it renders the receivers
to continuously listen to the channel for incoming traffic.147 Finally, the hybrid hopping combines both the slow
hopping and the slotted hopping and flexibly switches between the two.

8.2.3 Wireless Networks for Industrial Automation-Process Automation (WIA-PA)
WIA-PA21 was introduced by the Chinese Industrial Wireless Alliance (CIWA)150 in 2008 and is the national standard
of China. It is another approved standard by the International Electrotechnical Commission (IEC) as IEC-151 in 2011
after the WirelessHART. The standard offers communication specifications and architecture for the process automation
applications. It is based on the IEEE 802.15.4 standard and implements an improved version of the MAC by using three
frequency hopping schemes, which enable it to intelligently cope with the varying network conditions. The MAC takes
a mixed approach by utilizing hybrid approach that uses contention-based and reservation-based mechanisms. WIA-PA
network uses five types of physical devices: host computer (user interface for management and maintenance), a gate-
way device (connects other networks in the plant), routing device (forwards packets through multiple device in multihop
networks), field device (controls or monitors handheld devices), and handheld device (sensors and actuators to monitor
and control the production plant).152 It supports combination of star and mesh network architectures in an hierarchical
way, ie, the routers communicate through mesh topology while the handheld devices, field devices, and routers com-
municate using star topology. WIA-PA recommends reactive approach to enhance further reliability and self-healing by
using redundant routing and gateway devices to avoid network failures.153 To conserve energy, WIA-PA uses two-level
packet aggregation schemes natively: data aggregation at the application layer and packet aggregation at the network
layer, whereas WirelessHART and ISA100.11a utilize one-level packet aggregation. It also employs security manager and
network manager. The former implements and manages security keys and authentication, whereas the later configures
the network, schedules communication, handles routing table, and looks after the overall network.

• WIA-PA PHY and MAC Layer. The PHY is IEEE 802.15.4-2006-compliant, same as the WirelessHART and ISA100.11a.
The MAC is built on the BE mode superframe structure and uses CSMA, TDMA, and FDMA approaches. Unlike the
IEEE 802.15.4 standard MAC, the WIA-PA MAC implements node joining, intercluster management, and retransmis-
sions during the CAP of the superframe.154 Although the inactive period of the superframe is used for duty cycling to
save power of the nodes, however, a part of it is also used for the intracluster and intercluster communications. It sup-
ports adaptive frequency switch, adaptive frequency hopping, and time slot hopping,152 which make it highly reliable,
self-organizing, and self-healing, thus, it can reliably coexist with other networks. The MAC can define frame priorities
and there are four kinds of priorities—highest, secondary, third, and lower priority—and the schedules can be allo-
cated on the basis of the priorities. The synchronization at the MAC is maintained through a time source, nodes take
gateways as time source in intercluster communication and routers in intracluster communication.

Further, there are increasing demands to enable IPv6 datagram to be transported over WIA-PA network, one such
scheme is proposed and evaluated in Wang et al.153

8.2.4 Comparison of industrial standards
Table 5 presents different wireless standards along with their PHY and MAC layer features. The comparison takes into
account different performance metrics that each standard tries to satisfy.
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9 MAC PROTOCOLS FOR CRITICAL DATA DELIVERY IN IWSAN

Apart from industrial standards, we have witnessed other non-standard MAC protocols that can be used in IWSAN appli-
cations because they target to support their critical requirements. Some of these representative protocols can be used as
part of the wireless standards such as WirelessHART and ISA100.11a. Since wireless standards are more of a framework
than complete solutions, these protocols can be helpful for many of the industrial scenarios. We provide a brief descrip-
tion of these protocols focusing on how their MAC design impacts different performance metrics, we also highlight their
advantages and disadvantages.

9.1 GinMAC
Suriyachai et al proposed GinMAC,82 a TDMA-based MAC protocol for the largest European project named GINSENG.62

The deployment of the project was carried out in the largest oil refinery plant located at Sines, Portugal. GINSENG offers
a solution to implement performance control for closed-loop control applications using WSN. The protocol is designed
to support reliable and timely data delivery in industrial process automation. It aims to meet requirements of bounded
delay from the sensor to the sink as well as from sink to actuators. It is based on the tree topology and comprises of the
following unique attributes like off-line dimensioning process, exclusive TDMA, and delay conform reliability control.

In off-line dimensioning, the application traffic patterns and channel characteristics are determined before deploy-
ment. Calculations of transmission schedule are performed off-line and predeployment. Therefore, the protocol exhibits
predictable performance. TDMA frame consists of basic slots, additional slots, and unused slots. Basic slots are used by
sensors such that within the frame length F, each sensor forwards one message to the sink and the sink can forward
one message to each actuator. Additional slots are used exclusively for reliability purpose in order to improve reliability
control. Finally, unused slots are used purposely to introduce duty cycling to conserve energy of the nodes. In exclusive
TDMA and delay conform reliability control, fixed size TDMA slots are used. An exclusive slot is only used by its owner
and cannot be reused by other nodes.

Although GinMAC suitably tailors to control loop applications where the data must reach the sink in a converge-cast
pattern, which is common in IWSAN scenarios, it has some limitations for scalability. The protocol does not support large
number of nodes. It is restricted to only 25 nodes because of exclusive TDMA slot usage. This restriction is not a problem
for the targeted application. However, to make this protocol more usable in IWSAN scenarios that require a large number
of nodes, it needs much improvement for scalability.

9.2 PriorityMAC
Shen et al155 proposed PriorityMAC protocol for critical traffic in IWSAN. It is a priority-enhanced MAC protocol and
provides service differentiation for traffic categories of different priorities. The priority mechanism enables high priority
traffic to hijack the transmission bandwidth of low priority traffic.155 It considers three kinds of traffic categories according
to priority like safety, control, and monitoring. Among them, safety is the most critical, then control, and finally monitor-
ing. The traffic needs to be transmitted with low latency and high reliability according to its priority. The critical traffic is
prioritized over noncritical traffic in order to avoid system instability and losses, because the unpredictability regarding
the arrival of critical traffic (aperiodic traffic) creates difficulties with regard to making a suitable scheduling or reserving
the wireless bandwidth. It employs WirelssHART and ISA100.11a as a baseline, and offers a MAC mechanism to improve
access for critical traffic. The experimental evaluation shows a reduction of 94% latency for high priority traffic and 93%
for secondary priority traffic on average. The experiment was conducted through TinyOS on TelsoB motes. The working
principle of the protocol is that it employs four distinct access methods (AM) concurrently operating within the protocol
and meeting requirements of different traffic categories (TC). Each of the TC conforms to one AM. There are four traf-
fic categories denoted as TC1, TC2, TC3, and TC4. Each of them uses its corresponding AM for medium access. TC1 has
the highest priority over TC2 and then TC3 and TC4. TC3 and TC4 utilize TDMA, and TC2 uses joint back off and indi-
cation approach. When there is a TC2 packet that has to be transmitted, it starts a back off process. During back off, it
sends a jamming indication to defer the attempts of TC3 and TC4, meanwhile it also takes care of the same or the high
priority traffic by listening to the medium so that any possible collisions can be avoided. TC1, having the highest prior-
ity, persistently sends jamming indication until the channel is found idle, after that, it begins transmission. The design
strategy is that the PriorityMAC can hijack time slots of low priority traffic by deferring and even destroying its attempt
and transmission. There is a set of access methods for PriorityMAC and high priority indication space (HPIS) associated
with AM to differentiate the channel access. TDMA access mechanism within the protocol works by an algorithm, which
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utilizes time slot series known as superframe duration to allocate bandwidth to each communication link. Thereby, allow-
ing each link to get a periodic chance to utilize its dedicated slots to transmit its packets. A slot is then further divided
into a series of subslots considered as minimum time unit. HPIS is introduced and is composed of two subslots. HPIS is
inserted between the end of a slot and the start of the next slot. It allows high-priority traffic while deferring the lower pri-
ority traffic, alongside, it also avoids collisions with same or high priority traffic. Although the protocol provides packet
differentiation, the design complexity is very high. Moreover, the access delay of high priority traffic is nondeterministic.

9.3 QoS-MAC
Suriyachai et al156 proposed a QoS-aware MAC protocol, which aims to provide predictable end-to-end message transfer
delay and reliability. Authors define a collision-free TDMA schedule by employing fixed length time portion known as
epochs. A node having no data to transmit in its reserved epoch simply transmits a control signal to its parent indicating
no transmission. Cross-layer approach is employed by embedding routing at MAC. Topology awareness is built in the
MAC layer to ensure deterministic end-to-end transport performance. Each node follows a different duty cycle to save
energy depending on its position in a predetermined tree topology. Retransmission slots are reserved to cope with the
wireless errors and consume extra energy. Although the design aspects of the protocol match the IWSN application classes
that require different QoS guarantees, synchronization problems can occur frequently due to clock drifts in child-parent
sensor nodes. Proper slot assignment and duty cycling require each nodes to determine their position in the tree which
causes the protocol not to scale well for large networks.

9.4 WirArb
Wireless arbitration (WirArb) is priority enhanced MAC protocol157 targeting IWSAN applications. It is based on different
arbitration frequency levels, which gives an ordered channel access to each network device. In this way, nodes with highest
priority gain immediate access to the medium and thus achieve real time performance for time-critical traffic. Zheng et al
consider TDMA to be less suitable for safety systems in industries because these systems need immediate response to
trigger and cannot wait for their dedicated TDMA slots to proceed with their transmission.

The arbitration phase of the protocol consists of two phases: arbitration decision period, which processes the channel
access requests and determines a channel access order, while arbitration execution period handles the data transmission.
In this way, a node having the highest priority accesses the channel first. The network nodes need to forward their channel
access requests to the gateway prior to data transmission. This requires all the devices to be synchronized with the gateway.
For the gateway to identify different channel access request signals, a new PHY mechanism has to be built in both the
receiver's gateway and the transmitter of the network devices. In this way, the event priorities are mapped with sub-carrier
frequencies. Each device is pre-assigned a specific subcarrier frequency and these frequencies remain orthogonal to each
other.

Although WirArb promises to meet hard real-time requirements with predictable performance, it adds complexity into
the existing PHY layer. Besides, the protocol does not explain how the devices send their channel access requests to the
gateway and synchronize with the it. With increasing number of devices, the channel access requests increase and can
cause access competitions. Moreover, the protocol is only evaluated analytically through discrete Markov chain, therefore
its practical performance remains to be determined. The protocol is still in its early stages of development and several
challenges need to be resolved for its actual deployment.

9.5 Breath
Park et al75 suggested Breath, an adaptive protocol for industrial control applications for reliable and timely data transmis-
sion while minimizing energy consumption. The protocol is a simple cross layer protocol based on randomized routing,
CSMA/CA MAC, and duty cycling. The basic design scheme depends on a constrained optimization problem where the
objective function is the energy consumption and the constraints are the reliability and delay. The authors give a clear
analytical relation among reliability, delay, and energy consumption as a function of MAC, routing, and duty cycle. They
systemically verify their approach based on sound approximations. An adaptive algorithm is proposed which dynamically
adapts to the network traffic and channel conditions as per the application requirements. A feedback based control loop
scenario is considered consisting of plant, sensors, and controller. The goal is to remotely control the plant over a multihop
WSN. Multihop capability is achieved through cluster based topology with h-1 relay clusters. A data packet reaches the
sink through relay clusters taking a multihop route. Breath uses randomized routing instead of fixed routing approaches
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TABLE 6 Comparison of MAC protocols based on
different performance metrics

Protocol Metrics Comparison
Protocol Reliability Delay Energy efficiency Scalability
Priority MAC ✗ ✓ ✓ ✗
QoS MACS ✓ ✓ ✓ ✗
WirArb ✓ ✓ ✗ ✓
Breath ✗ ✓ ✓ ✓
GinMAC ✓ ✓ ✓ ✗
DMA-MAC ✓ ✓ ✗ ✗

because it offers flexibility for mobile equipments and reconfiguration for control applications. On the other hand, fixed
routing schemes impose considerable overhead of maintaining routing tables.

Evaluation of the protocol was done on a testbed with TinyOS and Tmote sensors in indoor environment with AWGN
and Rayleigh fading channels. The protocol outperformed an IEEE 802.15.4 implementation with respect to energy effi-
ciency and reliability. Though, Breath targets control and actuation applications but with the use of CSMA scheme while
adapting to varying network conditions, the protocol cannot offer high reliability for these applications which characterize
precise process models.

9.6 Dual-mode adaptive MAC (DMA-MAC)
Kumar et al158 proposed DMA-MAC protocol which is specifically designed to support feedback based process control
applications for IWSAN. It is based on TDMA superframe structure and mainly focuses on two operational states of
feedback-based process control namely: transient state and steady state. The protocol meets varying traffic requirements
of both operational states of the control hence dual-mode (having two modes). The design of the protocol is mainly influ-
enced by the GinMAC protocol with some changes to support two operational modes. It aims to support key performance
metrics such as reliability, predictability, throughput, low delay, and energy efficiency. The protocol switches between two
operating modes and the act of switching is a critical procedure. Switching takes place based on a predefined threshold
breach observed by the sensor nodes. The transient to steady state mode switch is performed on the basis of preset char-
acteristics, whereas the steady to transient state switch is observed and notified by the sensor nodes to the sink. Because
of its dual-mode ability, it handles large traffic loads of transient state and switches back to the steady state adaptively
to support low traffic loads and conserves energy. It has two separate superframes, one for the transient state and the
other for the steady state. The protocol considers the network manager as an integral part of the overall network solution
and can be used as a part of the wireless standards like WirelessHART and ISA100.11a. The superframe has notification
slots for state switch notifications, sensors slots to transmit the sensor measurements to the sink, retransmission slots to
enhance the reliability, controller slot to process control decision, actuators slots to receive commands from the controller
via the sink, alert slots to alert the sink to switch for the operational modes, and sleep slots to conserve energy. Although
the protocol takes into account the process dynamics and service differentiation, it has some limitations for scalability. It
is limited to only 25 nodes and does not scale well because of TDMA usage and strict delay requirements. Because of the
dual-mode nature, the protocol has a complex protocol design resulting in a large code space, which affects the hardware.

9.7 Comparison of MAC protocols
Table 6 gives the comparison of the all the aforementioned protocols. This comparison is based on different performance
metrics that each protocol targets to improve. Although all these MAC protocols try to satisfy the stringent requirements
of IWSAN applications, they do not fully conform to all the performance metrics. Therefore, more research is needed
in developing MAC schemes. The goal is to overcome the existing challenges and focus on future research directions
while proposing new protocols that can help realize the smart industry initiatives. Therefore, our next discussion revolves
around existing challenges and future directions.

10 IWSAN CHALLENGES AND FUTURE DIRECTIONS

IIoT159,160 is the major breakthrough which promises to revolutionize the industries and lead to the Industry 4.0
revolution.10,161 The advancement in IWSAN is the foundation to strengthen Industry 4.0. Several standards, protocols,
and techniques have been proposed to advance the concept of IWSAN, however, their practical implementations posed
several limitations and challenges, which need serious practical solutions. Therefore, future research on protocol design
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has to focus on these challenges and look for appropriate design alternatives to avoid similar limitations and weaknesses
in the future. Below, we highlight important future directions that should be taken into account when proposing new
protocols.

10.1 Scalability
Scalability refers to the ability of a system to scale well or provide a high degree of flexibility.76 It supports adaptivity to
changes with respect to addition and removal of nodes or functionality without degrading its existing performance. Gen-
erally, IWSAN may require hundreds or even thousands of nodes, therefore, communication protocols need to be scalable
to comply with such requirements. However, the development of scalable MAC protocols is a nontrivial task and imposes
a huge challenge. Existing wireless standards such as WirtelessHART and ISA100.11a largely utilize TDMA-based pro-
tocols, which impose strict constraint on the number of participating nodes and at the same time satisfy application QoS
requirements. Besides, they both follow centralized approach which cannot easily adapt to abrupt changes as required by
industrial applications.60 Therefore, in order to achieve better performance, IWSANs require protocols that can support
scalability at different layers of the protocol stack.

10.2 Promote coexistence
IWSANs require low-power wireless networks to constructively coexist with one another and with other technologies and
standards. It is envisaged that the number of connected devices will grow exponentially in the near future, which may
cause massive interference. Most of wireless standards operate in ISM band, which has left the band more crowded caus-
ing cross technology interference and self-interference.162 Although current wireless standards exploit channel diversity
and time diversity techniques as in WirelessHART,163 ISA100.11a, and IEEE 802.15.4e to negate the effects of interfer-
ence so as to promote coexistence, industrial environment introduce potential sources of interference such as electric
motors, inverters, ignitions systems, voltage regulators, generators, frequency converters, thermal noise, friction-induced
noise, and other RF signals.73 Because of these, deep fades and channel impairments cause packet loss and link failures.
Therefore, PHY and MAC layer schemes need to be well exploited to intelligently avoid such adverse effects and make
the network more resilient.

10.3 Distributed architecture and mobility
Distributed architectures and protocols can conveniently support scalability and manage dense networks and failure of
a single device does not lead to overall network failure.164 Every network device shares the load of computation and pro-
cessing. Further, distributed network architectures can flexibly cope with the dynamic environment such as networked
mobile robots working in dangerous areas or nuclear power plants. High mobility and varying network topologies are ade-
quately supported by the distributed approach, whereas centralized approaches cannot cope with the dynamic scenarios
and mobile nodes. Besides, centralized approaches become a bottleneck when the network is scaled up.60 In multihop net-
works, distributed architectures are more suitable compared with centralized approaches. However, these architectures
come at the cost of increased complexity and large overhead for maintaining and managing the overall network. 131

10.4 Interoperability across protocols and standards
IWSANs require new standards and solutions be compatible with existing infrastructure in order to collaboratively sup-
port one another. The need to upgrade the existing infrastructure with addition of new functionality requires that the new
standards can coexist reliably. Therefore, interoperability supports the seamless integration of new solutions and function-
alities into existing processes and systems.165 Further, IWSAN is a heterogeneous environment having wired networks,
legacy systems, and other wireless solutions working together, which cause heterogeneity across protocols, interfaces,
and subsystems.166 The standards like wirelessHART, ISA100.11a, and WIA-PA have many features in common but lack
compatibility with each other, so convergence is by getting all these standards to adopt same protocols in order to pro-
mote interoperability. Therefore, new protocols and standards should encourage open solutions and uniform frameworks
to enhance interoperability.
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10.5 Joint support for sensors and actuators
IWSANs include several processes distributed over multiple locations, which cause each actuator node to serve as a sink
for a group of sensor nodes. Managing and coordinating multiple sinks and communication among them increase the
complexity of the network management.1 Most of the existing MAC protocols mostly focus on the sensor-to-sensor or
sensor-to-central coordinator (sink) communication only. They are not designed to work well with sensors-to-actuators
and actuators-to-actuators communication.2 As discussed in Section 5.1, actuators are different from sensors since actu-
ators precisely make appropriate adjustments on the basis of the controller decision. Therefore, they impose strict
constraints on latency and reliability.8 This requires that new standards and protocols targeting IWSAN should equally
be optimized for sensors as well as for actuators.

10.6 Cross-layer design schemes
Most of the communication solutions tailored to WSNs are based on the layered protocol architecture of the OSI model
because of its to simplicity and modularity.84 However, because of the constrained resources of WSNs, the increasing
trend is to utilize the cross-layer approach in developing protocols in which two or more layer can coordinate and share
the information with each other to optimize network performance. Significant energy improvements have been achieved
through cross-layer design for the WSN in previous studies.167-169 The interlayer interactions utilize layer-specific prop-
erties to work as a unified framework to reach better results. For instance, the interference and multi-path effects at the
PHY layer effect the MAC layer, similarly schedules construction at the MAC layer is influenced by the decisions taken
by the routing layer. The trade-off complexity at the MAC layer among various performance metrics cause degradation
for many QoS parameters and this can can be greatly balanced through cross-layer interactions. IWSANs protocols need
to follow a cross-layer interaction to achieve required balance among reliability, low latency, scalability, and energy effi-
ciency. However, cross-layer protocols come at the cost of increased complexity, hence, versatile schemes are required to
reduce this complexity.

10.7 Security
Security of wireless networks is more challenging as compared with wired networks, because wired networks can
physically restrict the network to a desired premise through wires.

Whereas, the wireless network cannot be restricted to desired geographic locations because of signal propagation, which
makes it vulnerable to security attacks. WSNs are not an exception to the security, they are susceptible to various security
attacks such as denial of service, node tampering, node control, network injection, interference,170 etc. Protection against
these risks should guarantee a secure communication especially in the context of IWSAN. Hence, security should be
taken as an integral part IWSAN solutions. The security measures in protocols should take into account the objectives of
confidentiality, integrity, authentication, and nonrepudiation during the entire communication flow.

The major industrial standards take security as an integral part of the communication by providing a dedicated security
manager such as in WirelessHART, ISA100.11a, and WIA-PA.171 WirelessHART provides security features both at the
MAC and network layers, it uses encryption mechanisms at the MAC, while the network layer ensures data integrity.
ISA100.11a provides security both at the MAC and transport layers. MAC offers hop-to-hop security, whereas transport
layer handles end-to-end security. Besides, it generates symmetric keys for both message integrity and confidentiality and
optional asymmetric keys for the devices that wish to join. Though, security is crucially important, yet it incurs additional
overhead and puts lot of processing and computational burden on constrained sensor nodes, which consume energy.
Therefore, a balanced trade-off between security schemes and energy consumption should be ensured so that limited
resources are not wasted. Further studies on security issues can be found in Walters et al, Wang et al, and Chen et al. 172-174

11 CONCLUSION

IWSANs are the gateway to the IIoT, which serve as a ubiquitous infrastructure for the Industry 4.0. This imposes require-
ments of high reliability, low latency, scalability, energy efficiency, and security. Although, several low-power wireless
standards and infrastructure protocols, which try to satisfy such requirements, have been developed, they do not fully
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comply with them. In the quest to explore possible solutions, the focus is to overcome the existing challenges and explore
future research directions. In this paper, we extensively surveyed the existing standards and solutions with main focus
on their MAC protocols. We analysed their potentials in satisfying the IWSAN requirements. Our main emphasis was on
the industrial control applications because they impose severe challenges. In this regard, the MAC layer can greatly help
satisfy such requirements and improve the desired performance metrics. Several MAC protocols have been developed to
support general WSN applications but they are not suitable for IWSANs because of the presence of actuator nodes. There-
fore, more research efforts and innovative approaches are needed to developing sophisticated protocols so as to seamlessly
step into the Industry 4.0.

As a future work, one direction can be to develop a sophisticated MAC scheme to support diverse industrial big data
traffic for reliable monitoring and control applications. Another direction is to design a novel communication protocol
for reliable and efficient data transmission in diverse industrial applications.
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11. Nikoukar A, Abboud M, Samadi B, Güneş M, Dezfouli B. Empirical analysis and modeling of bluetooth low-energy (ble) advertisement

channels. In: 17th Annual Mediterranean ad hoc Networking Workshop (MED-HOC-NET). IEEE; 2018; Capri, Italy:1-6.
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