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ABSTRACT

Cognitive radio sensor networks (CRSNs) have been proposed to serve as a reliable, robust, and ef-
ficient communications infrastructure that can address both the existing and future energy manage-
ment requirements of the smart grid. The existing and envisioned applications of CRSN-based smart grid
include substation automation, overhead transmission line monitoring, home energy management, ad-
vanced metering infrastructure, wide-area situational awareness, demand response, outage management,
distribution automation, asset management. To realize these applications, in this paper, honey bee mating
optimization-based routing and cooperative channel assignment algorithms have been proposed. The de-
veloped framework significantly decreases the probability of packet loss and preserves high link quality
among sensor nodes in harsh smart grid spectrum environments. The proposed approach performance
has been evaluated in terms of packet delivery ratio, delay, and energy consumption demonstrating that

Clustering

it has successfully addressed the QoS requirements of most of the SG applications presented.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

The existing power grid is built a century ago, which means
its outdated and does not meet the new power demands. Wireless
sensor networks (WSNs) have been proposed to effectively moni-
tor, control and operate the power grid [1]. The existing and en-
visioned applications of WSN-based smart grid include substation
automation, overhead transmission line monitoring, home energy
management, advanced metering infrastructure, wide-area situa-
tional awareness, demand response, outage management, distribu-
tion automation, asset management. It is evident that these ap-
plications have different quality of service (QoS) requirements in
terms of bandwidth, reliability and latency as shown in Table 1
[1]. However, recent field tests have shown that wireless links in
smart grid environments have high packet loss rates and varying
link qualities because of power grid equipment noise, obstructions,
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electromagnetic interference, multipath effects, and fading [3]. In
these field tests, it has been observed that the average noise level
varies between —89 dBm and — 93 dBm in outdoor 500 kV substa-
tion environments. Please note that this noise level is much higher
than that of outdoor noise levels, which has been observed as
— 105 dBm. Thus, the main design challenge of WSN-based smart
grid applications is to enable reliable and energy-efficient data de-
livery under adverse wireless communication conditions of smart
grid propagation environments [4].

To this end, cognitive radio sensor networks (CRSNs) can re-
solve the bandwidth scarcity issues in smart grid by permitting a
sensor node to transmit in unused spectrum holes without caus-
ing harmful interference to neighboring nodes. In CRSN, if a sec-
ondary user (SU) encounters the high noise and/or primary user
(PU), it changes its spectrum band or stays in the same band with-
out creating interference with the licensed-user by adapting its ra-
dio parameters. In unlicensed spectrum bands, all users have the
same right to access the unlicensed spectrum bands by avoiding
noisy channels [5]. Hence, CRSNs can enhance the spectrum uti-
lization efficiency to address communication challenges of WSN-
based smart grid applications, which are time and location depen-
dent link-quality variations, harsh environmental conditions, re-
source, energy, and memory limitations of sensor nodes.
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Table 1

QoS requirements of WSN-based smart grid applications [1,5].
Applications Bandwidth Reliability Latency
Price signalling 9.6-56 kbit/s 99% 2000 ms
Substation Automation (SA) 9.6-56k kbit/s 99.0-99.99% 15-200ms
Overhead Transmission Line Monitoring ~ 9.6-56 kbit/s 99.0-99.99%  15-200ms
Automated feeder switching 9.6-56 kbit/s 99% 1000-2000ms
Home energy management 9.6-56 kbit/s 99.0-99.99%  300-2000ms
Distribution Automation (DA) 9.6-56 kbit/s 99.0-99.99%  20-200ms
Distribution Management (DM) 9.6-100 kbit/s 99.0-99.99% 100 ms-2 second
Wide-Area Situational Awareness 600-1500 kbit/s 99.0-99.99% 15-200ms
Advanced metering infrastructure 10-100 kbit/s per node, 500 kbit/s for backhaul = 99.0-99.99%  2000ms
Demand Response 14-100 kbit/s per node 99% 500-ms several minutes
Outage Management 56 kbit/s 99.0% 2000ms
Residual energy management 9.6-56 kbit/s 99% 1000ms
Asset Management 56 kbit/s 99.0% 2000ms
Vehicle to Grid (VG) 9.6-56 kbit/s 99.0-99.99%  2sc-5 min

To address these challenges, in this paper, a honey bee mating
optimization-based routing and cooperative channel assignment al-
gorithms for WSN-based smart grid applications is proposed. The
proposed communication framework deals with the channel im-
pairments by opportunistically switching among different spec-
trum bands and employs clustering-based routing for organizing
CRSN into a connected hierarchy for load balancing and prolonging
lifetime of CRSNs in the smart grid. To this end, the dynamic spec-
trum access capabilities of the proposed system are benefited to
mitigate the noisy and congested spectrum bands, yielding reliable
and high capacity links for low-power wireless communications
in smart grid. The developed approach significantly decreases the
probability of packet loss and preserves high link quality among
sensor nodes in various smart grid applications. Overall, the main
contribution of this paper is the design of spectrum-aware and bio-
inspired routing algorithm maximizing spectrum usage efficiency
in harsh smart grid spectrum environments. Comparative perfor-
mance evaluations demonstrate that the proposed approach is effi-
cient in terms of packet delivery ratio, delay and energy consump-
tion.

The rest of this paper is organized as follows. Section 2 dis-
cusses the related work. Section 3 explains the proposed cluster-
ing, channel assignment and routing algorithms. Section 4 presents
the network model, channel model and simulation parame-
ters. Section 5 shows comparative performance results. Finally,
Section 6 concludes the paper.

2. Related work

Due to late recognition of smart grid applications, the research
on smart grid communications protocols design is found to be lim-
ited [2]. Although some QoS-aware routing protocols [5-13] for
smart grid exist, but their scope is limited to certain smart grid ap-
plications, such as price signaling, automated metering, and emer-
gency handling. The majority of these existing solutions have been
designed to meet application-specific design objectives and re-
quirements in a particular scenario. Though these studies guide de-
sign decisions for WSN-based smart grid applications, most of the
existing routing schemes achieve one or two of these design objec-
tives at the expense of others. For example, energy saving during
data collection introduces excessive delay in the network. More-
over, they generally ignore the impact of external interference and
noise on transmission reliability in harsh smart grid (SG) environ-
ments [2]. Furthermore, they do not have the ability of channel
adaptation to alleviate the interference induced at a certain chan-
nel due to the power grid equipment.

Recently, cognitive radio sensor networks (CRSNs) have been
proposed to serve as a reliable, robust and efficient data aware
communications infrastructure that can address both the existing

and future energy management requirements of the SG [5]. The
study in [5] proposes a QoS-aware communication framework in
CRSNs for smart grid applications. The designed framework pro-
vides energy efficient data delivery with low end-to-end delay in
the network. However, it faces the problem of data redundancy
and node memory overflow during routing, which leads to high
data packet collisions in the network. In addition, it does not con-
sider the issue of unnecessary multi-hop data packet transmission
and data path looping in the network.

Furthermore, in [15] a spectrum-aware cluster based routing
scheme for CRSNs is proposed. However, it consumes a significant
amount of energy while finding an appropriate next hope relay
node in the network. Therefore, the routing in CRSNs in the con-
text of collision free cooperative spectrum sensing is still an impor-
tant problem for SG applications, yielding bursty traffic depending
on the event characteristics. Recent field tests show that the time
varying nature of the smart grid environment due to the varia-
tions of spectrum availabilities needs frequent re-channel assign-
ment [1,4]. However, the existing network solutions due to their
fixed or inefficient channel allocation strategies fail to handle dy-
namic spectrum access challenges and thus, they are not resilient
or efficient enough to provide desired reliable data delivery for
WSN-based smart grid applications [2].

Although these studies [5-15] provide valuable insights for
WSN-based smart grid applications, they generally ignore the im-
pact of fading, external interference and noise on transmission re-
liability in smart grid. Moreover, they do not incorporate dynamic
channel adaptation to mitigate the interference induced at a cer-
tain channel due to the power grid equipment, and hence, the de-
lay and energy efficiency performance is substantially hampered
for the sake of achieving communication reliability. Therefore, in
this study particular importance is given to design an energy-
efficient bio-inspired routing scheme improving spectrum usage
efficiency in harsh smart grid environments. The comparison ta-
ble showing the differences between the proposed approach and
the existing studies is presented in Table 2. In this table, the re-
liability is a metric of how reliable a communication system can
perform data transfers. Some of the SG applications, such as sub-
station automation, overhead transmission line monitoring, auto-
mated feeder switching, expect highly reliable data communica-
tion, and some of them can tolerate some packet losses in com-
munications. In addition, throughput is the rate of successful mes-
sage delivery over a communication channel for SG applications
presented in Table 1. The energy efficiency is the usage of less
energy to provide the same services for long time for various SG
applications. Generally, the design and implementation of WSNs is
mainly constrained by limited battery energy supply. For this rea-
son, communication protocols for WSNs-based SG applications are
mainly tailored to provide high energy efficiency.
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Table 2
Comparison of routing solutions in smart grid.

Routing solution Architecture

Spectrum aware

Energy efficient  Reliability Aware  Throughput aware

Proposed solution Clustering J

DCA [5] Flat Vv
HRL-AODV [6] Flat
Lin et al., [7] Flat
Ronghui et al., [8] Tree
Li et al,, [9] Flat
HWMP [10] Flat
Kwangsoo Kim and Seong-il Jin [11]  Tree
Sungwook Kim [12] Flat Vv
SCR [15] Clustering J

v v v
V
J v
W
J
V
W,
V
N

3. Proposed clustering, channel assignment and routing
algorithms

Over the last few decades, nature-inspired intelligence has be-
come increasingly popular in advanced communication networks
and information systems design. Several meta-heuristics have been
developed to create a robust search tool to handle optimization
and local optima problems in various research domains. In general,
these meta-heuristics are designed to attack complex optimization
problems and have been found to be effective in dealing with sev-
eral NP-hard problems, where classical optimization methods have
failed to be effective and efficient in various scientific and engi-
neering domains [16].

Recently, the evolutionary algorithm, a form of meta-heuristic
has become one of the most popular techniques in both theoretical
analysis and industrial applications and is used as an optimization
tool in different research fields [17], to solve real-world problems.
These problems are usually very challenging for the conventional
computing techniques, the main purpose of the nature-inspired
evolutionary algorithms is to identify the mechanism of such com-
plex computational systems and to develop a flexible, proficient
and robust technique with a realistic execution time near optimal
results. In evolutionary algorithms, the fitness function is responsi-
ble for measuring the quality of an individual. To this end, the in-
dividual with superior quality has more chance to be elected as a
solution of the initial population. In the mating pool, several avail-
able variation operators, such as crossover, mutation and selection,
also can be used to alter recent information. Generally, the evo-
lutionary algorithm follows user-defined instructions under which
recombination and mutation are made.

The Honey-bee Mating Optimization (HBMO) a typical nature-
inspired approach in which the search algorithm is inspired by
the process of real honey bees mating to address highly nonlinear
combinatorial optimization problems in various science and engi-
neering fields [18]. The queen and drone bees are the most impor-
tant members of the family in a bee colony. A queen bee which is
the only member can lay eggs and has the responsibility of repro-
ducing individuals. A drone can be considered as a father of the
colony which only acts as an amplifier for its queen genome with-
out altering its genetic inheritances, except for mutations. During
modelling the mating process, the queen bee keeps producing new
members where the genome is attached to one solution (to one
bee) for the family with multiple male (drone) bees for the studied
optimization problem [19]. These above mentioned advantages of
the evolutionary approaches make them appropriate for the com-
plex problems associated with the highly unpredictable smart grid
communication environments.

Furthermore, in recent years spectral clustering has gained an
increasing interest due to its simplicity and ease of implementa-
tion in a wide-range set of applications, such as image processing,
data mining and biological etc., to solve modern clustering prob-

lems [20]. For a given set of data points {x;}I_;, x;€ R™d (x is a

data point ranges from i = 1 to n in region R having dimensions [
x d), the goal of the spectral clustering is to distribute the data
points into groups based on their similarities between all pairs
of data points. In spectral clustering algorithms, the point of de-
parture is a weighted similarity graph G(V, E), where the weights
correspond to the pairwise similarities and vertices correspond to
data points [21]. The Evolutionary Spectral Clustering techniques
based on these weights form the Laplacian graph and calculate the
Eigen decomposition of this Laplacian. To perform bi-partitioning
of the given data, where large numbers of clusters are created,
most of the developed algorithms use the thresholding notion for
the second eigenvector of the Laplacian mean. Hence, the eigenvec-
tor with the second least eigenvalue is nominated. However, to find
a k-way clustering directly the designed algorithm uses multiple
eigenvectors. Further, since the queen in the family of a bee colony
is the fittest individual, it is expected that this will evolve better
solutions, if the new generated solution does not satisfy the indi-
vidual best solution. This leads to local minima problem to find the
robust optimal clustering and routing solution in highly dynamic
smart grid environments. Therefore, instead of relying on the mu-
tation operator for the new generation, we extract the advantages
of evolutionary algorithms and apply cross over, mutation and se-
lection operators to find the best existing optimal or near optimal
solution for the new generated bees (broods). Hence, inspired by
the above mentioned advantages of the evolutionary spectral clus-
tering approaches, we developed a hybrid Energy-efficient Spectral
Honey bee Mating Optimization-based Clustering (ESHC) algorithm
to solve complex clustering problems in energy efficient manner
for CRSNs-based smart grid monitoring applications.

3.1. Energy-efficient spectral honey bee mating optimization-based
clustering (ESHC)

In our proposed hybrid clustering algorithm, one of the main
objectives is to find an energy-efficient clustering solution at low
complexity in the network. In the proposed approach, the func-
tion of minimum Euclidian distance information plays a key role
to minimize high transmission energy consumption cost by pro-
viding stable links among sensor nodes in the network. The pro-
posed honey bee mating optimization-based clustering algorithm
is inspired by the process of mating in a real honey bee colony
where the queen, drones and brood bees have their own genome
composed of genes. This genome is attached to each individual so-
lution (one bee) of the studied optimization problem while mod-
elling the mating process. A list of numerical values is used to de-
scribe one genome where each value is attached to a decision vari-
able (gene) that indicates an unknown of the problem solutions,
including the best solution, candidate solution and the trivial solu-
tion. The fitness function of the problem from such a list depends
on the values of unknowns (greater or smaller) and presents the
genome associated (bee) solution in a stronger or weaker man-
ner. This genotype representation presents a solution (bee) that
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has several unknowns (genes) equivalent to the total number of
clusters. This solution forms the essential part of the designed al-
gorithm, which studies clustering at the lowest network cost (the
best performance). Here, the aim of generating high quality is to
find the fittest clustering solutions, which maximizes the fitness
function for each individual cluster generated in the network. In
the proposed distributed scheme, a sink node is responsible to ini-
tiate clustering process for partitioning the set of nodes into multi-
ple groups based on their similarity values where each group cor-
responds to a set of clusters. The entire network goes through five
different phases, as discussed below:

Phase 1: Generating the drone set and initial queen

At the beginning, an initial population of individual bees (sen-
sor nodes) is generated (of size n=200) for the potential solution
of the problem by using a random number generator and each in-
dividual is evaluated by a predefined fitness function. Each genome
randomly builds within admissible ranges of the variables by con-
sidering its genome list of similarity of the unknowns. Then, based
on the fitness function values, the initial population of bees is
ranked decreasingly and the one with the best quality solution is
selected as an initial queen bee (9Q;) in the existing population for
the current round in region R;. After employing a queen bee, the
remaining solution forms a list of drones (trivial solutions) ranked
in decreasing order to mate with the queen during the first mat-
ing flight. In addition to its genome, the queen is characterized by
her spermatheca capacity (Sc,) as well as her speed v(i) and/or en-
ergy E(i). The spermatheca capacity is equal to the maximum num-
ber of drones that may mate with the queen. Herein, it is set con-
stant during all mating flights. An initial population (P;,;) of drones
and queens in the entire search space to study the clustering prob-
lem can be numerically indicated as:

Pri=Y B (1)
i=1
k=n-1
%= O (2)
i=1
1
D=y D 3)
i=1
Sei(Q)™ =3 (se))” (4)

i=1

where B; represents the individual bees to initialize for n = 200,
Q; shows the best individual bees (queen bees) of size k =23 in
different regions Ry, ., D; indicates the drones of size | =177.
In Sc;(Q;)Prest , Sc;, i€ {1,2,...,n} is the spermatheca capacity of a
queen Q; containing best drones D, for mating of maximum size
Dj, j=10.

Phase 2: Mating flight

In mating flight, the current queen bee Q; (i.e., the best clus-
tering solution leading to the lowest clustering network cost in re-
gion R;) randomly selects some drones from the drone’s popula-
tion list D, and mates with each individual drone and stores resul-
tant genome in her spermatheca. The queen Q; before leaving the
hive is initialized with some energy and/or speed parameter values
randomly generated between 0.1 and 1. The probability of mating
among the drones D, and queen Q; can be numerically computed

as follows
Py(Qi. Dn) = exp(—Af/ Qb ()

exp(—|f(Qi) = F(D))/ Dby (t) (5)

where P, (Q;, Dy) is the mating probability of a queen Q; to a set of
drones Dy, QL(:‘) (t;) is the queen speed at time t;, f(Q;) and f(D;)
are the performance functions of Q; and D;, respectively.

The above function is highly associated with the queen speed
and offers superior values when the queen speed is greater or
when the drone fitness function is closed to the queen fitness
function. Herein, mating probability can also be measured by gen-
erating a random number P,(Q;, D;) > r, where random number r
€ [0, 1]. If the generating probability is greater than Othen drone
D; can successfully mate with the queen and his genome is stored
in her spermatheca. The queen speed and energy decay iteratively
depending on the time t; even if the mating process succeed or not
can be numerically indicated as follows

Qintiisn) = Qg tirn) = (ke — 8D L) (6)

where 9 ¢ [0,1] indicates the decay coefficient and § shows the
energy loss after each iteration. The above process repeats either
until the queen’s speed/energy decays down to a minimum level

as anm[u(i)] and Q'min[E(i)] or until queen spermatheca is full.

Phase 3: Breeding Process

In the breeding process, a drone D; genome is randomly se-
lected from the queen spermatheca and combine with the queen
own genome by applying crossover operator which leads to
genome of a new bee (B;). The Genetic algorithm is used here with
a single heuristic crossover operator to generate new genome can
be numerically indicated as:

Bi = Qi+ y (r(Qi+Dy) (7)

where B; is the new generated bee, D; indicates the drone genome
randomly selected from the queen Q; spermatheca, r in a random
number € [0, 1] and y helps to round solution towards the nearest
integer.

Phase 4: Brood fitness improvement by applying Evolutionary
operators

After generating an initial population of the new bees an ex-
tracted looping feature of the EA algorithm, including selection, re-
combination/crossover and mutation operators are applied on each
individual broods, until termination criterion is satisfied for the
complete clustering solution as Cq,Co, ..., Cn. Herein, it is assumed
that the applied evolutionary operators are equal to the number
of worker bees. By applying selection mechanism, proposed algo-
rithm produces new individuals of the new generation where each
individual solution (clustering solution as an individual string) is
measured based on its fitness value. The selection operator is re-
sponsible to assign each set of pair of bees (sensor nodes) a posi-
tive weight wy; in the current population to find a partition graph
(G) such that G € wy. The value of this assigned weight is based
on Euclidean distance function which is proportional to the fitness
function (Fit) of each individual bee in the string S;. Thus, the prob-
ability of a particular string is being selected can be formulated as
follows

_ Fit(S;)
i Fit(S))
The strings with better fitness values, i.e. lower cost have

greater probability of being generated. The probability of an indi-

vidual bee B; selected in string S; with the highest weight is given
as follows

Ps,) (8)

Fit(B;)
> j_1 Fit(By)
In generationk, we denoted the bee population members as
Xk Xk xk, where each population member represents an indi-
vidual sensor node. Assume that an individual having n genes and

P, = 9)
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each of them can be denoted as 0O for the dead or inactive bee
(node) with insufficient energy and 1 for the active node hav-
ing sufficient amount of energy. Then,n individual solutions of the
population @, can be numerically described as follows

Vie {x{. x5, ... xf}andVje {5, ..., xk} (10)
i 1 ifxf>0
J n

<= {0 otherwise an

To form an initial population for the required percentage of the
strings in the network each individual bee is initialized randomly
through the probability P, by choosing either 1or 0 can be indi-
cated as follows

Vie {x1.29,.... xp}andV; e {x}.x5,.... x}} (12)

ol =

1 ifx0] x!>0
i { Brwise (13)

0 otherwise

The minimum Euclidean distance (d) between each set of pair
of individuals i and j in term of weightwy, can be calculated as
follows

n S
Emingy = »_ > Wi || X —y; |12 (14)
i=1 j=1
The delay between each set of pair of individuals i and j in term
of weightwj;, can be defined as:

n S
Eminy(W) = ZZWU I diffi; 112 (15)
i=1 j=1
where wy; € diffj is the difference between individuals i and j based
on the packet time of arrival and time to departure. The residual
energy (Re) of each individual in term of weight w;; can be numer-
ically written as:

n S
Remaxi(W) = Y wii [l Eijn 17 (16)

i=1 j=1

The probability of a particular queen bee Q; (sensor node) be-
ing selected as a cluster head (CH) in each individual cluster C; in
region R; is given as follows

Fit(Qi)
Z?:l F it(QJ‘)
The associated weight pattern of a set of neighboring brood

bees B;, i< {1,2,...,n} associated to the jth individual best queen
bee Q; belongs to a cluster center can be numerically defined as:

B, (CH)¢, = (17)

1 n
Q=5 2 wy(B) (18)
i=1
subject to
L 1 if Bi e C;
Wij = {0 otherwise (19)

In entire search space (k), the cost function (C;) based on min-
imum Euclidean distance of a set of individual brood bees B;, i e
{1,2,..., n} associated to the jth individual best queen bee Q; be-
longs to a cluster center can be numerically defined as:

Q) =5 2 4(0:B)’ (20)

The average Euclidean distance of all the brood bees (the best
solution for sensor nodes) to their associated cluster centers can
be numerically defined as:

it [Xvme o d(Bi Cij)]/ |Gl
N

dB,- —Cp = (21)

where

n
d(B. ¢j) = > (Bi- ¢)’ (22)
i=1
where C, shows the total number of clusters in the entire search
space, B; are the number of brood bees (cluster member sensor
nodes) belongs to a cluster C;, d(B;, C;;) shows the minimum dis-
tance between a set of brood bees to associated cluster center, |C;;|
is the number of sensor nodes in a group of a set C;;. The maxi-
mum intra-distance (x ) associated to brood bees sensor nodes and
cluster centers can be mathematically defined as:

Xmax(Biv Cij) =maXij=1,...,n< Z d(cij,Bi)/|Cij’> (23)

VBie Cj;

The minimum inter-distance ()) between any pair of clusters
can be numerically written as:

Vin(Qig) = minyj, j, jp{d(Ch. CF)} (24)
To get better clustering qualities, the idea of partitioning the

small clustering sets that are compact and well separated by max-
imum inter-distance can be calculated with the following formula

a(e. o) } (25)

Ainin (Ci...n) = min mn {W

= 1 <i<Cy
i#]

where d(C;, C;) is the distance between clusters ¢; and C; and
d*(C,) is the intra-cluster distance of cluster Cj. The total energy
consumes during appointing cluster heads (the best queens) in the
network can also be measured as the sum of the energy dissipated
during communication. Thus, for CH, i € {1,2..., n} the total num-
ber of cluster heads generated in the network can also be written
in the form as:

Cn
Epusc=_ Y. > CH (26)

j=1Snek; (T+Ry),

where C, is the total number of cluster heads (best selected
queens), Sn € k; are non-cluster head sensor nodes associated with
the ith cluster head. The energy consumption of each individual
cluster head can be numerically written as:

Sn
Egusc=» , > CH (27)

J=1 (TR,

where Sn are the member sensor nodes in a cluster C; and
(Tx + Rx); is the transmission and receiving power consumption as-
sociated to a cluster head CH;. Thus, the fitness function in term of
each individual cluster during appointing a normal node as a clus-
ter head can be written as:

1
S
Zjl] ZSnek,- Z(Tx+Rx)ci CHi

Thus, the fitness value for cluster heads selection cost in entire
network can be formally indicated as:

1
cﬂ
Zj:] ZSnelq Z(TﬁRx)q CH;

Fit (EHSC) = (28)

Fit (EHSC) = (29)
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To form a mating pool of n parents, selection operator ran-
domly chooses best individuals from the current population set
and repeat this process n times until the defined criteria satisfy.
In formal way, selection operator SO : Q; & Q; can be numerically
defined as: let Q;5,V; e {xX,xK, ..., xK} be the set of individu-
als in stringTand Q; 5V e {xk,xk ..., Xk} be the set of individ-
uals in string2, which are uniformly distributed from the set k

e {xk,xk ..., xk}, can be described as:
Qist» Q) s2V¥ie {¥. x5, ..., xf}andV; e {x. x5, ..., xk}  (30)
QsiU Q9 oVie (X, x5, ... xifuVe{xf.d, ... x} (31
QisiVQj s2= {X’f,xlz(y Xfuk} (32)
Qs if Fit(xK) > Fit (xg?)
. . — , 33
Qs I Q. 2 {Qj, s»  otherwise (33)

To produce a pair of offspring strings, reproduction operator
is responsible for partial swapping of the bits between two indi-
vidual strings. For a given crossover probability (P- = 0.90), each
pair of strings from the new brood bee population is randomly
picked out by proposed algorithm. Then, a uniformly distributed
random number is generated in the predefined range between
Oand 1. If the generated random number is less than the prede-
fined value then the developed algorithm is responsible to apply
the crossover operator for producing swapping new bee genera-
tion, otherwise it does not apply crossover operator on these two
particular strings. Through applying the crossover operator along
with the strings a crossover point is also randomly generated. The
crossover operator plays an important role for swapping individ-
ual bee values from one string to another pairwise string in the
population. For a given crossover probability (P = 0.90), on aver-
age crossover in each generation are given as P. = 100 x 0.9 = 90.
In formal way, crossover CO : Q;Q; & QF Q]Tcan be numerically de-
marcated as: let Q;1, Qj .V € {xX, ¥, ..., xK} be the individu-
als and Q7. Qjs, € {xk.xk, ..., xk} are the individuals uniformly
distributed from the set {xk,xk,.... xk}. This genomic type de-
piction silently facilitates the creation of dynamic strings in the
whole network by randomly selecting a single cut point ¢; from
the predefined range {1,..., n— 1}, for the each set of parents.
Then, these two points contribute to parent individuals Q; and Q,
are swapped as follows

koK koK kK K| k
(Qi,Sl Q] gz)vi,j c {szz,x3x5,xsx12, e, an } (34)

(951> Q) Vi € {¥ %6, - . X} (35)

For more clear understanding, we can write the above equation
as:

. xK}andV; e {dh xE

Q =(Q51 Q) Vi e f{u . xk, ... xK} fand V5 e {x§. . ... xf}
(36)

- ~ if Fit(n; ;) > Fit(n;;
e

We consider a non-uniform mutation operator with the proba-
bility of P, = 0.02 and P, = 0.01, to perform mutation operation
with the assertion that no important genetic material is lost. The
new generation, which is the result of reproduction and crossover,
the designed algorithm takes into account each string bit by bit
(i.e. node by node), by generating a uniformly distributed random
number between 0 and 1. If the random number value is less than

Random Sensor Node Deployment in Smart Grid

1100
1000
900 F -
300
700
600
500
400

Y-Axis, Length(meters)

300
200

100

5 = %33% 1_5 : ', ......

i |_:+('67_‘1'u.nﬁi STV _B§: 7 Hepe——|
0 200 400 600 300 1000 1200
X-Axis, Length(meters)

Fig. 1. Sensor node deployment in the smart grid of 2D area (MxM) meter. Here,
red color icons indicate the network coordinators while the blue color icons are the
sensor nodes. (For interpretation of the references to colour in this figure legend,
the reader is referred to the web version of this article.)

Random Sensor Node Deployment in Smart Grid
4 T ‘b, T o=

1100
1000

Y-Axis, Length(meters)

f;@;,:‘é' Shlne. AR
200 400 600 800
X-Axis, Length(meters)

P s

Fig. 2. Clustering architecture generated by ESHC algorithm in smart grid for both
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the predefined value 0.01 or 0.02, then the developed algorithm is
responsible to apply the mutation operator to the new individual
else it does not ponder mutation operator to that particular node.
In a non-uniform mutation operator where the value of gene j is
selected for mutation is modified to

Qijieny = 10UNd (Qyj + Pt ( Qi — Qi) if Pm1 = 0.01 (38)
and
Qijieny = r0UNd (Qyj + Pz (Qij — Qijy) ) Pz = 0.02 (39)
where P,y and P, are random numbers, and Qij(mm_) and Qij(min)
are the limits of gene values.

Phase 5: Termination criterion

In designed algorithm, one of the basic objectives is to find
a best individual solution for a given population (the best solu-
tion with greater fitness functions) as shown in Fig. 1 and Fig. 2.

If the improved solution belongs to an individual (new generated
brood bee) cannot be found for a given time interval over a pre-
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defined number of cycles then that individual is supposed to be
abandoned. Then, the current solution (current best queen) will be
considered as a best solution otherwise phase 2 repeats iteratively.
In the offered algorithm, the value of the predefined number of
cycles is an essential control factor which is called ‘limit’ for the
abandonment. Let’s assume that an individual i in Q; is abandoned
and je {1, 2,..., n}, then the individual better solution discov-
ered to be replaced with Q;. This process can be defined as follows

i_ ol J J
Qi - Qmin [v@)] + r<Qmaxi[u(i)] - Qmin[u(i)]) (40)

J J
where Qv @ Qini)
mum speed of the queen, respectively.
In the last, by applying these mutation operators the probability
(Pm) value of each individual changes from O to 1 or 1 to O in the

new generated population in the form of

M, : " > of (41)

indicates the maximum and mini-

new .
Q{N OthGI‘WISe

This entire process continues until the termination criterion of
the proposed algorithm is satisfied. Thus, a set of best queens
best_Q; from the fittest queens Fit(Q;™) are selected in the en-
tire search space as the feasible clustering solution for the current
population formally can be described as:

n . Fit(QjN) < Fit (best_(Qi’) (43)

3.2. Quality aware channel assignment algorithm (QCA)

In CRSNs, one of the key design issues is spectrum sensing.
During spectrum sensing each secondary user sensor node peri-
odically monitors primary user activities for a vacant frequency
band. If available, then immediately transmits its data over that
channel without creating interference to neighboring nodes. Thus,
in smart grid, one of the main challenging issues is to estimate
available channel quality for efficient and reliable transmission in
the network. A channel facing high interference issues must be
replaced immediately with the appropriate one to improve the
sensing or data transmission reliability for smart grid applications.
Generally, sensor nodes are usually battery-operated devices and
spectrum sensing is a repetitive process, which consumes a sig-
nificant amount of energy for implementing spectrum sensing in
all nodes may not be efficient in term of energy consumption.
Therefore, the spectrum sensing task can be performed in a dis-
tributing manner between primary users and some intelligent de-
vices. In general, spectrum sensing algorithms are classified into
cooperative and a non-cooperative approaches. In cooperative al-
gorithm approach, secondary users perform spectrum sensing and
forward the measurements to the central fusion specialized device
that fuses the spectrum results and makes decision on the use of
spectrum. On the other hand, secondary user makes local decision
based on its own spectrum measurement in non-cooperative al-
gorithm approach. It can be envisioned that cooperative spectrum
sensing can significantly increase the systems aptitude in recog-
nizing and avoiding primary users compared to non-cooperative
approach. Practically, seems cooperative approach is an efficient
and cost-effective solution, and can provides more robust results to
employ in smart grid. Therefore, in this study, we focus on cooper-
ative spectrum sensing and a number of cooperative intelligent de-
vices are deployed in an ad-hoc manner with their known location
and communication range i, meters for monitoring smart grid
systems. The deployed network also includes cognitive radio nodes

where each of them is equipped with a single radio transceiver
that can be tuned to any channel opportunistically in the radio
spectrum. Herein, it is assumed that there are total number of
¢n channels which are equal to the primary users transmitters
@pu with their know position and the maximum coverage range
Y meters. There also exist ¢, secondary users which can occupy
channel ¢; from ¢, opportunistically when ¢py goes silent for T
seconds. In designed channel assignment algorithm, during spec-
trum sensing each cooperative device employs energy based signal
detection mechanism presented in [22] for primary signal detec-
tion with a predefined threshold (o) to identify either it" channel
is occupied (Ton) or not (7). It can be numerically denoted as:

_ o St ifE>o

Spectrum Sensing Decision(A) = { ) (44)
Sqew TE<o

where Si,u indicates the i" channel is busy due to the active pri-

mary user with probability p}, and S}, shows the i channel is
idle with probability p!, = such that pl, +pl, ~=1.

In proposed channel assignment algorithm, one of the main
purposes of the multiple specialized devices called network coor-
dinator (NC) is to allocate empty available spectrum efficiently by
avoiding excessive message exchange in the network. These net-
work coordinators can communicate and periodically update each
other with spectrum information, as they are fully aware of the
available spectrum ton and 5 of i channel at any given time ;.
To avoid data packet collision during message exchange between
secondary users and network coordinators, the designed algorithm
considers a Carrier Sense Multiple Access (CSMA) mechanism in
the network. In addition, an individual cluster head in each cluster
plays an important role to communicate with its member nodes
for measuring assigned channel quality for reliable data transmis-
sion. After cluster formation, each active cognitive radio equipped
sensor node such that N; € N, sense the environment interference
in the smart grid by taking into account the parameters given in
following equation using default assigned channel.

N; BH
Vi) =D EiO)x & (O + Em(t) + Emn(t) + Eeme () (45)
a=1 i=1
where £}(t) indicates that the communication already active
between communication source and reference cognitive node
ZQ’E] 2?21 EL(t)* Clu on the i"channel (¢;), & mn(t) shows environ-
mental conditions (i.e., temperature, moisture, etc., based on the
deployment field), £,,(t) shows human noise, &.me(t) indicates the
machine or system noise, and N} indicates the active nodes and B,
is the bandwidth.

To occupy high quality channel, after sensing, a secondary user
(SU;) interested to participate in communication process sends an
initiation message (init_msg) to associated cluster head (CH;). The
cluster head CH; replies with its initiation acceptance message
(init_accpt) in time t; and allocate a partial set of available spec-
trum channels in a timely manner after negotiations with NCs.
Note that CH; follows the first come first serve (FCFS) based pol-
icy which means that a CH; will starts communication with the
SU; to whom it receives the message first and rest of the re-
quests send by others SU; will be maintained in channel assign-
ment list in decreasing order. To measure the channel link quality
of it" channel for reliable data transmission, SU; begins rapid mes-
sage exchange where in the first n1 = (n x p;) rounds rapidly
exchange sequential challenging bits while in the rest of n2 =
n—nl = n—(nx pp) rounds random challenging bits are sent
(0 < pp < 1) to CH;. The CH; also sends and computes the bits
response to sequential and random challenging bits by taking into
account the current and maximum/ previous challenging bits (I >
0). For quality channel assignment, the maximum total numbers of
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errors (corrupted bits) that are acceptable by the SU; and CH; are
¢1 and ¢, over i"channel respectively, occur during n iterations for
which the algorithm successfully ends (¢; and &> 0).

G ife|lex=e

0 otherwise (46)

Channel Quality Decision (w) = {
where ¢, is the error reported in ith channel C;. Eq. (46) sets the
decision criterion with respect to the received signal quality in
Eq. (45). Specifically, if the received quality is higher than or equal
to the reported error of the channel, the decision will indicate that
the communication has occurred; if the quality is lower than the
error, the decision will indicate no communication occurs. More-
over, even if ¢; incorrect or corrupted bits are received to CH; sent
by SU; due to i channel errors, the NC; identifies the SU; validity
over i" channel. Similarly, even if ¢, incorrectly bits are received
to SU; sent by the CH; due to incorrect or corrupted bits, the SU;
identifies the CH; validity over the i" channel. Note that &; and
gy are two significant parameters for implementing the algorithm
over the noisy channel. The probability (P,) of i channel C; thatp
errors are identified by CH; and SU; at ith section and also the Pj, of
the maximum incorrect or corrupted bits ¢ e, errors are detected
by NC; and SU; due to environmental challenges, including &Z, & mn,
Emn and &Eeme factors in ith round at time t; can be numerically
obtained as follows:

Sequentially challenging bits sent by SU; at time t; can be writ-
ten as:

The sum of the sequential challenging bits sent by SU; can be
estimated as:
n

SUi (t)i = Z(éé (t)il """ n J,_Emn (t)il ..... n

k=1
k
‘f‘snn(t)il """ "+ Eeme (t)il '''' n) (48)
Random challenging bits sent by SU; at time ¢; can be denoted
as:
SU](t)]:%-Czl (t)},3.,,.,n+§-mn (t)},S.,..,n+§-nn(t)}.ﬁ,...,n_,’_%-eme (t)},él...,n

(49)

The sum of the random challenging bits sent by SU; can be es-
timated as:
n

SUJ (t)] = Z(sé (t)jl'3""’n +$mn (t)j1,5....,n
k=1
+§nn(t)jl'6"“'n + Eeme (t)le,.,n)k (50)

The sum of the both sequential and random challenging bits
(CBs) sends by SU; numerically indicated as:

CBsk = " (SU; (6))* + (SU; (t)))* where k = 1.2,....n (51)
k=1

CB = 32 (U, () +5U; (0" 52)
k=1

The probability of sequentially and random challenging bits re-
ceived by CH; at time (t);;q, j.1 are shown as:

CHi(t)z'1+l,j+l = gé(t)ﬁj +&mn (O +Em (O + Eeme (07 (53)
CH(®) 1, 31 = 8O +Emn (OF )+ Emn(O)Fj + Eeme (©)F;  (54)
CHi(t)?Jrl,jJrl = Sai(t)gj + é;-mn (t)f] + snn(t)ij + Eeme (t)fj (55)

CHi(D)f 1 1 = E(OFj + Emn (OF  + Emn(OFj + Eeme (D) (56)

The sum of the challenging bits response generated by CH; to
SU; at time t; can be numerically revealed as:

n

rCH; () = Y (r&l ()15 + r&mn (0,

k=1
+ & (), + Teme (©);1°)" (57)

Thus, the sum of the sequentially and random challenging bits
sent by CH; to SU; can be represented as follows:

n

n

CH] (t)] = Z(éé (t)j1'3""’n +§mn (t)j1,5.“,,n

k=1
_’_gnn(t)jl,ﬁ,..,,n_’_ seme (t)j1,4...,n)k/ (59)

The sum of the challenging bits response probability generated
by SU; to CH; at time ¢; can also be numerically obtained as:

n

rCH;(0)* = D (rgs (©if° +1Em (0);

k=1
K
+ 1 (0); ;° + TEeme (t)i,js) (60)
which may be written as:
TCH;(t); = €4 () + &mn ()7 + 1€ (O] + TEeme (8){ (61)

The probability of the both SU; and CH; that ¢ errors are de-
tected correctly for the half (1/2) of the time at ith section over it
channel by SU;||CH; due to &}, &mn, Enn and Eeme factors are ob-
tained as follows

PISUS || CHil = 3 P[&! + Emn+ &+ Eeme]* (62)
k=1

Since the SU;||CH; guesses the challenging bits at each round
independently, thus

n+kj

. 1 k

Pb[gz; +&mn + Enn + Seme ] = A l—[ (§> (63)
i=n1+k(j—1)+1

if &6 4+ Emn + Enn + Eome = Eamne then Eq. (63) becomes

n+kj 1 k

G (64

i=nl14+k(j—1)+1

Pb[f;:amne] =

The probability of maximum e errors are detected in ns = "72
sections can be computed by using the probability of the exactly
p errors are detected by SU;||CH; in each section by the following
multinomial distributions for every particular k.

£
For K = 0, Pb[gé +<§mn + Snn + Seme ] is X:Pb[‘i:amneo],1

i1=0

(ns)!
@t -t (6
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where ns € round numbers and for K=1 P, [El+&mn+ &+

Eeme | is

5 -2 o , .
Z Z P[Eamnﬂ]nrh Hzplsamneoll1 X Pb[&amnfq]lz
i;=0 i;=0
(ns)!
@) (n— T — )l (66)
ForK = 2P,[£] + &mn + &nn + Eeme | is
L5) L51-3i3 e-3i3-2i, o
x Z Z Z Pb[samnez11757'1712713
i3=0 i,=0 i1=0
X Pb[‘i:amneo]i1 Pb[éamnf.ﬁ ]isz[Samnez ]i3
|
(ns)! (67)

) () (i3) (s — 11 — 1 — 13)!

Thus, the probability of (£ + &mn + & + &eme )e, ny—1, n, AN
be summarized as:

Pb[(éamneoy i)]JFPb[(Samnel » l)] + Pb[(&amnezs l)] +...+ Pb[(gamnep l)]
(68)

Thus, an ith channel C; with least sum of errors &1 || &3 =
Eamneg > €0 Will be occupied by the SU; for the quality communi-
cation for specific time intervals t; in the ith round which can be
numerically expressed as:

if Eamne, = €0 (69)

@
w = ! A
{81 || &2 <&, otherwise

while the channel with errors e;||e; < & will be discarded. This
entire process repeats n time until a channel with an appropriate
quality compatible to environment is selected for efficient and re-
liable data transmission in the network.

3.3. Energy efficient honey bee mating optimization routing
algorithm (EHRA)

One of the main objectives of proposed routing algorithm is to
route data packets over loop free spanning tree from source to-
wards destination in the network. In the proposed routing algo-
rithm, observed information is routed over a set of cluster heads
by considering minimum distance and over-assignment cost to re-
duce high transmission energy consumption and packet loss. After
dividing the entire sensor nodes into multiple clusters an initial
population of individual bees is generated (of say size CHs=23),
using a random number generator and each individual is evalu-
ated by a predefined fitness function. The individual in the ini-
tial population of bees (CHs) with greater fitness value is chosen
as the queen of the hive while all other remaining individuals of
the population are the drones and ranked decreasingly in the list.
The current selected queen Q; (the best next hop CH leading to
the lowest energy and over-assignment cost for robust data de-
livery) in the mating flight randomly selects some drones (CHs)
from the individual population list and mates with each individual
drone. During each mating individual drone’s genome is stored in
her spermatheca (set to maximum 3 neighboring CHs). The prob-
ability of mating the drones and a queen Q; can be numerically
computed by taking into account the Eq. (5). In breeding process,
a drone genome is randomly selected from the queen spermatheca
and combine with the queen own genome by applying cross over
operator which leads to genome of a new bee (the best next hop
relay CH). To improve the quality of generating broods, a loop of
selection, recombination/crossover and mutation operators is ap-
plied to each individual through the predefined probabilities as

defined in ESHC algorithm. This entire process repeats iteratively
until the termination criterion is satisfied for the complete cluster
based routing solution over a set of cluster heads in greedy man-
ner from the source towards sink. Let’s consider a fully connected
undirected network graph, selection operator assigns each cluster
head in the population a set of weightG(V, E), where a finite set
of vertices V= {1,2,...,N} and edge E = {(i,j)|i,j € V} are
connected between each cluster head node in the system. Every
edge in the fully connected graph assigned a positive real number
value denoting distance among cluster heads can be represented
asw= {wq, wp,...,wn_1)n}, where decision variable can be ex-

pressed as:
_J1  if edge(i, j)isslelected .
CH;; = {0 otherwise forVedges(i,j) e E  (70)

Then, according to prime algorithm if V;— Sink, E,— null, and
Vo, = V —V; then by selecting a neighboring cluster head edge E;
with minimum distance with edge weight w; toward the sink. Let
assume that E; is directly connected to the sink then set E; =
{Sink, E;}, E, = {Sink, E;}, V, = V, —V;. Thus, for each individual
cluster head CH; in V; selects least weight w; ; where CH; € Vy, V;
€V, and eo= (V;,V;) but is not E, then V; =V, U V, Eo = {V;, V;} U
€0, Vo =V, —V; as minimum spanning tree from the CH; toward
the sink. Consequently, if there are N total numbers of clusters in
the minimum spanning tree network and there are n numbers of
sensor nodes in each cluster where a cluster head can be repre-
sented as CH; in each individual cluster. Then the average shortest
path (ASP) for Nnumber of cluster heads is the length of a shortest
path from a cluster head node i to sensor node k towards the sink
given as:

1 k

ASP_m;:[CH1+,...,CHk] (71)

In EHRA, for measuring CH; over-assignment cost, the entire
network is divided into internal and external traffic by consider-
ing M/M/1 and M/M/N queuing models as discussed in [23], re-
spectively. The sensor nodes in the same cluster generate internal
traffic while the external data traffic cost is from the other cluster
heads can be numerically indicated as:

Ci= Y Cjd(1-P) (72)
r=1

where A, is the packets arrival rate from a neighboring cluster C;
with probability P,. The packets arrival rate from n number of clus-
ters to a cluster C; can be indicated as

Ci= 33 Cm(1-Py) (73)

k=1 r=1

Jobs blocking probability (BP,) of a cluster head C; when queue
is full can be indicated as

BP,(C) = D L(C)- Car(1-Fy) (74)

k=1 r=1

where L, denotes the queue length of a cluster head for storeddata packets.

To represent the connection between a cluster head to its
neighboring cluster head, we simply draw a n x n topological ma-
trix as my; and n x m topological matrix as m,. To show the con-
nectivity among a set of neighboring clusters and also to cluster
member sensor nodes (Sn;), we use mqi — j and myi — j in the
entire network where the spanning tree matrix [m;m;] define as
n x (n+m). Then, we can formulate a topological problem as:

{1 if Sn; € CH;
Mij =10

otherwise fori,j=1,2,...,n (75)
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Fig. 3. Network model for proposed EQSHC scheme.

if CH; e CH;

otherwise fori,j=1,2,...,n (76)

1
M2 = 1o

. .l n TCH(f) n n
min— —_—+ deni )&Ten . j
S¢ ; DTG — Tengi ; ; CH(i.ETCH.)

n-1 n nom
Fminy > wygmyg+ Y Y W8y (77)

i=1 j=i+1 i=1 j=1

where §; denotes the entire offered data traffic, Ty shows the
maximum data traffic at cluster head i, Tey; j) denotes total data
traffic through the link (k, I), DTC;y represents the data traffic ca-
pacity of cluster head i, dey;, j) indicates the distance between clus-
ter head node iand cluster head node j, g is a constant set to 0.1
and, wy; and wy;; show the weight of the link between sensor node
i to cluster head j, and cluster head i to cluster head j, respectively.

4. Network model

In this study, we consider a smart grid environment where a
power grid station under 500KV is considered as the local power
distribution area (LPDA) as shown in Fig. 3. The primary substa-
tion including a base station and primary data management center
has an important role for regional power management and controls
substations. A power distribution network in which 350 transmis-
sion grids are involved is considered to test the designed protocol
effeteness. The distance between each individual transmission grid
is assumed to be 15 to 20m in local power distribution area. In
our performance evaluations, we consider some assumptions. First,
after deployment, all sensor nodes and multiple network coordina-
tors are static and only can communicate with each other if they
are in range. Second, all randomly deployed sensor nodes have the
same capability in terms of initial energy and transmission ranges.

Third, omnidirectional antenna model is considered. Fourth, we as-
sumed asymmetric communication model. In addition, unlike most
of the existing work to test routing protocols in a more realistic
smart grid scenario, we assumed that the arrival time follows Pois-
son distribution, while the service time is considered exponentially
distributed.

4.1. Path loss model

In this study, we used log-normal shadowing path-loss model
presented in [4]. Recent studies show that this model provides
more accurate multipath channel estimation results compared to
the Nakagami and Rayleigh models in a smart grid environment.
The mathematical form of the log-normal shadowing model is nu-
merically expressed as:

y(d)4 =P — PL(dp) — 10nlogio dio -Xo— P (78)
where y(d) represents signal to noise ratio,P;is the trans-
mit power in dBm,PL(dy) shows the path loss at a refer-
ence distance dy, n7indicates the path-loss exponent, X, denotes a
zero mean Gaussian random variable with standard deviationo,
and P, express the noise power measured in dBm. Here, path loss
exponent for line of sight (LOS) and non-line of sight (NLOS) sub-
station environments are set to 2.42 and 3.51, respectively. While
the shadowing deviations for both LOS and NLOS substation envi-
ronments are set to 3.12 and 2.95, respectively. Noise floor for LOS
and NLOS are set to —93 dBm, respectively [4]. Please note that this
noise level is much higher than that of outdoor noise levels, which
is measured as — 105 dBm.

4.2. Simulation model

In our simulation study, we consider that 200 sensor nodes
having maximum data rate of 250 kbit/s are deployed randomly for
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monitoring smart grid systems. These sensor nodes are deployed in
two-dimensional smart grid area 2D(M x M) of length and width
with values (1200 x 1200) meters. In smart grid, the responsi-
bility of each node is to obtain a certain view of the employed
environment. However, it can only cover a limited physical area
of the environment due to its limited communication and sensing
range. The maximum communication range of each sensor node is
set to 100 m. Total number of network coordinators and resource-
rich nodes, is 20. The initial energy, data aggregation, ideal listen-
ing, sleeping and receiving power is set to 5 joules, 0.043W, 0.13 W,
3 x 10-5 W and 0.35W, respectively. These energy consumption
values are typical values of the sensor nodes used in smart grid
applications [2-4]. Moreover, the high and low transmission power
were set to 0.97 W and 0.87 W, respectively. In addition, we set
data packet length to 40bytes. The performance evaluations con-
sist of 50sets of simulations. All sensor nodes in a region r; sense
the data periodically and forwards sensed data to cluster head in
the network. The performance results discussed in Section 5 are
generated using MATLAB.

5. Performance results and discussions

To evaluate the performance of the proposed scheme against
the recent routing schemes, we take into account three basic pa-
rameters explained below:

5.1. Packet delivery ratio (PDR)

is regarded as the ratio between the number of packets suc-
cessfully received by the sink and those sent by the source node
and can be numerically defined as:

n k
PDR = (3" Dginc(i) /Y Dani(i) | x 100% (79)

i=1 i=1

where Dgy; (i) and Dy, (i) are the number of data packets send by
the source node and data packets received successfully at the sink,
respectively.

5.2. Delay (De)

is the time when the first copy of a data packet sent along the
shortest path from the source node i to sink (s). The average delay
of all n nodes of a network having n number of sensor nodes can
be formally indicated as:
1 - : 1 - sink sni
Deag = ;De(l) = >o(e — ) (80)

i=1

where tisni and tis“”‘k denote the packet sending time at source i and
the packet receiving time at the sink, respectively.

5.3. Energy consumption (Ec)

can be numerically defined as:

n
Ec— Z(ZCA+ZBB+ZRC+ ZC+ZID+ZDA> (81)
i=1
where total energy consumption is the sum of channel assignment
cost 3"A backbone construction cost 35, is rib node joining cost
S RC communication cost Y5, idle energy consumption ' and
data aggregation cost ZDA for each individual round i =1 to n.
The PDR of each routing scheme vs. number of channels for
SG applications is shown in Fig. 4. The PDR of EQSHC, SCR and
HRL-AODV is dependent on offered traffic load and deliver data up
to 94%, 84% and 81% of the originated data packets using default
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Fig. 4. Packet delivery ratio vs number of channels Fig. 5. SU throughput vs PU
activity.between 1 and 22.

channel in the deployed network, respectively. However, the PDR
of EQSHC rapidly increases and delivers data up to 100% of the
originated data packets when the number of channels is assumed
to be 19 as shown in Fig. 4. Similarly, the PDR of SCR also in-
creases and delivers data up to 93% of the originated data packets
when the numbers of channels is 22. On the other hand, the PDR
of HRL-AODV using default static channel remains maximum 81%,
and does not increase. This is because the HRL_AODV is not con-
sidering the dynamic channel adaptation in SG. On the other hand,
the increase in size of the channel history significantly increases
the channel selection reliability and is a tradeoff between routing
table management complexity and processing delay for channel as-
signment in both EQSHC and SCR routing schemes. Herein, it is
observed that in all routing schemes the PDR depends on the path
selection that are relatively stable, less congested and in which the
intermediate sensor nodes hold high capacity data channel. It also
depends on the intermediate nodes in the routing path because
as the number of intermediate hops increases the probability of
route failures also increases. Moreover, it is noticed that high PDR
in all routing schemes is also affected by the excessive end-to-
end packet delay and PU activity to gain channel control instan-
taneously. When a PU appears in the channel occupied by a SU,
the SU has to switch to another free channel with least switching
delay. The SU will be dropped if there is no other free channel.
Also, when a new SU wants to initiate a session, it will be blocked
if all the primary channels and secondary channels are occupied,
otherwise, it selects a channel with high data capacity and least
error probability to fulfill the applications requirement. These high
data capacity channels significantly improve PDR in EQSHC com-
pared to SCR routing scheme for SG applications. Considering the
Poisson distribution, we assume the initial transition intensity of a
SU as A. After appearing PU, the new transition intensity is given
by:

i 1 (1-i)
switch — (% + -1) + tswitch (82)

where ts(vf,;% (i=1,2) is the delay for a SU to switch from a chan-
nel to a primary channel (i=1) or from a primary channel to a
secondary channel (i =2). During channel handover process, we

can get the blocking probability of SUs as:

Cq
SU
Pb(loclz = ZPI Ci—i,C2 (83)
i=0
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The dropping probability of SUs is given by:

C1
Pyock =1 2P aico/ [22(1 = Byt (84)

i=0
The throughput of SUs is given by:

Throughput(SU) = A2 (1~ Pyuy) (1 - PSy) (85)

where Poisson with a rate A; and A, are the call arrival process
of PUs and SUs, respectively. The SUs throughput is highly preten-
tious by the PUs activity and decreases with the increase in PUs
activity to gain channel control periodically for monitoring events
in the smart grid as shown in Fig. 5. Herein, it is observed that
the proposed scheme leads to high throughput compared to SCR
routing scheme.

The network delay in all routing schemes depends on the data
traffic congestion level and intermediate hops count in a specific
data path from the source to destination in the network. It also
indirectly depends on the sensor nodes residual energy in the se-
lected path and path reliability, which are the two main possible
reasons for route failure in the network. The delay of all routing
schemes for SG applications is also shown in Fig. 6. It clearly shows
that our proposed scheme achieves less network delay compared
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Fig. 7. Residual energy vs round numbers between 1 and 3000.

to other routing scheme during forwarding information from the
source towards the destination. Routing failures in both HRL-AODV
and SCR routing schemes are due to frequent rerouting, which in-
creases the time spent by witnessed data packets in the sending
cache of the originated sensor node, as packets need to wait for
new paths to be established. Moreover, the node’s buffer length in
our proposed scheme adversely affects and plays a major role to
achieve low end-to-end delay and increased packet delivery in the
network. The increase in node buffer length means to reduce the
probability of congestion when some new sensor nodes join new
data paths and vice versa. On the other hand, small buffer size as
in HRL-AODV and SCR routing schemes would increase the proba-
bility of data packet loss due to node buffer overflow, which may
reduce high PDR in the network. The other reason of decreasing
high packet delivery ratio in HRL-AODV is data packet collisions
due to high RF interference among the sensor nodes. A slightly
better PDR of the SCR is due to its consideration of better link
stability among nodes during forwarding information in an appro-
priate manner. In addition, in HRL-AODV observed information is
conveyed indirectly via multi-hops in the network. Here, we expect
if the route length increases, then number of intermediate unnec-
essary hops also increases, which makes a certain amount of data
packets invalid due to not delivering at a predefined threshold time
to the sink node. On the other hand, the HRL-AODV has a signifi-
cant tail for some packets, taking up to 6 or more hops longer than
optimal number of hops, which decreases a significant amount of
PDR in the network. Overall, high network delay in both HRL-AODV
and SCR routing schemes causes a certain amount of data packets
dropped due to the creation of path loops from source to destina-
tion in the network.

The residual energy profile of all routing schemes in smart grid
deployment is shown in Fig. 7. In all routing schemes, the nodes
battery lifespan depends on the most recent values of residual en-
ergy during the time of path election and aggregation of the ob-
served information waiting to be conveyed on the selected path
in the smart grid deployment. The low residual energy profile in
HRL-AODV and SCR routing schemes is due to their frequent route
failures from source to destination. To discover effective routes, ex-
cessive message retransmissions are required, which consumes a
significant amount of nodes energy leading to low residual energy
in the network. In HRL-AODV, routing paths with high number of
hops lead to significant amount of energy consumption in the net-
work. In addition, high interference is another main challenging is-
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sue in SCR and increases the data packet corruption rate leading to
high energy consumption in the network. Residual energy profile
is found better in HRL-AODV compared to SCR routing scheme. To
achieve high residual energy profile in our proposed scheme, the
proposed clustering algorithm (ESHC) plays an important role by
providing a robust and reliable energy efficient clustering architec-
ture at low complexity in the network. To this end, the ESHC al-
gorithm is responsible to distribute energy load evenly by appoint-
ing a set of normal nodes as cluster heads based on their residual
energy and minimum Euclidean distance information in the entire
cluster network.

Furthermore, in our proposed EQSHC scheme, the channel as-
signment algorithm assigns high quality channels among sensor
nodes by taking into account the highly noisy smart grid spectrum
environments. Thus, it saves network lifetime by decreasing data
packets retransmission and overhead in the network. In addition,
to distribute energy load evenly in the entire clustering network,
the proposed routing algorithm plays an important role by pro-
viding highly stable links among cluster heads based on distance
information from the source towards the destination in the smart
grid. In the proposed routing algorithm, the entire network is di-
vided into multiple loop-free minimum spanning trees. In the pro-
posed algorithm, if an appropriate relay cluster head node is not
found in the range, then a sender cluster head can switch to its
high transmission power. This process helps to find an appropri-
ate next hop relay node in case of sparse network deployment in
smart grid. Moreover, during data forwarding phase, if a next hop
CH does not reply in defined time interval ¢;, then a next hop node
with the second highest priority value is selected to convey infor-
mation in a greedy manner from the source towards the sink. This
entire process repeats until the observed information is reached
from the source node to the sink. Thus, it reduces the impact
of control message overheads and saves a significant amount of
network energy compared to other routing schemes. Overall, per-
formance results show that the proposed scheme successfully ad-
dresses the QoS requirements of most of the SG applications pre-
sented in Table 1. However, some applications, such as substation
automation, overhead transmission line monitoring, wide-area sit-
uational awareness, are still challenging due to their specific strict
latency requirements. Adaptive transmission power control algo-
rithms and cross-layer communication protocols could be promis-
ing for these applications to reduce communication delay and the
development of such protocols is left as a future work.

6. Conclusion

Recently, WSNs have been recognized as a promising tech-
nology for smart grids, next-generation power systems, due to
their collaborative nature. The main deployment challenge of WSN-
based smart grids is to establish reliable, energy-efficient com-
munications in regard to harsh smart-grid spectrum environ-
ments. This paper proposes a spectrum-aware bio-inspired rout-
ing algorithm in CRSNs, which maximizes spectrum efficiency
with minimum consumed energy. Specifically, honey-bee mating
optimization-based routing and cooperative channel assignment al-
gorithms have been jointly proposed that opportunistically switch
among spectrum bands and employ clustering-based routing to or-
ganize CRSNs into a connected hierarchy. The developed solution
balances the loads of energy consumption and prolonging the life-
time of CRSNs in smart grids. Performance evaluations show that
our solution outperforms existing designs in terms of packet de-
livery ratio, transmission delay, and residual energy, thus facilitat-

ing various smart-grid applications. The future work will be the
implementation of an adaptive, cross-layer communication frame-
work for WSN-based smart-grid applications.
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