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Recently, there has been a substantial interest in on-device Machine Learning (ML) models to provide intelli-
gence for the Internet of Things (IoT) applications such as image classification, human activity recognition, and
anomaly detection. Traditionally, ML models are deployed in the cloud or centralized servers to take advantage
of their abundant computational resources. However, sharing data with the cloud and third parties degrades
privacy and may cause propagation delay in the network due to a large amount of transmitted data impacting
the performance of real-time applications. To this end, deploying ML models on-device (i.e., on IoT devices), in
which data does not need to be transmitted, becomes imperative. However, deploying and running ML models
on already resource-constrained IoT devices is challenging and requires intense energy consumption. Numerous
works have been proposed in the literature to address this issue. Although there are considerable works that
discuss energy-aware ML approaches for on-device implementation, there remains a gap in the literature on a
comprehensive review of this subject. In this paper, we provide a review of existing studies focusing on-device
ML models for IoT applications in terms of energy consumption. One of the key contributions of this study is to
introduce a taxonomy to define approaches for employing energy-aware on-device ML models on IoT devices
in the literature. Based on our review in this paper, our key findings are provided and the open issues that
can be investigated further by other researchers are discussed. We believe that this study will be a reference
for practitioners and researchers who want to employ energy-aware on-device ML models for IoT applications.

1. Introduction However, running the ML model on cloud servers can cause security,
privacy, and latency issues. For example, large amounts of data col-
lected from numerous IoT devices can cause congestion in the network
that can result in unreliable communication and long delays [8], which
is undesirable for real-time IoT applications. Geographically distant
cloud environments may add up to this issue.

IoT edge computing is an emerging architecture that addresses such
concerns [9]. In this architecture, edge devices can process the data

collected from nearby IoT devices. Since the data does not need to be

In recent years, the Internet of Things (IoT) has gained a signifi-
cant attraction with the rapidly increasing number of connected smart
devices such as smart thermostats, smart lights, and smart home appli-
ances [1]. The sensing, processing, and decision-making capabilities of
such smart devices offer effective solutions in many application fields.
For instance, in the industry, autonomous monitoring and controlling
the machinery systems reduce the operational and maintenance costs
and enhance the service quality [2]. Moreover, IoT-enabled smart

home systems provide remote access and control to home appliances
and secure health care services [3].

Machine Learning (ML) brings intelligence to IoT applications. For
example, a smart thermostat equipped with ML functionality can learn
the routines of the users and automatically schedule them [4]. More-
over, a voice assistant with speech recognition [5], a smart lock with
face recognition [6], and an ML-enabled router with intrusion detec-
tion [7] capabilities are just examples of ML-powered [oT applications.

Conventionally, ML algorithms are outsourced/deployed on the
cloud or a centralized server to make decisions and future predictions.

sent to the cloud, edge computing reduces the latency and congestion
in the network. Nevertheless, data shared with the cloud or edge server
may also pose a potential threat to the security and privacy of the user
data. For instance, in the US, Florida Healthy Kids Corporation reported
a healthcare data breach in 2021 impacting 3.5 million records [10].
Therefore, keeping the data locally and running ML algorithms on IoT
devices is becoming more and more imperative for many applications.

With this dire need, various industry leaders started to tackle the
problem of running ML models on IoT devices. Examples include but
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not limited to ARM’s [11] artificial intelligence platform with a new
Cortex-M processor that enables on-device ML processing on power-
constraint IoT devices, Google’s ML Kit [12] that supports on-device ML
models, Apple’s CoreML [13] framework that runs ML fully on-device,
Android’s [14] tools and methods for integrating ML into the apps,
and Amazon’s [15] tools for performing ML inference models locally
on devices. Moreover, Apple [16] has introduced an on-device Deep
Neural Network (on-device DNN) for speech recognition applications.

In addition to the efforts from the industry, a proliferation of studies
in the literature also tried to pave the way for on-device ML for IoT
applications. Tiny Machine Learning (TinyML) approach is introduced
to integrate ML algorithms into tiny IoT devices and embedded systems.
Moreover, Federated Learning (FL) approach that enables distributed
training on IoT devices is proposed in the literature. However, despite
the advantages in security, privacy, and latency as well as efforts of
industry and academia, the energy consumption of ML remains a criti-
cal constraint for battery-powered IoT devices. In fact, computationally
intensive ML tasks can drain the battery of IoT devices. Numerous
studies were conducted in the literature that runs ML algorithms on IoT
devices. These studies generally focus on the feasibility of processing
ML models on-device for various IoT applications. Some studies provide
a framework to enable the computation of ML models on IoT devices
and evaluate them in terms of execution times [17,18]. In addition,
some of these studies focus on designing hardware architecture to
improve energy efficiency.

Despite a plethora of works, no prior study exists that system-
atizes the knowledge in energy-aware on-device ML models for IoT
applications. In this work, we provide a systematic review of the on-
device ML models for IoT applications in terms of energy consumption.
Particularly, this work answers the following questions to provide a
guide for researchers as well as practitioners who want to integrate ML
into IoT devices for their applications:

» RQ1: What are the different approaches for deploying on-device
ML models for IoT applications?

RQ2: How do these approaches take the energy-awareness per-
spective into consideration?

RQ3: Which tools/libraries are used for implementing energy-
aware on-device ML for [oT applications? Are they publicly avail-
able?

RQ4: What type of IoT devices are used as deployment targets for
energy-aware on-device ML models?

Scope: In this study, we aim to review energy-aware on-device ML
algorithms that are particularly proposed for IoT applications. We focus
on works that perform either the training or inference part of the ML
model on IoT devices and examine the energy-related metrics.

Survey Methodology: To find the relevant literature, we performed
our search in the well-known digital libraries of Google Scholar [19],
IEEE Xplore [20], ACM Digital Library [21], Elsevier Science Di-
rect [22], and arXiv digital libraries/repositories [23]. Particularly, we
searched for the following keywords in these libraries:

» ML AND (energy consumption OR energy efficiency) AND IoT,

« ML AND execution time AND IoT,

+ On-device learning AND (energy consumption OR execution time)
AND IoT.

We selected relevant works published in the last seven years (2016—
2023). In total, we survey 37 papers for our work.

Contributions: The contributions of our work are summarized as
follows:

+ We provide a comprehensive review of the works that focus on
deploying ML models on IoT devices. We identify targeted IoT
applications and analyze available techniques and tools that are
used for running ML models on IoT devices.
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+ We introduce a novel taxonomy for describing the energy-aware
ML models performing on IoT devices.

» We also discuss the lessons learned and open research problems
that can be further investigated.

Organization: The rest of the paper is organized as follows: Section 2
presents the previous surveys about ML in IoT applications and how
our work differs from them. Section 3 provides the background in-
formation. Section 4 presents our novel taxonomy and reviews the
energy-aware ML approaches performed on IoT devices. Section 5 dis-
cusses the lessons learned and open issues. Finally, Section 6 concludes
the paper.

2. Related work

In the last decade, ML has become an active field of research for
IoT systems in which a massive amount of data is produced. In this
section, we give a brief overview of the related surveys on ML in IoT,
edge computing, tinyML where ML models are optimized for resource-
constrained devices, and federated learning. We also highlight the
differences of our work from the relevant literature.

ML for IoT Applications: Several surveys in the literature provided an
overview of studies utilizing ML models for IoT applications [24-
26,30]. Particularly, Cui et al. [26] presented an overview of studies
focusing on the application of ML models for IoT while Mahdavinejad
et al. [24] gave an overview of the studies focusing on ML techniques
that are used for IoT data analysis. Moreover, Qian [30] presented a
survey of ML-based IoT applications and Messaoud et al. [25] intro-
duced a novel taxonomy of ML models that are used to address the
issues in WSN and IoT In addition, some recent studies provided surveys
on ML-based solutions employed in different IoT application domains
such as healthcare [27], industry [28], and security [29].

Edge Computing Surveys: Edge computing, in which the computation
is performed near the edge of the network on customized computing
devices, is a promising solution to address security, privacy, and latency
concerns. Murshed et al. [31] conducted a survey on ML systems at
edge devices that focuses on compression techniques. Moreover, Lim
et al. [32] reviewed FLat edge devices in terms of techniques and
frameworks. On the other hand, Chen et al. [42] and Wang et al. [33]
provided surveys on Deep Learning (DL) algorithms on edge computing
architecture.

TinyML Surveys: In addition to edge computing, another line of research
to preserve privacy and latency without sacrificing security is to employ
the ML model on resource-constraint devices by converting the model
into a code that can run on these devices. To address energy and mem-
ory challenges of training and inference on-device, TinyML approach
is proposed, which is an emerging concept for on-device learning.
There are a few surveys focusing on the overview of the research in
this direction in the literature. Dhar et al. [43] provided a review of
algorithms and theoretical approaches that enable ML on resource-
constrained devices. Dutta et al. [44] gave the definition, strengths
and weaknesses of TinyML, and related techniques. Ray [35] presented
use cases such as image classification, face detection and anomaly
detection, in which TinyML is utilized. Doyu et al. [36] introduced the
TinyML-as-a-Service concept and its design requirements.

Federated Learning (FL) Surveys: Another increasingly used approach
for on-device learning is FL. In FL, the resource-constrained devices
perform the training locally in a collaborative way without sharing the
data with each other. The main objective of FL is privacy as the raw
data does not leave the local device. Numerous surveys reviewed FL
studies in the literature [37-41]. Zang et al. [37] and Nguyen et al. [38]
analyzed the improvement of FL and summarized practical FL applica-
tions. Imteaj et al. [41] discussed the challenges of implementing FL in
an IoT environment. Khan et al. [39] provided recent advances, open
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Table 1
The overview of related surveys in the literature (see [24-41]).
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Surveys Scope

Summary

Edge TinyML
Computing

Federated
Learning

Energy On-Device ML IoT

Awareness

[24-30] X X X

X X v Presenting surveys
of ML models used

for IoT applications.

[31,32] v X v

Focusing on ML
models that can be
deployed on edge
devices.

[33,34] v X X

Describing the
challenges and
optimization
algorithms of ML
models deployed on
edge devices.

[35,36] X v X

Providing surveys of
TinyML models.

[37] X X v

Providing
characteristics and
practical
applications of
federated learning
models.

[38-40] X X v

Presenting surveys
of federated
learning models for
IoT applications.

[41] X X v

Discussing on-device
federated learning
models for IoT
applications.

This work v v v

Presenting a survey
of energy-aware
on-device ML
models for IoT
applications.

research challenges, and taxonomy for FL in IoT. Kholod et al. [40]
reviewed the open-source FL frameworks.

Differences from other works: We present the list of other related
surveys focusing on the deployment of ML models for IoT applications
in Table 1. The main difference of our work from prior studies is that
we investigate the ML techniques on IoT in terms of energy perspective.
To the best of our knowledge, this is the first study that reviews energy-
aware on-device ML models for IoT applications. In total, we surveyed
28 works published in 2016-2022. In addition, we provide a novel
taxonomy of energy-aware on-device ML approaches in IoT and provide
the publicly available tools used for running ML models on IoT devices.
The reasoning behind our categorization for deploying the ML models
on resource-constrained [oT devices is that it would be helpful for
practitioners and researchers to choose among the given approaches
for the given task (i.e., ML deployment on IoT devices).

3. Background

In this section, we provide brief background information about ML
and deep learning algorithms that can be adapted to IoT applications
for tasks such as identification, classification, or detection. Addition-
ally, we give very brief information on IoT devices, platforms, and
energy consumption in IoT devices.

3.1. Machine learning algorithms
A typical ML process consists of two phases: training and inference.

In the training phase, collected data instances are used to teach ML
algorithms to perform convenient predictions. In the inference phase, a

prediction is made by running data points onto a trained ML model. ML
algorithms can be divided mainly into three categories: (1) Supervised
learning, (2) Unsupervised learning, and (3) Semi-supervised learn-
ing. Fig. 1 illustrates an example of supervised learning, unsupervised
learning, and semi-supervised learning.

3.1.1. Supervised learning

The supervised learning algorithms aim to find a mapping function
to infer output from given input by using labeled data instances. In
supervised learning approaches, the labeled data is used for classifi-
cation or regression tasks. Popular supervised learning algorithms are
k-Nearest Neighbor (k-NN), Support Vector Machine (SVM), Decision
Tree (DT), Random Forest (RF), and Logistic Regression (LR). A k-
NN classifier is based on calculating the distance (e.g., Euclidean) to
measure similarities between one point and its neighboring points. k-
NN can be applied to IoT applications such as image classification [45]
and human activity recognition [46]. On the other hand, the SVM
classifier is based on identifying a hyper-plane that distinguishes types
of classes. IoT applications using SVM include, but are not limited to
disease detection such as cotton leaf disease [47] and crop disease [48],
and speech and image classification [49]. In DT, the classification is
employed by setting if-then conditions. Smart health care systems can
provide disease detection by leveraging DT classifiers [50]. Moreover,
RF is an ML algorithm that builds a large group of decision trees. In
IoT, RF is used for several applications such as health care monitoring
systems [51] and malware detection systems [52]. Finally, LR is a statis-
tical method that uses the logistic function to predict binary variables.
Examples of utilizing LR for IoT applications include security-focused
applications such as attack and anomaly detection [53,54].
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(a) Supervised (b) Unsupervised (c) Semi-supervised

Fig. 1. A representation of (a) supervised learning; the red stars, green diamonds,
and blue crosses indicate different classes in the labeled data and (b) unsupervised
learning; the geometric shapes of purple circles indicate the different classes in the
unlabeled data. In both cases, the dotted lines indicate the prediction (classification)
result. (c) semi-supervised learning; gray circles indicate unlabeled data, orange six-
point stars, and pink stars indicate differently labeled data. The dotted lines are decision
boundaries.

3.1.2. Unsupervised learning

Unlike supervised learning, in unsupervised learning approaches,
the unlabeled data are clustered based on their similarities and cor-
relations. k-means clustering and Principal Component Analysis (PCA)
are widely used unsupervised learning methods [55]. In k-means clus-
tering, distance metrics are utilized to divide data points into pre-
defined k clusters. The k-means clustering algorithm can be used in
IoT applications such as smart home automation [56] and precision
agriculture [57]. In addition, PCA is used for extracting important
features to compress the dataset, hence reducing the feature dimension
and computation complexity. PCA algorithm is used for IoT network
traffic anomaly detection [58].

3.1.3. Semi-supervised learning

Semi-supervised learning approaches train the model by using both
the labeled data and the unlabeled data. The aim of the model is to
classify unlabeled data by utilizing a small amount of labeled data. The
different types of semi-supervised learning algorithms are self-training,
graph-based semi-supervised learning, and low-density separation. In
the self-training method, the model is firstly trained with labeled
data and then unlabeled data is classified with this model. After, the
model is retrained with the new growing labeled data. In graph-based
semi-supervised learning, unlabeled data are labeled by adopting a
graph-based strategy. Later, the model is trained with the labeled data.
Finally, in low-density separation, the unlabeled data are clustered by
using a low-density region. Semi-supervised learning can be used in
intrusion detection systems for IoT applications where there is a large
amount of unlabeled data.

3.2. Deep learning algorithms

Deep Learning (DL) builds algorithms to create neural networks that
can learn and make decisions. One common DL algorithm is Artificial
Neural Network (ANN). ANN consists of an input layer, hidden layers,
and an output layer as depicted in Fig. 2. These multiple layers are used
to process data, compute complex tasks, and construct learning models.
Moreover, ANN can be employed in several recognition and detection
applications in IoT [59]. Another commonly used DL algorithm is the
Convolutional Neural Network (CNN). CNN comprises a large number
of convolution layers to extract and process features. In this case, the
layers filter input to create a feature map that indicates significant
feature information. The number of parameters can be significantly
reduced in CNN compared to the neural network. Furthermore, CNN is
widely used in IoT image classification and detection applications [60]
and smart health systems [3]. Finally, Recurrent Neural Network (RNN)
is another DL algorithm, which is commonly used for IoT applications.
RNN enables to processing of long sequences of data and remembers
previous values. RNN is mostly employed in several applications such
as handwriting [61] or speech recognition [62]. Additionally, Long
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Fig. 2. The structure of an artificial neural network.

Short Term Memory Network (LSTM) is a gradient-based algorithm
that can learn by remembering more previous values than RNN. Hence,
LSTM provides long-term dependency learning.

3.3. IoT platforms

IoT devices are sensors, actuators, embedded and wearable devices
that are able to collect and process data, and exchange data over
the Internet or other networks [63-65]. There are various commercial
off-the-shelf (COTS) IoT devices used for different IoT applications.
For instance, in smart home applications, IoT devices such as smart
thermostats, smart lights, and smart cameras are used. These devices
are controlled via an app on a mobile device by the user and through
the cloud. They can be controlled remotely and user interactions are
logged. Moreover, there exist various commercial platforms to manage
different IoT devices and allow interoperability between the devices.
Some of the popular IoT platforms are Samsung SmartThings [66],
Apple HomeKit [67], and AWS IoT [68]. In addition to these COTS
IoT devices and platforms, there are several open platforms such as
OpenHab [69] and Home Assistant [70]. Finally, the development
boards are utilized by practitioners and researchers to develop IoT
applications due to their similarity in terms of device resources. Some
of the popular development boards are Raspberry Pi, Arduino, Intel
Edison, BeagleBone Green Gateway, Tessel 2, and Teensy. Depending
on the need, they can be equipped with varying hardware and software
resources. For example, Aurdino has several models such as Uno, Mega
2560, or Nano 33 BLE with varying specifications.

3.4. Energy consumption in IoT

As mentioned before, IoT devices are generally designed to collect
sensor data through the sensors placed far from each other, then
gather them together through a hub, which also transmits the collected
data into the cloud for further processing [71]. As IoT devices do
not perform heavy energy-consuming tasks, they are mostly battery-
powered. On the other hand, the hubs that connect multiple IoT devices
or heavy-energy-consuming devices like CCTV cameras generally come
with a wired connection. However, the overall market tendency is
to have battery-powered IoT devices due to convenience and easy
positioning. Therefore, energy consumption is very crucial, especially
for battery-powered IoT devices as it can easily drain their batteries.

The tasks that consume energy for [oT devices include acquisition,
processing, communication, and idle states. Thus, the total energy
consumption of an IoT device can be defined using the following
formula [72]:

grom/ =& + gcomm + gproc + 8idle‘ (1)

acq

The &,.45 Ecomms and €, are energy required for data acquisition from
sensors, communications (i.e., transmitting and receiving), processing,
respectively. The &, represents the energy consumed when the IoT
device is in an idle state. The energy consumption of processing a task

is given by [73]
Eroe = Pproe X 1, 2

proc proc
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where t indicates time spent and P,,,, indicates the processing power

and calculated as:

roc

P =IXV, (3)

proc

where V and 7 indicate the operating voltage and the current used
during the operation, respectively. Therefore, time consumed for pro-
cessing (i.e., execution time (s)) and communications (i.e., transmitting,
receiving) are directly proportional to energy consumption and are
considered as energy-related metrics in the literature. Likewise, power
(W) and current (A) consumption are considered as energy-related
metrics.

3.4.1. Energy consumption in ML algorithms

Running machine learning algorithms on IoT devices can substan-
tially increase energy consumption. Many factors such as the machine
learning algorithm’s complexity, input data size, processing power of
the device, and memory requirements have a significant impact on
the processing energy consumption equation for a machine learning
model.

ML Model Complexity: The complexity of the ML model plays a crucial
role in energy consumption. More complex models typically involve
a higher number of parameters, layers, or interactions, resulting in
increased computational requirements. The device that requires more
computations to train or make predictions consumes more processing
energy. The training and inference computational complexity of com-
monly used ML algorithms implemented with scikit-learn is given in
Table 2 [74]. Note that complexities can vary depending on specific
implementations and optimizations.

k-NN: There is no explicit training process of k-NN, the algorithm
only requires storing the entire training dataset. During inference, kNN
involves comparing a new data point to all stored training data points
to find the nearest neighbors. Therefore the computational complexity
of inference is O(mn) where m and n are the numbers of training samples
and input features, respectively.

SVM: The training and inference computational complexity of SVM
is O(mn®+n) and O(mn), respectively. SVM employs kernel functions and
matrix operations during training and inference, resulting in increased
computational complexity, particularly with larger datasets. As the
number of input features increases, the number of kernel computations
increases, leading to significantly higher energy consumption.

LR: The training and inference computational complexity of LR
is O(mn* + m®) and O(n), respectively. The training phase involves
operations such as matrix multiplications, inversions, and solving linear
equations, increasing the complexity. Training on large datasets with
a high number of features can pose challenges in terms of energy
efficiency due to the potentially high time complexity involved in the
process.

DT: DT uses comparison and recursive operators and information
gain computation to form the basis of the decision-making process,
allowing them to split the data based on feature values and make
predictions. The training and inference computational complexity of DT
is O(mnlog(m)) and O(log(m)), respectively. Therefore, it is more energy
efficient in both training and inference compared to SVM and LR.

RF: RF combines the predictions from multiple decision trees
through voting or averaging operations, depending on the task. The
training and inference computational complexity of DT is
O(N,mnlog(m)) and O(N,log(m)), respectively where N, refers to the
number of trees.

k-means: The computational complexity of the k-means algorithm
is O(mnc) which depends on not only the number of training samples
and input features but also the number of clusters (i.e., ¢). The k-
means algorithm primarily utilizes Euclidean distance and centroid
calculations.

PCA: The PCA algorithm performs complex matrix operations such
as eigen-decomposition with the computational complexity of O(mn? +
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Table 2
Computational and Space Complexity of ML algorithms.

ML Algorithm Training Inference Model Size
k-NN - O(mn) O(mn)
SVM O(mn® + n) O(mn) O(n)

LR O(mn? + m?) O(n) O(n)

DT O(mnlog(m)) O(log(m)) O(m)

RF O(N,mnlog(m)) O(N,log(m)) O(N,m)
k-means O(mnc) -

PCA O(mn® + n’c) -

ANN O(mnh*i) O(n)

m:number of training samples, n: number of input features, N,: number of tree, c:
number of clusters, h: number of coefficients, k: number of hidden layers,i: number of
iterations.

/ Training on
Cloud/Server
Centralized ML

Cunventional\
Model
Conversion

Inference on IoT

Training and
Inference
on loT

Incremental
Training and
Inference on IoT

On-device ML in
IoT

Distributed ML

/

Fig. 3. Taxonomy of On-Device ML Models for IoT.

nc). The higher computational complexity requires higher energy con-
sumption of IoT devices.

ANN: The computational complexity of ANN, O(mnh*i) is typically
proportional to the number of hidden layers (i.e., k), the number
of coefficients (i.e., h) in each layer and the number of iterations
(ie., 0). The computational complexity thus energy consumption can
increase significantly for larger and more complex networks with many
layers and neurons. Dataset and Input Features Size: Larger dataset and
input features size increase the computational complexity of all ML
algorithms. Performing computations on a larger dataset and input
features requires more processing power and execution time, resulting
in increased processing energy consumption. A larger dataset and input
feature size significantly increase the processing energy consumption
for SVM and LR. In addition, as the dataset size increases, the execution
time of DT and RF grows significantly. Consequently, the increased
execution time leads to extended processing periods, impacting the
processing energy consumption.

Processing Power of IoT Device: The processing power of an IoT device
plays a crucial role in the energy consumption of machine learning
algorithms. Higher processing power enables faster execution, leading
to reduced processing time and potentially lower energy consump-
tion. However, it is important to note that as the complexity of the
machine learning model increases, there is a corresponding increase
in processing energy consumption due to longer processing time. Ta-
ble 3 demonstrates the most commonly used IoT device specifications
including the type of processor, power, clock speed, and memory
capacity.

Memory Requirements: ML algorithms with higher memory requirements
consume more energy due to memory accesses and data transfers.
When an algorithm operates on large amounts of data, it often neces-
sitates frequent reading and writing operations in memory, leading to
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Table 3

IoT device specifications.

IoT Device Processor Power (V) Clock Speed RAM
Raspberry Pi 3B+ [75] ARMV8-A64/32 Bit 5 1.4 GHz 1 GB
Raspberry Pi 4B [75] ARMv8-A64/32 Bit 5 1.5 GHz 1,2,4,8 GB
Arduino Nano 33 BLE [76] Cortex-M4F 32-bit 3.3 64 MHz 256 KB
Arduino Mega 2560 [76] ATmega2560 16 MHz 16 MHz 8 KB
Arduino Uno [76] ATmega328P 5 16 MHz 2 KB
Arduino Portenta H7 [76] Cortex-M7 5 480 MHz 8 MB
ESP8266 [77] Tensilica L106 32-bit 3.3 160 MHz 50 KB
ESP32 [77] Xtensa LX6 32-bit 3.3 240 MHz 128 KB
nRF52840 Cortex-M4 32-bit 3 64 MHz 256 KB
Intel Galileo Gen 2 [78] Intel Quark SoC*1000 7-15 400 MHz 256 MB
Intel EDISON Board [79] Intel Quark SoC*Dual core 7-15 500 MHz 256 MB

higher energy consumption. Memory requirements of ML algorithms
are shown in Table 2.
4. On-device ML in IoT

In this section, we present a novel taxonomy of on-device ML
models that are utilized for IoT applications and discuss their energy
consumption in detail. Fig. 3 demonstrates the taxonomy of these
models. We first categorize the models according to the number of
devices computing the ML model. In this regard, we classify on-device
ML models in IoT mainly under two categories, which are as follows:

1. Centralized ML: In this category, the training phase is performed on
a single device. This single point can be a computationally powerful
resource (i.e., server or cloud) or an IoT device itself. However, in
this approach, the inference is performed on the IoT device. Based
on the training model computation architecture, the Centralized ML
model can be implemented in three ways:

(a) Training on Cloud/Server - Inference on IoT: The training phase
is processed in the cloud or a centralized server (i.e., pre-
training) while the inference phase is processed on IoT de-
vices. This category is also divided into two sub-categories as
follows:

i. Conventional: The pre-trained model is directly de-
ployed on IoT devices without any model conversion.

ii. Model Conversion: The pre-trained model is converted
into a C/C++ programming language code to be de-
ployed on tiny IoT devices (i.e., microcontroller units
(MCUs)).

(b) Training and Inference on IoT: Both training and inference
phases are performed on IoT devices.

(c) Incremental Training and Inference on IoT: The training is per-
formed in the cloud or centralized server, but the model is
continuously updated by training with the local data on IoT
devices.

2. Distributed ML: In this category, the training is performed locally on
each IoT device in the network and each IoT device sends the model
weights (i.e., parameters) to the cloud. After that, the global model
is periodically aggregated in the cloud. Finally, the cloud distributes
the global model to each IoT device. With this, the training phase is
performed collaboratively on IoT devices without requiring the local
data to be sent to the cloud.

In the rest of this section, we review the relevant studies in the
literature in terms of their energy consumption.
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Fig. 4. An illustration of Training on Cloud/Server and Inference on IoT Devices model
with Conventional and Model Conversion approaches.

4.1. Centralized ML models

In the Centralized ML model, training is performed on a single
point (i.e., server, cloud, or IoT device) whereas the inference is on
the IoT device. The Centralized ML model can be implemented in
three ways according to the location of the training phase: Training
on Cloud/Server - Inference on IoT, Training and Inference on IoT, and
Incremental Training and Inference on IoT. In this subsection, we explain
each of these categories and briefly explain the studies that fall under
these categories.

4.1.1. Training on cloud/server and inference on IoT device

ML algorithms require a huge amount of memory and computation
power that makes them challenging to run on resource-constrained IoT
devices. As inference requires less computation compared to training,
some researchers suggested the approach, where the training phase is
outsourced to the cloud or server [80]. The Training on Cloud/Server
and Inference on [oT Device model is divided into two categories,
namely, Conventional and Model Conversion. An illustration of Training
on Cloud/Server and Inference on IoT Device model with Conventional
and Model Conversion approaches is depicted in Fig. 4.

» Conventional: In the Conventional method, the pre-trained ML
model is directly deployed on IoT devices without a model conversion.
Various studies employed the Conventional method of training on
cloud/server and inference on IoT devices and tried to minimize energy
consumption. For instance, researchers directly deployed ML models to
IoT devices and evaluated the energy consumption [81], employed op-
timization methods (e.g., compression, quantization, algorithmic com-
plexity reduction) to reduce the computational overhead [82,83], and
utilized various feature extraction methods [84,85].

Curtin and Matthews [81] constructed a CNN model with two
layers on Raspberry Pi utilizing Tensor Flow [86] and Keras [87] to
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classify images for a wildlife monitoring application. They expressed
that the lifetime of Raspberry Pi with four Alkaline AA batteries while
processing image classification systems is 10 h. Zualkernan et al. [88]
provided an automated animal classification application using DL on
edge devices and they concluded that on average, each on-device
inference takes only 0.2 ms time per image on a Raspberry Pi.

In addition to the studies using thresholds to reduce the model
layers, some researchers proposed the use of optimization techniques
to reduce the computational overhead. The authors in [82] employed
a compression method based on linear quantization and confirmed that
both the computational overhead and the model size of the RNNs model
are reduced for the BreathPrint authentication system. Thus, compared
to CNNs, using RNNs in this way provided them with more lightweight
processing on IoT devices such as smartphones, smartwatches, and
Raspberry Pi. Furthermore, in [83], researchers developed SparseSep,
a new optimization technique based on sparse coding and separation
of deep learning model layers, to enable them to work on wearable
devices. This new technique exploits three software components: Layer
Compression Compiler (LCC) is for compressing the DNN or CNN model
while preserving high accuracy. Sparse Inference Runtime (SIR) lever-
ages the sparse weight matrices to reduce computational overhead.
Finally, Convolution Separation Runtime (CSR) is for compressing the
convolution layers to further diminish the model for IoT wearable
devices. The evaluations demonstrate that the running time and energy
consumption of optimized deep learning models on wearable are re-
duced significantly. In another study [89], researchers used Stochastic
Gradient Descent with Momentum (SGDM) optimization technique to
compress the DNN model and deploy the pre-trained model in IoT
device for fall detection in smart home applications.

In terms of the studies employing various feature selection schemes,
Azariadi et al. [84] proposed a real-time Electrocardiogram (ECG) clas-
sification system that utilizes an SVM classifier on IoT device (i.e., In-
tel’s Galileo board). They used Discrete Wavelet Transform (DWT) to
extract features for ECG samples since it provides higher accuracy.
Additionally, they performed design space exploration to select the
best feature vector in terms of computation cost efficiency. Similarly,
in [85], the authors presented a multi-stage feature selection approach
to reduce the computational complexity for an activity recognition
application deployed on the wearable.

» Model Conversion: In the Centralized ML with Model Conversion,
the pre-trained ML model is converted into a C/C++ code to be
deployed on tiny IoT devices. The model Conversion approach benefits
from tinyML, which is an approach that aims to run optimized ML
algorithms on resource-constrained devices with lower energy con-
sumption. One of the key advantages of tinyML is that it provides
data privacy. Additionally, processing on-device locally enables real-
time decisions. Moreover, transmitting large amounts of raw data to the
cloud is an energy-intensive process. Hence, tinyML does not require
sending user data to the cloud increases energy efficiency, and thereby,
a hot topic of research and practice where researchers from the in-
dustry and academia are actively working. While the industry side has
generally focused on developing practical tools for tinyML, researchers
utilized these tools or proposed new tools that use alternative number
representations [90].

In terms of the industry investment in tinyML, several tinyML
tools have become available such as TensorFlow Lite by Google, Em-
bedded Learning Library (ELL) by Microsoft and ARM-NN, Common
Microcontroller Software Interface Standard NN (CMSIS-NN) by ARM,
STM32Cube-AI by ST Electronics to take advantage of ML for IoT
applications. A few papers exist in the literature that utilize these
tools. In [91], the authors evaluated the performance of STM32Cube-
Al and TensorFlow Lite for ANN optimization. They also analyzed the
performance of a quantization method in terms of energy and memory
consumption. Similarly, in [92], the authors provided a comparison of
TensorFlow and TensorFlow Lite using face recognition applications on
IoT devices in terms of memory usage and inference time. Likewise,
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Giardano et al. [93] designed a battery-less face recognition application
using TensorFlow Lite that runs on ARM Cortex-M4F microcontrollers
and scavenges energy from thermal and solar harvesters. An energy-
efficient ML inference method using XCube-Al is provided by Daghero
et al. [80]. The idea behind this method is that there is no need for
a complex ML model for easy inputs. To this end, they applied a
score margin threshold (i.e., the difference between the largest and
second-largest score at the last model layer) as a stopping criterion. The
proposed method uses class-dependent thresholds instead of a single
threshold for inference and achieves a better accuracy with a 60%
reduction in energy consumption for on-device image classification.
Furthermore, researchers proved that even DL models such as CNNs
that require higher computation power can be deployed on IoT edge
devices.

Other than the industry, tinyML frameworks were proposed by
several research groups and open-source projects. To execute the super-
vised learning algorithms such as SVM, DT, LR, and MLP (Multilayer
Perceptron) on resource-constrained IoT devices, the study in [90]
introduced a software tool called EmbML [102] that converts the
classifier into a C++ code. EmbML enables the fixed-point represen-
tation where data is stored in constant variables. Therefore, fixed-point
representation saves memory and reduces the computation cost of op-
erations. In [106], the researchers utilized another framework, namely
emlearn [99], to apply MLP models for user recognition on wearable
devices. They indicated that energy consumption of the recognition on
a wearable is directly related to the complexity level of NN. Thus, the
higher the complexity of a NN, the higher the energy consumption since
the processing time increases. In addition to the tools developed by dif-
ferent research groups, open-source tinyML frameworks also exist. One
such open-source tinyML framework is MicroMLGen which converts ML
models into C code for microcontroller platforms. In [106], the authors
compared the performance of ML models generated by various tinyML
tools. Specifically, they compared SVM generated by MicroMLGen, MLP
generated by emlearn, and DT generated by emlearn. As a result, the
performance of DT generated by emlearn accomplished better accuracy
with lower computation time, thereby lowering energy consumption. In
addition, the researchers in [107] leveraged the microMLGen frame-
work to deploy the SVM model with PCA for locomotion activities
detection. In that case, the model with the GY-801 Motion Unit accel-
erator obtains two times better performance in terms of the consumed
time for classification on-device compared to the SVM model without
PCA. Another framework is MCUNet [103] which jointly designs the
neural architecture search (TinyNAS) and the lightweight inference
engine (TinyEngine) to enable running DL on MCUs. In another study,
Sudharsan et al. [18] provided a method that converts DT models to C.
The C-converted version of the DT model generated by the proposed
method does not utilize SRAMs during execution and benefits from
the larger capacity of flash memories. The authors showed that the
proposed model provides four times faster inference time compared
to the model converted by sklearn-porter [108], m2cgen [109], and
emlearn [99] libraries. On the other hand, [110] provided the Edge
Impulse online platform for developing tinyML models that can be
deployed in various resource-constrained devices. In [111] proposed
an energy-efficient model for detecting fruits in the smart farming
environment by using the Edge Impulse framework.

Table 4 summarizes the TinyML frameworks and provides infor-
mation about the provider, output language, compatible libraries, sup-
ported IoT platforms, source code, and whether a specific tool allows
on-device training (i.e., incremental training on the device). Here, on-
device training means updating the pre-trained model deployed on
tiny IoT devices with new local data. As outlined in the table, a few
of the tools support the on-device training. Detail explanations of the
incremental training are given in Section 4.1.3.
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Table 4
TinyML frameworks.
Framework Provider Output Compatible Supported IoT Source Code On-device
Libraries Platforms Training
TensorFlow Lite Google C++ TensorFlow Arduino, ESP32, Open source v
[94] Sparkfun
Edge,Texas
Instruments Dev
Boards
ELL [95] Microsoft C/C++ CNTK, Darknet, Raspberry Pi, Open source X
ONNX Arduino
ARM-NN [96] ARM C TensorFlow, ARM Cortex-A, Open source X
Caffe, ONNX ARM Mali, ARM
Ethos
CMSIS-NN [97] ARM C TensorFlow, ARM Cortex M Open source X
Caffe, PyTorch
STM 32Cube.Al STMicroelectron- C Keras, STM32 Closed source X
[98] ics TensorFlow,
Caffe
emlearn [99] Open source C Keras, Atmega, Open source X
project Python/Scikit- ESP8266, ESP32,
learn ARM Cortex M
(STM32)
MicroMLGen Open source C Python/Scikit- Arduino, ESP32, Open source X
[100] project learn ESP8266
TinyOL [17] Academic C TensorFlow Arduino Nano Closed source v
research project 33 BLE
ML-MCU [101] Open source C++ N/A Arduino Open source v
project
EmbML [102] Open source C++ WEKA, Arduino, Teensy Open source X
project Python/Scikit-
learn
MCUNet [103] Open source C/C++ Pythorch, STM32F746 Open source X
project TensorFlow
MicroTL [104] Open source C Pythorch nRF-52840-DK Open source v
project
Edge Impulse Open source C++ TensorFlow, Arduino Nano Open source X
[105] project Keras 33 BLE,

nRF-52840-DK,
Syntiant TinyML
Board
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Fig. 5. An illustration of training and inference on IoT devices model.
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4.1.2. Training and inference on IoT device

Although training the model on cloud/server solves the low compu-
tational power concern of IoT devices, the transmission of personal and
sensitive user data for training may cause privacy and security issues.
Hence, implementing both training and inference parts of ML methods
on-device becomes critical. An illustration of the Training and Inference
on IoT Devices model is shown in Fig. 5.

A few studies in the literature have provided solutions to address the
problem of training and inference on IoT devices. In [112], local low-bit
quantization and batch normalization freezing methods are introduced
to enable CNN training on IoT devices. Moreover, they designed a

bit-flexible multiply and accumulate (MAC) method to accelerate the
computation of the learning system hence, maximizing the energy
efficiency. In [46], authors introduced an optimization strategy to
perform training and inference phases on resource-constrained devices
for human activity recognition systems. They used the Chi2 filtering
method for feature selection to reduce input data. They evaluated
the supervised learning algorithms models such as LR, RF, k-NN, NB-
Gaussian, Linear SVM, MLP, and DT in terms of accuracy and execution
time. The results demonstrated that the execution time of ML methods
is reduced by 80% while maintaining 90% accuracy. In [113], the
researchers investigated the feasibility of running ML algorithms such
as RF, SVM, and MLP on edge devices. They tested these algorithms in
terms of power consumption, execution time, and accuracy. As a result,
SVM performs faster inference with less power consumption, whereas
RF performs with greater accuracy. In our previous work [74], we
evaluated the energy consumption of running supervised ML algorithms
on IoT devices. Experimental results showed that DT performs better in
both training and inference.

Training and inference on IoT devices enable real-time applica-
tions while preserving data privacy and allowing offline intelligence.
In [114], a feed-forward CNN is utilized to reduce computation com-
plexity while training on-device for image classification applications.
Traditionally, back-propagation is used to update the weights of each
neuron in the NN. However, back-propagation is computation-intensive
for IoT devices. For this reason, they built a cascade of multi-stage
linear squared regressors without utilizing back-propagation to provide
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Fig. 6. An illustration of incremental training and inference on IoT devices.

a faster model. As a result, the faster model reduces the computation
energy cost. Moreover, to decrease the computation cost of feature
extraction before training, Saab transforms [114] in which the image is
converted from spatial-only space to spectral-only space was utilized.
Another study [115] introduced an anomaly detection model based on
sparsity and random neural networks. The model benefits from Locality
Sensitive Hashing (LSH) which requires less computation and memory.
In addition, [116] presented the feasibility of NN training in resource-
constraint IoT devices such as Arduino Portenta H7 and Arduino Nano
33 BLE.

4.1.3. Incremental training and inference on IoT device

Traditional ML utilizes historical data for training purposes. There-
fore, examining new similar data achieves reliable accuracy. However,
the accuracy may decline if the pre-trained model encounters different
data. And, retraining a model on the cloud requires a large amount of
data transmission causing significant energy consumption. Further, the
previously collected data that needs to be stored for training leads to
a huge amount of memory consumption. To address these concerns,
incremental training, in which the pre-trained model is continuously
updated with the new local data on IoT devices, was proposed [17,
117,118]. An illustration of incremental training and inference on IoT
devices is depicted in Fig. 6. A few studies present frameworks that
enable retraining the model on IoT devices with local data. In [17],
Tiny ML with online learning (tinyOL) was proposed. The tinyOL
framework provides an additional layer that can be executed on the
fly for post-training. They evaluated the model by implementing it on
the Arduino Nano 33 BLE board for anomaly classification problems.
PCA was used for the data dimension reduction. The average time con-
sumption of inference and online learning were reported as 1748 ps and
1921 ps, respectively. Further, researchers have improved the tinyOL
framework by utilizing Complex Event Processing (CEP) to perform
learning on industrial IoT devices [117]. In [118], the feasibility of
model retraining on a Raspberry Pi was shown. They evaluated the
model retraining for IoT device classification and category classification
applications. To reduce the energy consumption of computation while
retraining, the number of layers of NN was fixed. As a result, freezing
three layers of NN was able to decrease the training time by 13.3%.
In [45], the incremental on-device learning system based on DL and
k-NN was proposed. Task dropping was utilized to approximate the
pre-trained CNN model. The performance of the proposed solution
was evaluated in two scenarios, speech command recognition and
image classification applications on two platforms (i.e., Raspberry Pi
3B+ and STM32F76ZI). Furthermore, the ML-MCU framework was
presented by [119] to enable incremental training and inference on IoT
devices. The framework supports local training and on-the-fly methods
without using the memory of resource-constrained devices. Addition-
ally, Optimised-Stochastic Gradient Descent (Opt-SGD) and Optimized
One-VersusOne (Opt-OVO) algorithms were provided to perform bi-
nary and multi-class classifier training on MCUs. In [120], researchers
designed MicroTL, an open-source transfer learning framework, to
enable re-training the DNN model on IoT devices. MicroTL utilizes the
frozen pre-trained hidden layers and only re-trains the Fully-Connected
(FC) layer(s). The framework consumed three times less energy by

Ad Hoc Networks 153 (2024) 103348

re-training on IoT devices rather than transmitting all local data to
the cloud. In [121], researchers designed an algorithm to enable on-
device learning with 256 KB memory. They proposed Quantization
Aware Scaling (QAS) to allow fully quantized training for both forward
and backward. In addition, they proposed a sparse update that prunes
the gradient during backpropagation to reduce memory usage and
computation costs. Table 5 summarizes the works on centralized ML
models.

Some studies in the literature focused on hardware architecture de-
sign such as an accelerator to support training on resource-constrained
devices [112,122,123]. In [112], the authors suggested low-bit training
of deep learning on IoT devices. A new quantization method was
proposed to reduce storage requirements and computational complex-
ity. In addition, to support training on IoT devices, they designed an
accelerator that obtains 12.5% higher energy efficiency. In [122], the
authors proposed a deep learning weight update architecture, namely
TrainWare (TW), which decreases memory usage. In that case, they
achieved a 30.2% energy consumption reduction. Another architecture
called DeepTrain based on homogeneous computing for training on em-
bedded platforms was proposed by [123]. As a result, these hardware
architecture designs provided energy-efficient training.

4.1.4. Summary of centralized ML studies
In this subsection, we provide discussions on the reviewed central-
ized ML works.

« IoT Applications: Among all reviewed studies, we found that energy-
aware centralized ML-based solutions were used for applications such
as image classification [80,81,88], health care systems such as human
activity recognition [46,90,126], cancer and disease detection [113],
facial recognition [92,93,106], and security systems such as anomaly
detection [17,117] and intrusion detection [74]. For healthcare ap-
plications, ML model requires sensitive user data to perform training
that results in potential privacy leaks. Similarly, security systems re-
quire privacy preservation and timely detection. Therefore, on-device
ML design is needed to meet these demands.

ML Algorithms: In centralized ML model, some of the studies per-
formed supervised learning algorithms such as SVM [84,85,90,107,
124], DT [85,90,124] and NB [85] whereas others performed DL
algorithms such as ANN [91], NN [112,117,118], CNNs [80,93,114],
RNN [82], and MLP [46,90,106,113,124].

IoT Device: Most of the studies considered Raspberry Pi [45,46,81,
88,113,114] as an IoT device, while some considered smartphones
and smartwatches [82], Arduino [17,90,117,124], and ARM proces-
sors [93,126].

Tools/Frameworks: Python/Sckitlearn [46,90,114] is a very common
library to implement both ML and DL algorithms. Another commonly
used library is TensorFlow [81,112,127] developed by Google. In
addition, TensorFlow Lite DL framework was used by studies that
perform inference on IoT devices [91,92,118] . There are other frame-
works developed by particular developers such as MicroMLGen [124],
EmbML [90,107], emlearn [106], tinyOL [117], ML-MCU [119],
MCUNet [103], MicroTL [104] and Edge Impulse [105].

Metrics: Most of the studies considered execution times (e.g., pro-
cessing time spent for training or inference) as a metric to measure
the energy consumption [45,46,82,83,93,113,118]. Likewise, [85]
provided response time (ms) that includes the time needed for fea-
ture extraction and classification. Different from these studies, a few
studies evaluated the energy consumption in Joule [74,80,83,91] and
power consumption [74,116,120].

4.2. Distributed ML models

Distributed ML is an approach where multiple IoT devices collabo-
ratively train the models. In particular, distributed learning comprises
three phases, local training, model aggregation, and model distribution.
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Table 5
Summary of studies utilizing Centralized ML.
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Work IoT Application ML Algorithm IoT Device Tool/Framework Metrics (Unit)
[81] Image classification DL Raspberry Pi 3 Python, Tensor Flow, Keras Current (A), lifetime (h)
[88] Image classification DL Raspberry Pi 4B Python Pre-processing time (s),
inference time (s)
Té [82] Breathing-based RNN Nexus5, Pixel, N/A Inference time (s)
;é authentication Smartwatch,Rasspberry Pi
3]
H [84] Arrhythmia detection SVM Intel Galileo board Matlab/LIBSVM Execution time (s)
3
o . P N
[83] Audio speaker verification DNN, CNN Qualcomm Snapdragon 400 N/A Energy consumption (mJ),
inference time (ms)
[89] Fall Detection Smart Home DNN Raspberry Pi 3 Python Classification time (s)
_§ [85]1 Human activity recognition DT, NB, SVM NRF51822 N/A Response time (ms)
=
a8 [9o11 Li-Ion batteries parameter ANN, CNN, Tiny NN STM32 Tensorflow Lite, X-CUBE-AI Inference time (ms), inference
E estimation energy consumption (nJ)
5 [92] Facial recognition DL Raspberry Pi Tensoflow Lite Detection time (s)
@
E [124] N/A SVM, MLP, DT, and RF Arduino Uno 8 bit processor MicroMLGen Processing time (ms)
&
% [80] Image classification and CNN STM32H743 MCU XCUBE-AIL Energy (mJ)
T speech recognition
]
: -8 [90] Human activity recognition DT, SVM,MLP, LR Arduino Mega 2560, ‘WEKA, EmbML, Classification time (ps)
4
E g MK20DX256VLH7 (Teensy Python/Sckitlearn
& 8 3.2), MK66FX1MOVMD18
§ < (Teensy 3.6)
2 o
2 % [106] On-device user recognition DL, MLP ATmega328P emlearn Processing time (ms), current
© consumption (yA)
=
E [107] Locomotion activities SVM, PCA ESP32 MicroMLGen Classification time (ms)
detection
[117] Anomaly detection NN Arduino Nano 33 BLE tinyOL Inference speed (ms)
[125] Keyword spotting, visual NN Arduino Nano 33 BLE ,ESP Edge Impulse Inference time (ms)
wake words, image 32
classification
[111] Smart agriculture NN Arduino Portenta H7 Edge Impulse Current consumption (mA)
[931 Face detection CNN ARM Cortex-M CMSIS-ARM Inference time (s)
[112] Handwriting personalization NN N/A Tensorflow Energy eff.
° [114] Breast ultrasound image CNN Raspberry Pi 3 Python/Sckitlearn Training energy eff.
£ classification
]
: [46] Human activity recognition LR, LR, RF, k-NN, NB, SVM, Raspberry Pi, Raspberry Zero Python/Sckitlearn Inference time (s), training
° MLP, DT time (s)
]
© [113] Breast cancer detection, glass MLP, SVM, RF, LR Raspberry Pi 3 Python Training time (s), inference
% identification time (s), energy consumption
% [74] IoT intrusion detection k-NN, NB, DT, MLP, RF, LR Raspberry Pi, Azure IoT Kit Python Training time (ms), inference
_: time (ms), energy
g consumption (J), power
Bl consumption(W)
'é [115] Anomaly detection NN Raspberry Pi Python Inference time (ms)
&
[116] Keyword Spotting NN Arduino Portenta H7, N/A Training time (ms), inference
Arduino Nano 33 BLE time (ms), current
consumption (mA)
[45] Image classification, speech SVM, k-NN Raspberry Pi 3B+, Embedded N/A Training time (s), inference
command identification System (STM32F7) time (s)
ﬁ [17]1 Anomaly detection, anomaly NN Arduino Nano 33 BLE tinyOL Inference time (ps),online
g classification learning time (ps)
g [118] ToT device classification NN (FC, LSTM, ConvlD) Raspberry Pi Tensorflow Lite Training time (s) , inference
g category classification time (s)
4 [120] Image Recognition NN nRF-52840-DK board 3 MicroTL Training time (s), inference
5 time (s), energy consumption
st (mJ), current consumption
K] (mA)
g
£ [121] Image Recognition NN STM32F746 3 MCUNet training time (ms)
5]
&
E [119] Breast cancer detection, Heart N/A nRF52840 (Adafruit ML-MCU (Opt-SGD, Opt-OVO) Inference time (ms), training

disease detection

Feather),STM32f103c8 (Blue
Pill), Generic ESP32,
ATSAMD21G18 (Adafruit
METRO)

time (ms)

ANN: Artificial Neural Network, CNN: Convolutional Neural Network, DL: Deep Learning, DNN: Deep Neural Network, DT: Decision Tree, k-NN: k-Nearest Neighbour, LR: Logistic Regression, LSTM: Long Short Term
Memory, MLP: Multilayer Perception, NB: Naive Bayes, NN: Neural Network, PCA: Principal Component Analysis, RF: Random Forest, RNN: Recurrent Neural Network, SVM: Support Vector Machines.

Each IoT device performs local training with its own data and uploads
the weights (i.e., parameters) of the local model to the cloud/server.
Finally, the cloud/server aggregates the local model weights to create
a global ML model and distributes the global ML model to each IoT
device [37]. As the local data never leaves the IoT device, it addresses
the latency, privacy, and security concerns with minimal computation
and communication channel usage on the IoT device. An illustration of
a distributed ML model is shown in Fig. 7.

FL has tremendous potential in applications where privacy is a
critical concern and data is generated on devices. However, running FL

10

on battery-powered IoT devices is still challenging in terms of energy
consumption. [128] evaluated an FL implementation on IoT devices
(e.g., Raspberry Pi) that leads to imbalanced data generation in terms
of memory usage, training time, communication cost, and power con-
sumption. In addition, [130] demonstrated the feasibility of executing
FL on IoT devices when a simple CNN model is used. On the other
hand, in [129], researchers provided an energy-efficient deep anomaly
detection system based on FL that utilizes LSTM and SVM ML methods.
To extract fine-grained features, they proposed attention mechanism-
based CNN. Further, to reduce the number of gradients (i.e., weight
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Table 6
Summary of studies utilizing Distributed ML.
Work IoT Application ML Algorithm IoT Device Tool/Framework Metrics
[128] Speech command CNN Raspberry Pi 3 PyTorch Training time (s),
recognition energy
consumption (Wh)
[126] Passive body CNN, 2NN ARM Cortex-A72 Python, Training time
detection processor TensorFlow (ms)
[129] Anomaly LSTM N/A Python Running time
detection (min)
[127] Anomaly LSTM Raspberry Pi 4B Python, Power
detection Tensorflow consumption of
training (mW)
[130] Image Recognition CNN, LSTM, MLP Raspberry Pi 4B PyThorch Training time (s)
[131] Malware detection CNN, k-NN, RF, Broadcom N/A Training energy
LR BCM2711 consumption (mJ)
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Fig. 7. An illustration of distributed ML model.

matrix) of the local models, a gradient compression mechanism was
presented.

In [127], researchers proposed an FL-based anomaly detection sys-
tem where training is locally performed using the data on IoT devices
which reduces the communication energy cost. They demonstrated that
FL can be a promising solution that provides better detection accuracy,
faster detection, and energy efficiency. Similarly, to reduce the energy
consumption of IoT devices and provide real-time detection, [131]
proposed an FL-based malware detection system integrated with robust
and active protection with an intelligent defense strategy at the IoT
device. The proposed system performed 25% less energy consumption
compared to classical FL.

Furthermore, an increasing number of devices in the network may
cause aggregation failure on the server. In [126], authors presented
a fully distributed FL approach that updates global models locally on
devices. They tested the presented method on industrial IoT applica-
tions where the NN model was distributively trained and the model
was aggregated on IoT devices. Table 6 summarizes the works on
distributed ML models.

4.2.1. Summary of distributed ML studies
In this section, we provide discussions on the reviewed distributed
ML works.

« IoT Applications: Distributed ML models were applied to speech com-
mand recognition [126], image recognition [130],passive body de-
tection [128], anomaly detection [127,129] and malware [131] de-
tection. The distributed ML model is effective particularly when the
network bandwidth is limited or allocated to other critical tasks.
Besides, it is efficient when the application requires a real-time
response.

ML Algorithms: In the distributed ML model, all of the studies em-
ployed DL algorithms such as CNN [126,128] and LSTM [127,129,
131].

IoT Devices: Three studies [118,127,128] preferred Raspberry Pi
while [126] preferred device with ARM Cortex-A72 processor and
[131] preferred Broadcom BCM2711 board as the IoT device.
Tools/Frameworks: Most of the studies [126,128,129,131] utilized
Python-based tools to implement DL algorithms. In addition, [128,
129] used TensorFlow library in their study.

Metrics: [126,128] provided training time as the energy performance
metric whereas [129] provided running time. On the other hand,
[127] provided power consumption during training while [131] pro-
vided energy consumption.

4.3. Summary of energy efficient techniques

In this section, we provide discussions on energy-efficient tech-
niques such as quantization, pruning, and compression to enable de-
ploying neural network (NN) on resource-constrained IoT devices.

4.3.1. Quantization

In NN, the weights, activations, and other intermediate values are
usually represented using higher precision floating-point numbers (e.g,
32-bit or 16-bit) which leads to increased memory storage requirements
and computational complexity. Quantization is a technique used to
reduce the memory and computational requirements of NN by de-
creasing the higher precision of numerical values to lower bit-width
representations, such as 8-bit or even binary values. This reduction
in precision enables more efficient storage, faster computations, and
improved energy efficiency in the network.

There are several quantization techniques commonly used for NN.
For instance, fixed-point quantization [132] is a quantization tech-
nique widely used in NN where all computations performed using
integer arithmetic are significantly more cost-effective than those using
floating-point arithmetic. The other one is ternary quantization [133] in
which multiplications are performed using binary operations or limited
to a maximum of two multiplications per activation when asymmetric
scaling factors are utilized. This approach allows for a compression
rate of up to 16 times with moderate accuracy loss. Another one is
binary quantization [134] where all arithmetics are done via binary
operations resulting in a compression rate of 32 times. However, it
often results in high accuracy loss. Lastly, mixed precision quantiza-
tion [135] is employed in NN where the precision sensitivity of each
layer or even row of weights is individually tailored. This approach
allows for optimization by utilizing the advantages of binary, ternary,
and integer quantization techniques based on the specific requirements
of each layer or row of weights.
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4.3.2. Pruning

Pruning is a commonly used technique in NN to reduce the number
of parameters and meet specific computation and storage requirements.
It involves removing redundant or less important parameters or filters
from the model. By eliminating these redundant components, the com-
putation required during the inference process is reduced. Therefore,
pruning parameters or filters from the convolutional layers enables
minimizing computational cost. In addition, pruning can be performed
simultaneously with the training process rather than applying it solely
after training has been completed [121].

The two major techniques for pruning models include filter pruning
and weight pruning [136]. Filter pruning is a technique that involves
evaluating the importance of individual filters in an NN and subse-
quently eliminating those filters that are considered unnecessary or less
significant. On the other hand, weight pruning is a technique used to
reduce the number of parameters in a neural network by identifying
and removing unnecessary or less important individual weights. By
loading the pruned model into IoT, the frequency of accessing external
memory is greatly reduced, leading to improved power consumption
efficiency. Accordingly, the computational resources can be utilized
more efficiently, resulting in faster and more energy-efficient training
and inference process.

4.3.3. Knowledge distillation

Knowledge distillation is a technique used to transfer knowledge
from a larger, more complex model (teacher) to a simplified model (stu-
dent). The goal is to enable the student model to mimic the behavior
and performance of the complex model while being more computa-
tionally efficient and having a smaller memory footprint. Knowledge
distillation can be especially beneficial when the large model achieves
high accuracy but requires significant computational resources. By dis-
tilling the knowledge into a student model, it enables the deployment
of NN on low-cost IoT devices [137,138].

4.4. Summary of on-device ML design

In this section, we provide an overview of end-to-end on-device
ML system design. There are several steps can be followed to achieve
energy-efficient and optimized training and inference tasks.

Model Training: There are three distinct approaches to training
the model on-device ML design. The first approach leverages high-
performance hardware or cloud computing resources, enabling the
achievement of high accuracy and performance. This approach is well-
suited for tasks demanding substantial computational resources and
extensive datasets. Alternatively, the second approach is the training
of ML models on relatively powerful IoT devices, such as Raspberry Pi.
This approach demonstrates how ML techniques can effectively adapt
to devices with limited resources. The last approach is to deploy a
pre-trained ML model and re-train (i.e., incremental training) it on
low-power IoT devices such as MCUs.

Determining when and how to employ each of these training
methodologies according to application requirements, and applicable
conditions is essential for building effective on-device ML solutions. The
conditions include but not limited to computational resource require-
ments, dataset size, energy efficiency, real-time inference, security,
and privacy concerns. ML models, especially DL models, often require
substantial computational power, including GPUs or TPUs. If an IoT
device lacks the necessary hardware resources to handle the complexity
of the model it becomes necessary to offload the training to more
powerful cloud or server infrastructure. In addition, if the dataset is
too large to fit into the memory of an IoT device, cloud or server-based
training becomes a practical choice for handling and processing big
data. Moreover, training ML models can be computationally intensive
and energy-consuming, which may not align with the power constraints
of IoT devices. However, it is important to note that transmitting a high
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volume of data to the cloud can also be energy-consuming. Therefore
the balance needs to be established when making a decision.

On the other hand, incremental training and inference on-device
enhance the real-time applications that require low latency. Further-
more, for applications where data privacy and security are paramount,
training ML models directly on IoT devices can keep sensitive data
localized and reduce the risk of data breaches during transmission to
the cloud. Besides, some applications require offline operations so that
cloud access is unavailable. In summary, evaluating these factors in the
context of IoT application requirements is crucial for selecting training
approaches.

Model Compression: The compression techniques of quantization,
pruning, and knowledge distillation can be applied to reduce the com-
plexity and size of machine learning models, enabling their deployment
and execution on IoT devices. Furthermore, it is possible to use multiple
compression techniques simultaneously to further compress the model.
For instance, one can initiate the compression process by applying
pruning [132] to eliminate redundant parameters, connections, or fil-
ters from the model. This initial step effectively reduces the overall
model size. Subsequently, quantization [135] can be utilized to further
decrease the precision or bit-width of the remaining weights and ac-
tivations, resulting in additional compression and memory savings. In
addition to pruning and quantization, knowledge distillation [137] can
be simultaneously applied to achieve even higher levels of compres-
sion. However, it is essential to acknowledge that employing multiple
compression techniques concurrently may impact the accuracy of the
compressed model. Thus, it becomes crucial to carefully manage the
trade-off between compression and accuracy.

Type of IoT Device: The selection of appropriate IoT devices for
specific applications holds considerable significance. IoT devices can
indeed be broadly categorized into two categories: those with higher
processing power and memory capacity (e.g., Raspberry Pi) and those
with lower processing power and memory capacity (e.g., MCUs). For
IoT devices with higher processing power and memory capacity such as
Raspberry Pi, implementing the DL models like CNNs or RNNs is more
efficient. It should be noted that not all IoT devices possess the capabil-
ity to perform on-device training, especially for DL models, except for
notable examples like Raspberry Pi. In addition, it is more efficient for
applications involving image classification, or voice recognition, which
often require higher computational capabilities and memory.

On the other hand, the other category of IoT devices such as
MCUs are predominantly constrained by their significantly lower power
and limited memory capacities, rendering them unsuitable for training
tasks. However, MCUs such as ESP32, Arduino Uno, Arduino Nano
33 BLE, and STM 32, can still be leveraged effectively for on-device
inference tasks even pre-trained with DL models. It is noteworthy that
certain MCUs such as Arduino Nano 33 BLE, STM32F7463, and nRF-
52840-DK board alongside Raspberry Pi, support incremental train-
ing capabilities, enabling the updating of models directly on the de-
vice itself. Moreover, they are better suited for applications involving
anomaly detection, keyword spotting, and activity recognition.

Model Deployment: The compressed ML model can be directly de-
ployed to IoT devices such as Raspberry Pi, while model conversion is
necessary for IoT devices such as MCUs to ensure compatibility with
the target on-device deployment environment. Several frameworks and
tools have been developed to support specific IoT platforms, enabling
the optimized performance and compatibility of ML model deployment
on these platforms. A summary of these frameworks and tools can be
found in Table 4.

5. Lessons learned and open issues

In the prior section, we reviewed and analyzed the energy-aware ML
models in IoT applications. In this section, we discuss lessons learned
from the reviewed works and provide open issues.

Device Support: A researcher or practitioner who wants to test his/her
novel ML approach for IoT needs to choose the type of IoT device to
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conduct experiments on. The type of IoT device can be either COTS
IoT devices or development boards. While COTS IoT devices are closer
to the final product, they are either not programmable at all or allow
only limited programming such as writing your own app to control the
device. On the other hand, the effort required to test your approach on
development boards is much less than the COTS IoT devices because
of its wide range of supported programming languages and software.
In literature, researchers considered mostly Raspberry Pi and MCUs to
represent their IoT devices, as evident in Table 4, Table 5, and Table 6.
Probably due to the limitations with programming and libraries/APIs
for supporting ML, the researchers did not perform any energy-aware
ML studies on COTS IoT devices. As such devices are widely used in
smart environments (smart homes, offices, buildings, etc.), this is an
important gap in both academia and industry. Therefore, the evaluation
of on-device ML algorithms on COTS IoT devices is needed.

Energy Perspectives: Energy consumption of ML algorithms is a se-
rious concern for [oT applications, especially for battery-powered IoT
devices. Thus, in this work, we investigated the studies that work on on-
device ML models in terms of energy consumption. We found that a few
studies have examined energy consumption metrics in Jolue or power
consumption in Watt. Instead, most of the studies consider computation
costs since they can be attributed to energy consumption. From these
studies, we note execution times (i.e., training time and inference
time) as significant metrics as it is directly proportional to energy
consumption. When comparing various on-device ML algorithms, it
would not be fair to only consider the execution time because of the
trade-off between accuracy and execution time. For example, since
DL algorithms require high computational power, many optimization
techniques (i.e., quantization, pruning, and compression) were pro-
posed by researchers to enable DL in IoT. However, the optimized
models usually lead to lower accuracy. In addition to academia, some
companies from the industry such as Google, Microsoft, and ARM also
developed frameworks to run ML on tiny IoT devices as summarized
in Table 4. Therefore, developing energy-efficient algorithms for on-
device ML for IoT applications is still a hot research area, in which the
researchers investigate to find the optimum trade-off between accuracy
and energy efficiency for real-life applications.

Application Domains: ML has been adapted to several application
domains in IoT and energy consumption of on-device ML models for IoT
has been analyzed for various applications such as image classification,
speech and facial recognition, body and activity recognition, health
care applications (e.g., cancer and disease detection, breast ultrasound
image), device fingerprinting and security applications (e.g., anomaly
and malware detection, authentication), and battery parameter estima-
tion. Although the list of applications seems diverse, there exist many
more application domains in IoT where ML is actively utilized and
energy consumption is vital. Examples of such application domains that
require energy-aware ML models include but not limited to agriculture,
smoke and gas detection, industrial IoT applications in smart factories,
and smart city applications.

Privacy: Privacy is another important factor when designing on-device
ML algorithms for IoT applications. Among centralized training models,
Train-on-Cloud and Incremental Learning approaches may not provide
privacy as the data is shared with a third party (i.e., centralized cloud).
On the other hand, the Train-on-IoT learning model provides privacy
since the data never leaves the local IoT device (i.e., both training
and inference is performed on the IoT device.) On-device ML with
distributed training is considered to be an alternative approach to
preserve privacy. However, membership attacks (i.e., whether the data
is used during the training), partial reconstruction attacks (i.e., partial
recovery of the user data) as well as perfect reconstruction attacks
challenge this assumption. Therefore, in this regard, the research of
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designing a privacy-preserving on-device ML with a distributed training
approach remains an open research problem.

Security: The ML models employed by various devices may be exposed
to adversarial attacks that causes the model failure. Addressing ad-
versarial attacks to on-device ML models for IoT applications is very
critical since these attacks may cause serious consequences that may
affect human health. Therefore, providing robustness to on-device ML
models against adversarial attacks is of great importance as future
research direction.

Efficient and Scalable ML in IoT: IoT deployments can have a large
number of devices that produce a high volume of data with various
diversities. Preprocessing, training, and inference of such big data for
energy-efficient ML in IoT requires innovative approaches to process
the data. Novel parallel computing approaches deployed at the IoT
edge can be a remedy for this problem with scalable techniques to
collect, store, process the big data coming from numerous IoT devices
and perform scalable ML. In addition, as the memory of IoT and
edge devices are significantly lower compared to cloud resources, the
memory efficiency of ML algorithms plays a crucial role in efficient
ML in IoT. As reviewed in this paper, researchers proposed several
approaches to fit and run ML models in IoT devices such as model
conversions. However, more efforts are needed in this regard to run
ML in resource-constrained IoT devices.

Real-time Performance: The efforts of the industry and the academic
community in bringing ML closer to IoT help to achieve not only better
privacy but also better latency which is imperative for the real-time
performance of IoT applications. As the collected data does not need
to be transferred to a far cloud data center, ML-based IoT applications
can process the data, perform inference, and return the result in a
much shorter amount of time. Although not every IoT application needs
real-time guarantees, energy-efficiency of real-time IoT applications
is gaining popularity and already a few studies analyzed the energy
efficiency of ML in IoT image classification [81] and arrhythmia detec-
tion [84] applications. More research efforts are needed in this regard
to pushing energy efficiency in ML-based real-time IoT applications.

6. Conclusion

On-device ML models are swiftly gaining popularity due to their
usage in IoT applications that need privacy-preserving and real-time
response. However, performing energy-intensive ML tasks on battery-
constrained IoT devices is a huge challenge. Numerous studies have
proposed solutions to address this challenge. In this work, we compre-
hensively reviewed these studies that focus on on-device ML models
deployed on IoT devices and their energy consumption. We provided
a taxonomy of on-device ML approaches for IoT applications. Further-
more, we examined the algorithms and techniques such as compression
and quantization and tools to run ML on IoT devices. Finally, we
provided the lessons learned and the open issues.
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