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A. Random Injection
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B. Continious Injection 

 

 
 = inf_Dp,f,v 

 
inf_Dp,f,v  c_inf_Dp,f,v Continue for 10 points) 

 
c_inf_Dp,f,v  Dp,f,v  (random data injected)  

C. Slowly Data Manipulation 

First Stage 

 

 
r c [Dp,f,v]2% * %10= inf_Dp,f,v 

 

Second Stage 

 

 
r c [Dp,f,v]4% * %10= inf_Dp,f,v 

A. K-Nearest Neighbour 

Fig.1 

B. Support Vector Machine (SVM) 
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Fig.2 

C. Linear Discriminant Analysis 

D. Logistic Regression 

E. Naïve Bayes

A. Setting The Parameter 

Fig.3 
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B. Simulation Model And Case Study 

Fig.4 Comparison and evaluation results show that there is 
no single algorithm can detect all injections 

Table. 1. Simulation results for each manipulation 
attack 

Simulation Results  
(Case 1: Random Injection) 

% of 
infected 

data 
5% 10% 15% 

kNN 89.13 90.17 91.28 

NB 90.3 93.31 94.66 

LogReg 90.38 91.50 92.05 

LDA 85.5 92.37 93.37 

SVM 91.35 92.61 92.68 

Simulation Results 
( Case 2: Continuous Injection) 

% of 
infected 

data 
5% 10% 15% 

kNN 93,11 95,23 97,56 

NB 89,23 93,95 92,9 

LogReg 90,97 91,20 93,14 

LDA 85,59 89,87 93,75 

SVM 92,12 95,53 97,15 

Simulation Results ( Case 3: Slowly Data 
Manipulation) 

% of 
infected 

data 
2% 4% 6% 

kNN 80,2 82,85 88,74 

NB 31,54 38,60 48,37 

LogReg 80,24 83,39 90,28 

LDA 81,23 82,99 85,50 

SVM 80,54 81,39 87,0 
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